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Errata to Tl SimpleLink™ CC3000 Module — Wi-Fi
802.11b/g Network Processor

This document is an errata to the Tl SimpleLink CC3000 Module — Wi-Fi 802.11b/g Network Processor
Data Sheet (SWRS126).

For conflicts between SWRS126 and this document, this document shall prevail.

1 Hardware Errata

1.1 Recommended Operating Conditions for VBAT_IN

Description

This errata item applies to the recommended operating conditions for VBAT _IN. The current range is 2.7
to 3.6 V until the specified maximum of 4.8 V is qualified.
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2 Software Errata
A "service pack" refers to a package that was released by TI to distribute CC3000 fixes and new features.
This software upgrade can be performed by reprograming the device's 32-KB EEPROM. For additional
details about the flashing procedure, please refer to the following links:
http://processors.wiki.ti.com/index.php/CC3000 Patch Programmer
http://processors.wiki.ti.com/index.php/CC3000 Flashing Guide
Table 1 maps known issues to the applicable service pack releases.
Table 1. Issues Corrected by Service Pack
Advisory Description Severity Version 1.10.1 Version 1.10.2 Version 1.11
2.1 Connection to low RSSI APs Low Applies Applies Applies
2.2 Ping report Low Applies Applies Applies
2.3 "Connected” event arriving before Low Applies Applies Applies
connection process is completed
2.4 Connection to BSSID Low Applies Applies Applies
25 UDP sendto does not transmit High Applies Applies — Will be Does not apply
broadcast packets resolved in
version 1.11
2.6 mdnsAdvertiser does not always work Medium Applies Applies — Will be Does not apply
in congested environments resolved in
version 1.11
2.7 WEP shared key connection fails Low Applies Does not apply Does not apply
2.8 UDP transmission may fail after Medium Applies Does not apply Does not apply
receiving UDP packet
2.9 UDP recvfrom cannot receive Medium Applies Does not apply Does not apply
broadcast packets when working in
subnets
2.10 Smart config cannot store more than 3 Low Applies Does not apply Does not apply
profile
211 Cleaning queues upon disconnection Medium Applies Does not apply Does not apply
2.12 IP fragmentation is not supported High Applies Applies Applies
2.13 UDP packets are not received one-by- Low Applies Applies Applies
one by the host
2.1 Connection to low RSSI APs
Description
Connection process will not start for APs with RSSI lower than —75dBm.
Workaround
Establish connection to APs with RSSI stronger than —75dBm.
2.2 Ping report
Description
Ping report may not be accurate and may count incorrect number of received responses.
Workaround
Ping should not be used as a tool for accurately measuring responses.
2 Errata to Tl SimpleLink™ CC3000 Module — Wi-Fi 802.11b/g Network SWRZ044B—-November 2012—Revised May 2013

Processor Submit Documentation Feedback

Copyright © 2012-2013, Texas Instruments Incorporated


http://www.ti.com
http://processors.wiki.ti.com/index.php/CC3000_Patch_Programmer
http://processors.wiki.ti.com/index.php/CC3000_Flashing_Guide
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SWRZ044B

13 TEXAS
INSTRUMENTS

www.ti.com Software Errata

2.3 "Connected” event arriving before connection process is completed
Description

When connecting to an AP using WPA2 security, "Connected” event may arrive before the connection
process is completed.

Workaround
Wait for "DHCP Complete" event.

2.4 Connection to BSSID
Description
wlan_connect API supports connection to SSID, but not to BSSID.
Workaround
Establish connection based on SSID and not based on the BSSID.

2.5 UDP sendto does not transmit broadcast packets
Description
Device can not send any broadcast packet (includes working in subnets).
Workaround

None — will be resolved in V1.11 release.

2.6 mdnsAdvertiser does not always work in congested environments
Description

MDNS packet may not be transmitted in congested environments. Issue is related to MDNS socket not
being completely cleared for each transmission.

Workaround
None — will be resolved in V1.11 release.

2.7 WEP Shared Key connection fails
Description
Added support for WEP shared connection. This connection mode was not working in previous versions.
Workaround

Configure the AP security to another type (that is, not WEP Shared). WPA2 is recommended for maximum
security.

2.8 UDP transmission may fail after receiving UDP packet
Description

UDP data transmissions may not work after UDP data reception. Issue is related to incorrect remote IP
address and UDP port obtained by calling the recvfrom API.

Workaround
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UDP transmission should not be based on address obtained from the recvfrom API.

2.9 UDP recvfrom cannot receive broadcast packets when working in subnets
Description
Not receiving broadcast packets when working in subnets other than 255.255.255.0.
Workaround
Do not work with subnets when device is expected to receive broadcast packets.

2.10 Smart config cannot store more than three profiles
Description
Smart config can store only three profiles, not seven.
Workaround
None.

2.11 Cleaning queues upon disconnection
Description
Upon disconnection, data queues are cleaned without allowing the host to read the received content prior
to disconnection event.
Workaround
None.

2.12 IP fragmentation is not supported
Description
IP fragmentation is not supported in the CC3000 network stack. When packets are fragmented on the IP
level, CC3000 cannot receive the packets and defragment them. The limitation applies to TCP and UDP
packets.
Workaround
For UDP, it is the user responsibility to send packets with a maximum UDP payload of 1460 bytes. In this
case, UDP packets would not be fragmented by the peer device connected to CC3000.
For TCP, the limitation is bypassed by setting the TCP MSS (Maximum Segment Size) to 1460 bytes. This
is done automatically by CC3000 and does not require any user intervention. In this way, CC3000
Network Stack signals the peer device's Network Stack that it is ready to accept packets with payload
length of up to 1460 bytes.

2.13 UDP packets are not received one-by-one by the host
Description
When the recvfrom() API is invoked by the host, UDP data is sent from CC3000 to the host according to
the requested size, not one packet at a time.
Workaround
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The user should use a predefined packet length. On the host side, the host should invoke recvfrom() with
the predefined packet length, thus ensuring that a single packet is received.

SWRZ044B-November 2012—Revised May 2013 Errata to Tl SimpleLink™ CC3000 Module — Wi-Fi 802.11b/g Network 5

Submit Documentation Feedback Processor
Copyright © 2012-2013, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SWRZ044B

Revision History

13 TEXAS
INSTRUMENTS

www.ti.com

3 Revision History
The following table summarizes the Errata to Tl SimpleLink CC3000 Module — Wi-Fi 802.11b/g Network
Processor versions.
Table 2. Revision History
Version Literature Number Date Notes
* SWRZ044 November 2012 See @
A SWRZ044A March 2013 See @
@ Errata to TI SimpleLink CC3000 Module — Wi-Fi 802.11b/g Network Processor (SWRZ044) — Initial release
@ Errata to TI SimpleLink CC3000 Module — Wi-Fi 802.11b/g Network Processor version A (SWRZ044A):
¢ - Added new section and all contents in Section 2.
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IMPORTANT NOTICE

Texas Instruments Incorporated and its subsidiaries (TI) reserve the right to make corrections, enhancements, improvements and other
changes to its semiconductor products and services per JESD46, latest issue, and to discontinue any product or service per JESDA48, latest
issue. Buyers should obtain the latest relevant information before placing orders and should verify that such information is current and
complete. All semiconductor products (also referred to herein as “components”) are sold subject to TI's terms and conditions of sale
supplied at the time of order acknowledgment.

Tl warrants performance of its components to the specifications applicable at the time of sale, in accordance with the warranty in TI's terms
and conditions of sale of semiconductor products. Testing and other quality control techniques are used to the extent Tl deems necessary
to support this warranty. Except where mandated by applicable law, testing of all parameters of each component is not necessarily
performed.

Tl assumes no liability for applications assistance or the design of Buyers’ products. Buyers are responsible for their products and
applications using TI components. To minimize the risks associated with Buyers’ products and applications, Buyers should provide
adequate design and operating safeguards.

Tl does not warrant or represent that any license, either express or implied, is granted under any patent right, copyright, mask work right, or
other intellectual property right relating to any combination, machine, or process in which TI components or services are used. Information
published by TI regarding third-party products or services does not constitute a license to use such products or services or a warranty or
endorsement thereof. Use of such information may require a license from a third party under the patents or other intellectual property of the
third party, or a license from Tl under the patents or other intellectual property of TI.

Reproduction of significant portions of Tl information in Tl data books or data sheets is permissible only if reproduction is without alteration
and is accompanied by all associated warranties, conditions, limitations, and notices. Tl is not responsible or liable for such altered
documentation. Information of third parties may be subject to additional restrictions.

Resale of TI components or services with statements different from or beyond the parameters stated by Tl for that component or service
voids all express and any implied warranties for the associated TI component or service and is an unfair and deceptive business practice.
Tl is not responsible or liable for any such statements.

Buyer acknowledges and agrees that it is solely responsible for compliance with all legal, regulatory and safety-related requirements
concerning its products, and any use of Tl components in its applications, notwithstanding any applications-related information or support
that may be provided by TI. Buyer represents and agrees that it has all the necessary expertise to create and implement safeguards which
anticipate dangerous consequences of failures, monitor failures and their consequences, lessen the likelihood of failures that might cause
harm and take appropriate remedial actions. Buyer will fully indemnify Tl and its representatives against any damages arising out of the use
of any Tl components in safety-critical applications.

In some cases, Tl components may be promoted specifically to facilitate safety-related applications. With such components, TI's goal is to
help enable customers to design and create their own end-product solutions that meet applicable functional safety standards and
requirements. Nonetheless, such components are subject to these terms.

No TI components are authorized for use in FDA Class Il (or similar life-critical medical equipment) unless authorized officers of the parties
have executed a special agreement specifically governing such use.

Only those Tl components which Tl has specifically designated as military grade or “enhanced plastic” are designed and intended for use in
military/aerospace applications or environments. Buyer acknowledges and agrees that any military or aerospace use of TI components
which have not been so designated is solely at the Buyer's risk, and that Buyer is solely responsible for compliance with all legal and
regulatory requirements in connection with such use.

Tl has specifically designated certain components as meeting ISO/TS16949 requirements, mainly for automotive use. In any case of use of
non-designated products, Tl will not be responsible for any failure to meet ISO/TS16949.

Products Applications
Audio www.ti.com/audio Automotive and Transportation —www.ti.com/automotive
Amplifiers amplifier.ti.com Communications and Telecom  www.ti.com/communications

Data Converters
DLP® Products

DSP

Clocks and Timers
Interface

Logic

Power Mgmt
Microcontrollers
RFID

OMAP Applications Processors
Wireless Connectivity

dataconverter.ti.com

www.dlp.com

dsp.ti.com
www.ti.com/clocks

interface.ti.com

logic.ti.com

power.ti.com
microcontroller.ti.com

www.ti-rfid.com
www.ti.com/omap

Computers and Peripherals
Consumer Electronics
Energy and Lighting
Industrial

Medical

Security

Space, Avionics and Defense
Video and Imaging

Tl E2E Community

www.ti.com/wirelessconnectivity

www.ti.com/computers

www.ti.com/consumer-apps

www.ti.com/energy
www.ti.com/industrial

www.ti.com/medical

www.ti.com/security
www.ti.com/space-avionics-defense

www.ti.com/video
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