DSCM Module Overview

Dual Code-Security-Module
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What is DCSM?

* |tis asecurity module used to prevent access to secure memories,

thereby preventing duplication of proprietary code.

« Various security settings are configurable by programming them in

particular locations of User-OTP.
« There are two secure zones in the device(one zone per user).

« Two users can prevent access to each other’s proprietary code in

addition to protecting it from potential hackers.
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DCSM Structure

Zone2 OTP Flash
Zone! OTP Mlash Zone Select Block 0x78200 |Z20TP_LINKPOINTER1
— X -
Zone 1 Link 0x78000 |Z1OTP_LINKPOINTER1 Structure - Zone 2 Link
0x78202 |Z20TP_LINKPOINTER2 .
Pointer 0x78002 |Z10TP_LINKPOINTER2 Pointer
0x78204 |Z20TP_LINKPOINTER3
0x78004 |Z1OTP_LINKPOINTER3 —
0x78206 |Reserved
0x78006 |Z1OTP_JLM_ENABLE
0x78208 |Z20TP GPREG1
0x78008 |Z1OTP_GPREG1 Zone Select Block (ZSB)
0x7820A |Z20TP_GPREG2
Zone 1 Header —< 0x7800A |Z10OTP_GPREG2 ~ Zone 2 Header
Address Offset |, 1 content 0x7820C |Z20TP_GPREG3
0x7800C |[Z10OTP_GPREG3 (from ZSB Base)
0x7820E |Z20TP_GPREG4
0x7800E |(Z10TP_GPREG4 0x0 ZxOTP_CSMPSWDO
0x78210 |Z20TP_PSWDLOCK
0x78010 |Z10OTP_PSWDLOCK 0x2 ZxOTP_CSMPSWD1
0x78212 | Z20TP_GRCLOCK
0x78012 |Z1OTP_CRCLOCK 0x4 ZxOTP_CSMPSWD2
0x78214 |Reserved
0x78014 |Z1OTP_JTAGPSWDHD 0x6 ZxOTP_CSMPSWD3
0x78216 |Reserved
0x78016 |Z10OTP_JTAGPSWDH1 0x8 ZxOTP_GRABSECT{
0x78218 |Reserved
0x78018 |Z10OTP_CMACKEYO Oxa ZxOTP_GRABSECT2
0x7821A | Reserved
0x7801A |Z1OTP_CMACKEY1 Oxc ZxOTP_GRABSECT3
0x7821C | Reserved
0x7801C  [Z10TP_CMACKEY2 Oxe ZxOTP_GRABRAM1
0x7821E | Reserved
0x7801E |Z1OTP_CMACKEY3 0x10 ZxOTP_GRABRAM2 e —
B 0x78220 one 9.801 ock 1
Zone 1 ZSB1 ———» | oxsozn |Zone Seect Block 1 ox12 ZxOTP_GRABRAM3 * (32x16 Bits) 4+— Zone 2ZSB1
R ox14 ZxOTP_EXEONLYSECT1 ox7ap40 | Z0ne Select Block 2 <+— Zone 2 ZSB2
Zone 1 ZSB2 ———p | oxre040 23‘;_“"’ szem Block 2 * 2 (32¢16 Bits)
1 it
(32x16 Bits) 0x16 ZxOTP_EXEONLYSECT2
0x18 ZxOTP_EXEONLYRAM1 Zors Selact Block 15 s
Zone 1 ZSB15 —————» | oxvsigo |Zone Select Blook 15 Ox7B3ED | 35416 Bits) Zone 2 ZSB15
(32x16 Bits) Ox1a Reserved
oxic ZxOTP_JTAGPSWDLO
oxle ZxOTP_JTAGPSWDL1
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Core Security Settings

« When a memory region is secured
by one of the two zones, it

becomes inaccessible via JTAG or SMPSWD N
any code running from memory Z10TP-CSMPSWDO (0x5F010)(32 bits) Ox | FFFFFFFF
not allocated to the same zone. Z10TP-CSMPSWD1 (0x5F012)(32 bits) Ox | 47FFFFFF
« Instruction fetches are always Z10TP-CSMPSWD?2 (0x5F014)(32 bits) Ox | FFFFFFFF
allowed. Z10TP-CSMPSWD?3 (0x5F016)(32 bits) Ox | FFFFFFFF

« Zones can be unlocked using
passwords to temporarily unlock
all memory regions allocated to
that zone.

Program Password Lock | Unlock
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Additional DCSM Resources

« DCSM Application Reports
o C2000 DCSM Security Tool Application Report
o C2000 Unigue Device Number Application Report
o Enhancing Device Security by Using JTAGLOCK Feature Application Report
o Secure BOOT On C2000 Device Application Report
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https://ti.com/lit/SPRACP8
https://ti.com/lit/SPRACD0
https://ti.com/lit/SPRACS4
https://ti.com/lit/SPRACT3

