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4.2.84 SREMAC Register (Offset = 0X59C) [reSet = OXO0] 1uuvvuurerueinunirinriiieiineiaireransiaieesinriaeeas 323
4.2.85 RCGCWD Register (Offset = OX600) [reSet = OX0] .. uuuerrriunrerrnnnnneirianreraaanressaannresaaanreraanns 324
4.2.86 RCGCTIMER Register (Offset = Ox604) [reset = OX00] +.vvuuueerrnurerrrinnrerrinnrerrainnrsmminnreianns 325
4.2.87 RCGCGPIO Register (Offset = 0X608) [reset = OX00] «.uuvvuuerrunrrrnrerinrinnerissisieerinrsanneraneias 326
4.2.88 RCGCDMA Register (Offset = OX60C) [reSet = OX0] . ..ueriiiereiiiinnerrranrerraanrerraareeaaannreaanns 328
4.2.89 RCGCEPI Register (Offset = 0X610) [FeSet = OXO] ..uuueerrruurerrsinnnerrinnrerriinnssssinnrsssiineeisnnns 329
4.2.90 RCGCHIB Register (Offset = OX614) [FeSet = OXL].uueruureruuernnerrierrinnirisrrinrernnsiaeiainerannins 330
4.2.91 RCGCUART Register (Offset = 0x618) [reset = OX00] «..uuuureriiinnnriranrerraanrersaaneearaanreranns 331
4.2.92 RCGCSSI Register (Offset = OX61C) [FeSet = OXO] tuuuueeirnuurerrrnnensrrinnsesrannrrsrainnrssrinnreiens 332
4.2.93 RCGCI2C Register (Offset = 0x620) [reset = OX00]. .. uuueriueirinriinnerineiarerinriaiesrinrraneeraneas 333
4.2.94 RCGCUSB Register (Offset = OX628) [reSet = OX0] .. uuuerirnuneriiinnnrrrannresraanrersaaaneesraanreranns 335
4.2.95 RCGCEPHY Register (Offset = O0X630) [reSet = OX0] .uvurruuurerrnunrerrsinnrersinnrsmsiinnssssinnssienns 336
4.2.96 RCGCCAN Register (Offset = 0X634) [reSet = OX0]..uuuuueriuerrinrrinnerineinrerissraisirinesaneraneias 337
4.2.97 RCGCADC Register (Offset = 0X638) [reSet = OX0]...uueeirrueriiiinineirannrerraanrrrraanreraaanreaanns 338
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4.2.98 RCGCACMP Register (Offset = OX63C) [reSet = OXO0] «uuuvruuerrunrrrnnrrinrinnerinsiainesinrsanneraneas 339
4.2.99 RCGCPWM Register (Offset = OX640) [FeSEt = OXO0]..uuerrunurerrianrnrraannrerraanrersaanneeaaaanreranns 340
4.2.100 RCGCQEI Register (Offset = 0X644) [reSet = OXO0] suuuetirnuurrrriinteririnnrsirinnrsrrainraaainnreianns 341
4.2.101 RCGCEEPROM Register (Offset = 0X658) [reset = OX0] +.uvvuerrinrrrinrinnneriseiinirinrrineraneias 342
4.2.102 RCGCCCM Register (Offset = OX674) [FeSEt = OXOJ.uueeirunurerrannnnrraannrersaanrerraanreeaaaanreranns 343
4.2.103 RCGCLCD Register (Offset = 0X690) [FeSet = OXO] uuevrruuurerriiurerrrinnrerrinnrerrainnrerminnneiens 344
4.2.104 RCGCOWIRE Register (Offset = 0X698) [reSet = OXO]..uuueiruerrinrireeiinriniesiieisinesinnsrnneias 345
4.2.105 RCGCEMAC Register (Offset = OX69C) [FeSet = OXO0] +ouuuuerriiiinrnririnrerraanrersaanneeraaanreaanns 346
4.2.106 SCGCWD Register (Offset = OX700) [FeSet = OXO] uueeerruurerrmnnrerrmmnnrerrinnrssrsinnremminnneiens 347
4.2.107 SCGCTIMER Register (Offset = 0x704) [reset = OX00] ...uueeruurrrueerinrininerineiaieerinriinneianeas 348
4.2.108 SCGCGPIO Register (Offset = Ox708) [reSet = OX00]. .. uuueeririnnnrrraererraanrrrraaneearaanreranns 350
4.2.109 SCGCDMA Register (Offset = OX70C) [reSet = OX0] .uvvirruueerirnnsnrirminresrmisnsrminnresrainnesins 352
4.2.110 SCGCEPI Register (Offset = 0X710) [reSet = OX0] .evuueerueiruerrinrrrineiineirieeiaeiainesinrernneias 353
4.2.111 SCGCHIB Register (Offset = OX714) [Fe€SEt = OXL] tuuuerirnunerraannnrraanrerraanrersaannreaaannresanns 354
4.2.112 SCGCUART Register (Offset = 0x718) [reset = OX00] +..uuuueerrnneerrrinnrsirinnrerssinnrsmminnneienns 355
4.2.113 SCGCSSI Register (Offset = OX71C) [reSet = OXO0] . vvuueeriueiruerrinnirineiinririesiaririssiresnneas 356
4.2.114 SCGCI2C Register (Offset = 0x720) [reSet = OX00] «.eeenunurerrinnnnrrrannrerraanrerraanreeaaannreaanns 357
4.2.115 SCGCUSB Register (Offset = 0X728) [reSet = OXO0] uuervruuueerriunrerrminnrerminnrsmmminnssssinnrsians 359
4.2.116 SCGCEPHY Register (Offset = 0x730) [reSet = OX0]...uuvuueeruurinnnernneinirerisriaieerinrsaneraneas 360
4.2.117 SCGCCAN Register (Offset = OX734) [reSet = OX0] «.evvinunerrrriinrerriinreraaanreraaanreraaanneeaanns 361
4.2.118 SCGCADC Register (Offset = 0X738) [reSet = OX0] ..vvvrruuurerrinnrerrsinnrerrinnrersiinrsssainnreiens 362
4.2.119 SCGCACMP Register (Offset = 0X73C) [reSet = OX0]..uuvueirieriinrerineiinerieriainerinriinneraneias 363
4.2.120 SCGCPWM Register (Offset = OX740) [FeSet = OXO0] .ueeiruureririnnneirannrerraansarsaaanresraanreeanns 364
4.2.121 SCGCQEI Register (Offset = 0X744) [reSet = OX0] «uuuerrriuuerrrinnrnsrrinnrsirinnrerrainnrsasinnreianns 365
4.2.122 SCGCEEPROM Register (Offset = 0x758) [reSet = OX0] vuuvvruerrinrrrierinnririnsineisinerinnesineias 366
4.2.123 SCGCCCM Register (Offset = OX774) [reSet = OX0]..ueeiriuerriiiireriiinrerrianreraairreaaaaneeaanns 367
4.2.124 SCGCLCD Register (Offset = 0X790) [reSet = OX0] .uuevirnuurerriinrerriinererrinnrerrairrasainnreianns 368
4.2.125 SCGCOWIRE Register (Offset = 0X798) [reSet = OX0]..evuueiruerrinrrreeinneirinsiieirinssinrernneias 369
4.2.126 SCGCEMAC Register (Offset = OX79C) [reSet = OX0]. . uvuuerriiinenrirannrerraanrrrraanrearannreaanns 370
4.2.127 DCGCWD Register (Offset = 0X800) [reSet = OX0] +uuuevrruuurerrsnnrnsrrinnnerrinnrsrrainnressinnneiens 371
4.2.128 DCGCTIMER Register (Offset = 0x804) [reset = OX00] .. .uueeruurrrueeinnririnerineisiserinrsrnneianens 372
4.2.129 DCGCGPIO Register (Offset = 0x808) [reset = OX00] +.uuuuerrrrrinrerrrinrerraanrerraarreaaaanreranns 374
4.2.130 DCGCDMA Register (Offset = OX80C) [FeSet = OXO] .uvvivruuuesirnuunerrinnneririsnerrinnrssrainneeias 376
4.2.131 DCGCEPI Register (Offset = OX810) [reSet = OXO0] +vuuuerrueiruerrinnirineiinririnsraeisinssinnsrnneias 377
4.2.132 DCGCHIB Register (Offset = 0X814) [reSet = OXL] cuuueriiineieiiiinreririnrerraanrersannrreaaannreaanns 378
4.2.133 DCGCUART Register (Offset = 0x818) [reset = OX00] ...uuurerirneerrrnnnrerriinrrsriinnremsinnneianns 379
4.2.134 DCGCSSI Register (Offset = OX81C) [reSet = OX0] . euuueeruueiruerrinnirineianririesraeirinssinernneias 381
4.2.135 DCGCI2C Register (Offset = 0x820) [reset = OX00] ..uuuiiuureriiinrerriiererraanrerraarreaaaanreaanns 382
4.2.136 DCGCUSB Register (Offset = 0X828) [reSet = OX0] ..vvvvuuurerriunrerrsinnrerminnrersiinnssssinnrsianns 384
4.2.137 DCGCEPHY Register (Offset = 0X830) [reSet = OX0] +.uuvuueiruerrinrsrineiinerinsiaiessinriinnernneias 385
4.2.138 DCGCCAN Register (Offset = 0X834) [reSet = OX0] ..ueuiiiuerriiiinreriiinreiraanresaaanreaaaanneeaanns 386
4.2.139 DCGCADC Register (Offset = 0x838) [reSet = OX0] cuuuuiriuurrrriinrerriinreirinnrsrriinnraiainnreians 387
4.2.140 DCGCACMP Register (Offset = OX83C) [reSet = OX0] .vvvuuerruerrinrrrieeinnniriesiaeirinerinnernneias 388
4.2.141 DCGCPWM Register (Offset = OX840) [reSet = OX0] «uveuvuunurririnnnririinrerraanraesaaansesraanneeanns 389
4.2.142 DCGCQEI Register (Offset = 0Xx844) [reSet = OXO0] suuuerirruurrrriineeririnnreirinnrsrrainnrassinnneians 390
4.2.143 DCGCEEPROM Register (Offset = 0x858) [reset = OX0] +.uvvuuerrinrrrinrinnrerineiinirinrranerineias 391
4.2.144 DCGCCCM Register (Offset = OX874) [FeSet = OXOJ..uuriruuererrainrnrraannrerraanrersaanreeaaaanreranns 392
4.2.145 DCGCLCD Register (Offset = 0X890) [reSet = OXO] .uueviruuurerrnnurerrrinnrerrinnrsrrminnsesminnneiens 393
4.2.146 DCGCOWIRE Register (Offset = 0x898) [reSet = OXO0].uuuueiruerrinrireeinnrinieeiinsisinssinnsrnneias 394
4.2.147 DCGCEMAC Register (Offset = OX89C) [FeSet = OXO0] +uuuuurrriiinrnririnrerraanrersannreeaaaanresanns 395
4.2.148 PCWD Register (Offset = 0X900) [reSet = OX3] +euiruuurrirnuuneriiintnririnreirianrsrrainrrersinnreians 396
4.2.149 PCTIMER Register (Offset = 0X904) [reset = OXFF]....uuiieeiiieiiiiiiiiiiirisiesinesnaeeas 398
4.2.150 PCGPIO Register (Offset = 0x908) [reset = OX3BFFFF]. .. ..uiiiiiiiiiiiiiiii e e eaaas 401
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4.2.151 PCDMA Register (Offset = 0X90C) [FeSet = OXL] tuuviuureruurisunerinrirnnerineiannerannisinssinrianneias 405
4.2.152 PCEPI Register (Offset = 0X910) [reSEt = OXL]. e uuueeririnnrerranneeraaaneerrannresaaannsssaannressanes 407
4.2.153 PCHIB Register (Offset = 0X914) [reSet = OXL] +uiiuuteririuureiriinnrrriinrersinnnsirainessssannesisanes 409
4.2.154 PCUART Register (Offset = 0x918) [reset = OXFF]...cueiiuiiiiiiiiiiieiiiienniesianeneenas 411
4.2.155 PCSSI Register (Offset = OX91C) [reSet = OXF] .ouuuueeiiiiiiiiiiieiiriinr s rranreeananeeanns 414
4.2.156 PCI2C Register (Offset = 0x920) [reset = OX3FF] 1.uuueiiiiiiiiiiiiieiii e aaas 416
4.2.157 PCUSB Register (Offset = 0x928) [reSet = OXL] «1uueirueerinrinuerrinrirseiinririesraeisiesinsanneas 419
4.2.158 PCEPHY Register (Offset = 0X930) [reSet = OX0]...uueeriiinteriiineerriinrrsaaianressannresaaannesaanns 420
4.2.159 PCCAN Register (Offset = 0X934) [reSet = OX3] +1uuuueerirnuunrrriinnesrainnrerrinnrersairrssainnreisns 422
4.2.160 PCADC Register (Offset = 0X938) [reSet = OX3] +1uueiruerriuririnrrinririneiinrisirsraeisinesirsanneias 424
4.2.161 PCACMP Register (Offset = OX93C) [FeSEt = OXL]..uuueririnneriiinanrirannresraanrsrsaanneeraaanresanns 426
4.2.162 PCPWM Register (Offset = 0X940) [reSet = OXL] viuuureriinrnririnnnerriinnrrriinnrsrsinnrsiaainnesianns 428
4.2.163 PCQEI Register (Offset = 0X944) [reSet = OXL] +vuuurruurirurernneinieerinniasssinrsanreraseiaierannins 430
4.2.164 PCEEPROM Register (Offset = 0X958) [reSet = OXL] «euivuuureriianinririnreriaanrerraanresaannresanns 432
4.2.165 PCCCM Register (Offset = 0X974) [reSet = OXL] .1 uuuueerirnuurrrrnnnnerrannnrsirinnrsssiinnrsssinnreianns 434
4.2.166 PCLCD Register (Offset = 0X990) [reSet = OXL] +1uuevruerrineinunrrinnrrineinnresiesrasisinssanneraneias 436
4.2.167 PCOWIRE Register (Offset = 0X998) [reSet = OXL]...ueriiiereiiiinieriiinrersianressannreaaaanneeaanns 437
4.2.168 PCEMAC Register (Offset = OX99C) [reSet = OXL]..uuueeirnuuueririnnnsrrinresrannnnssminnresmasnnesens 439
4.2.169 PRWD Register (Offset = 0XAQO0) [reSet = OX0] +uuuerrueeruneirunrrinnrriesianrernssraeisinssanreraneias 440
4.2.170 PRTIMER Register (Offset = OXA04) [reSet = OX00]...euiiuuerririinreriiirreraianresraanreraaanneeaanns 441
4.2.171 PRGPIO Register (Offset = OXAO08) [reSet = OXO00] .uuuerrruuuerrrannrerrrinnrerrinnrerrainresaainnreians 443
4.2.172 PRDMA Register (Offset = OXAOC) [reSet = OXO0] 1uuviuureruueinuerrinriineiineiinneransiaisesinraaneas 445
4.2.173 PREPI Register (Offset = OXALO) [reSEt = OX0] +uuuurerrinnreiniinreraaineesaannrssaaanresaaannessaanes 446
4.2.174 PRHIB Register (Offset = OXAL4) [reSet = OXL] «uiuuutuririunnerriinnerriinrersinnesisainnssssinesisanes 447
4.2.175 PRUART Register (Offset = OXAL18) [reset = OX00] .. uueerueirerrinririneiinririnsrasisinesinsrnneias 448
4.2.176 PRSSI Register (Offset = OXALC) [reSet = OX0] .. .uuurerrinnrerrianreraaaneesaaanessaainrssaaannessannes 450
4.2.177 PRI2C Register (Offset = OXA20) [reset = OX00] .. uuuuerirnuurerrinnnerrainnrerrinnresrairraaainnraaanns 451
4.2.178 PRUSB Register (Offset = OXA28) [reSet = OX0] «uuevuuerrunrinueerinrirneiineianrsrarisinesireanneias 453
4.2.179 PREPHY Register (Offset = 0XA30) [reSet = OX0] +.uuueririnnieiiiineeririnrerraanresraanneeaaannreaanns 454
4.2.180 PRCAN Register (Offset = OXA34) [reSet = OXO0] «uuuuuuerirnunneirinrerriinnreriinnrsssainrsaaainneeianns 455
4.2.181 PRADC Register (Offset = OXA38) [reSet = OX0] . uueiueerueiruerrinrirneiineranesrasiriesirsanneias 456
4.2.182 PRACMP Register (Offset = OXA3C) [Fe€SEt = OXO0] uueerirunurerriinnnrrranrerraanrersaaneesaannresanns 457
4.2.183 PRPWM Register (Offset = OXA40) [reSet = OX0] +.uuurerriuurerrsinnneirinrsrriinnssssinnrsssiineeiannns 458
4.2.184 PRQEI Register (Offset = OXA44) [reSet = OX0] . uuuvruurinnrernneinieerinniasssinsianne e 459
4.2.185 PREEPROM Register (Offset = OXA58) [reSet = OX0] .. iueeriiiiieiiiiire i erannreananneeaanns 460
4.2.186 PRCCM Register (Offset = OXA74) [reSet = OX0] +uuuurerinuunnrrrinnresriinnrerainnrersiinrsssainnssianns 461
4.2.187 PRLCD Register (Offset = OXA90) [reSet = OXO0] «1uueirueriinrirerrinririeeianriairsraeisiesirsanneas 462
4.2.188 PROWIRE Register (Offset = OXA98) [reSet = OX0] «.vvriiuurrririnreiiiinrrraianeessainresaaaneeaanns 463
4.2.189 PREMAC Register (Offset = OXA9C) [reSet = OXO] uueeriruuurerrnnnrnsrrinnrerrinnrsrssinsremminnreiens 464
4.2.190 UNIQUEIDO to UNIQUEID3 Register (Offset = 0xF20 to OXF2C) [reset = X] .vvvvvrireinierrinniinens 465
4.3 Cryptographic System Control (CCM) REQISTEIS ....uuuueieiiiieieeiiianteraaanresaaanessaaansssaaanrssaaannessaanes 466
4.3.1 CCMCGREQ Register (Offset = 0X204) [reSet = OX0] uveurruuererrnunrerriinnreriinnrsisiinnsisainnseians 467
5 Processor Support and EXCeption MOAUIE ...t e eas 468
51 U030 oL =T o) o] T o 469
5.2 SyStem EXCEPLION REGISIEIS ....uuuueeiiiieeiiiite s iaiate s raat s saaar e s saaa s e s saaant e ssaanssaaannsssaannnssinnnns 470
5.2.1 SYSEXCRIS Register (Offset = 0X0) [reSet = OX0]..uuueeriiinrerrinneeriianeressannressssnnessssnneersnnns 471
5.2.2 SYSEXCIM Register (Offset = 0X4) [reSet = OX0] +uuveruutirunerinnirneiineiiieeriisierinrsnreraeaanes 472
5.2.3 SYSEXCMIS Register (Offset = 0X8) [reSet = OX0] ..uuueiiiuureriiinrerriinnerriinnresraineesaainnssiannes 473
5.2.4 SYSEXCIC Register (Offset = OXC) [FeSEt = OXO0] +uuueerreuneerrrnnneessansesssnnnessssnseesssnnneseennnes 474
6 [ TT =T e = Lo X 1Y e To LU T = P 475
6.1 0T o 1T o 476
6.2 2] (o T4 0 = T | = 1 477
6.3 LU To3 110 =TI 1= 2T o] o] 1T o 477
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6.3.1 REQIStEr ACCESS TIMING e uuuutinuttineiaterte it r s r e r e s s s s s s s s rsanssaneaannens 478
6.3.2  Hibernation ClOCK SOUICE . ...uiuuiiiiiiiii i s aes 478
6.3.3  System IMPIEMENTALION .. .uueite i s s s e e s s aa e s s s s s 480
6.3.4 Battery ManagemENt ... ..u e e it trsiee s rrsse s 481
6.3.5  REAIFTIME ClOCK 1uutiittiistiriatiie i a e s r s a s r e rneaas 482
L0 TG T 1= 1 11 484
6.3.7 Battery-Backed MEMOIY ...ttt ra s rt e e s s s s n e raaeaannens 488
6.3.8 Power Control USING HIB ...t i e e s e s s r s s s sanne s saann e e s sann e e sannes 488
6.3.9 Power Control USINg VDD3ON MO .. ..uuiiiuuuteiiinissininteisaissssssisssssainnssssinnesssainsssinnnes 488
6.3.10 INitiating HiDEIrMate ... uu et 488
6.3.11 Waking from HIDErNAte ........eeiiiiiii e st r e s r e nnes 488
6.3.12 Arbitrary POWEr REMOVAL ....uuueisiiiitiiiiie s sr st srae s s e st saate s saaanr e ssanr e s sannees 489
6.3.13  INLErTUPLS AN SEALUS . uvuueeratirte i erte e r s s s s e era e s s an e s s sa s s ann e rnsaaneens 490
6.4 Initialization and CoNfIQUIALION ...t s r e s s e e s s s e e s srann e e saannnessannneeannn 490
6.4.1  INILIAIZATION 1 1uueeiistiiineiisiis i 490
6.4.2 RTC Match Functionality (N0 HIDErnation) .....c.evveirieeiiiiiiiiri e e 491
6.4.3 RTC Match and Wake From HibDernation .......ccuvveiiiiiiiiiiinii i naaes 491
6.4.4 External Wake From HIDernation .......cevvieiiiiiiiiiiiiiiiiiiiiiii s aaes 491
6.4.5 RTC or External Wake From HIDernation ........c.iovevviieiiiiniiii i snan e naes 492
L T 1= V0 o1 LV 1 =742 o] o 492
6.5 LS LT 1 =T 493
6.5.1 HIBRTCC Register (Offset = 0X0) [reSet = OX0] +uuuureruueinueirinriinnernneiirrrneeraeirisransanneaans 495
6.5.2 HIBRTCMO Register (Offset = 0x4) [reset = OXFFFFFFFF] ..o e aees 496
6.5.3 HIBRTCLD Register (Offset = OXC) [reSet = OX0] +uuuueeirnuuuesirinnnsiriinsesiainsesiransssssannresrannnes 497
6.5.4 HIBCTL Register (Offset = 0x10) [reset = OX80002000] ... uueeuueerunerrierrinrrriesrinrrmnneraeiainerns 498
6.5.5 HIBIM Register (Offset = 0X14) [reSet = OX0] . .uueiiineeriiiinieriaanresaaanressaaanresaaanrssaaannesaaanns 502
6.5.6 HIBRIS Register (Offset = OX18) [reSet = OXO0].uueuiiuteririnrerrinntreiiinnreirainnrsrainneesaainesiaanes 504
6.5.7 HIBMIS Register (Offset = OX1C) [reSet = OX0] ueuuueeruurrruerrinniinerineiaieerinriaiessisrranreraeianes 506
6.5.8 HIBIC Register (Offset = 0X20) [reSet = OXO0]...uuetiiunteriiieeeiraanreraaanreraainresaaannessaannnesaanes 508
6.5.9 HIBRTCT Register (Offset = 0x24) [reset = OX7TFFF] ..ot nnaees 510
6.5.10 HIBRTCSS Register (Offset = 0X28) [reSet = OX0] . euuurerueirunrrinnirineiinririeeraeisisrirsrineians 511
6.5.11 HIBIO Register (Offset = 0x2C) [reset = 0X80000000] ....uueeirnuneerriinnneranineesraannersaannneraannes 512
6.5.12 HIBDATA Register (Offset = 0X030 t0 OXO6F) [reSet = X].uueeirriuerirrinnnsiniinneisiinnesiiannnsinannes 513
6.5.13 HIBCALCTL Register (Offset = 0x300) [reSet = OX0] +uuvvruerrunrirunernneinnerinrrrinerinreanneraneianes 514
6.5.14 HIBCALO Register (Offset = OX310) [reSet = OX0] +.uueerruunneriiinneraainnesraannarrraanresraanresaaannes 515
6.5.15 HIBCALL Register (Offset = OX314) [reSet = OX0] «uuueerrnuuneririnunsirinnesiiinnesssansressannnsssannnes 516
6.5.16 HIBCALLDO Register (Offset = 0x320) [reSet = OXO0] +uuvvvuurriurerreiineirierranrisinsrinresnreraneiaaes 517
6.5.17 HIBCALLD1 Register (Offset = 0x324) [reSet = OX0] «ouvuuueriiiiieneiiiiteriaaneesrannressaanrasaaannes 518
6.5.18 HIBCALMO Register (Offset = 0X330) [reSet = OX0]..ueurruuurerrniunriiiinnesiiiineesraisnesiannsnsiaannes 519
6.5.19 HIBCALM1 Register (Offset = 0x334) [reSet = OX0]..uuueeruurrnuterineineerinriasssinrsanrerineiaieaaans 520
6.5.20 HIBLOCK Register (Offset = 0X360) [reSet = OX0] ..uuueiiiiueeririnreirianrersaaanresaaanneesaanneesannns 521
6.5.21 HIBTPCTL Register (Offset = 0X400) [reSet = OX0] .ueeuruuuueerrnuuneissinnesisinsessrmnsnesimnnnnsiminnns 522
6.5.22 HIBTPSTAT Register (Offset = 0x404) [reSet = 0X0] +.vvvuueirunrrintirineiinrerieraisiearernneins 524
6.5.23 HIBTPIO Register (Offset = 0X410) [FeSet = OXO0] 1.uuueeiiiininririnreriaanrreraaanresaaanrrssaannresannns 525

6.5.24 HIBTPLOGO, HIBTPLOG2, HIBTPLOG4, HIBTPLOG6 Registers (Offset = 0x4EO to 0x4F8)
ST B 0 527

6.5.25 HIBTPLOGL1, HIBTPLOGS3, HIBTPLOGS5, HIBTPLOG7 Registers (Offset = 0x4E4 to 0x4FC)
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Ta N =T g g = U =T 0 Vo] oY PPN 531
7.1 2] (oYt D =T | = 2 P 532
7.2 U030 oL =T o) o] T o 532
A0 T 533
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7.5 System Control MEmMOry RegISIEIS v uuuteiiiiteeirie s sr st aase s ssasn e s sannnessannnns 589
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15.6.62 EMACMFBOC Register (Offset = OXC20) [reSet = OXO0] uvvuurerreirunrrinrirnrrinrinnnernneiaineians 1031
15.6.63 EMACRXINTWDT Register (Offset = OXC24) [reSet = OXO0]...uuueerrinrerrninreriainnesaaannesaanes 1032
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15.7.11 EPHYCFG2 Register (Address = OXA) [reSet = OXA]...iuuririieiiiiiiiiitisins s aeaninenans 1061
15.7.12 EPHYCFG3 Register (Address = OXB) [reSet = OXO0]...uuueerriierirniinneiaainesanannesssannnessannes 1062
15.7.13 EPHYREGCTL Register (Address = OXD) [reSet = OX0].uueuviiuererriurrimninnriiiinnssimannnesiannes 1063
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15.7.15 EPHYSTS Register (Address = 0X10) [reSet = OX2] «ouuuerrrriiunrrrniinreiaainersaannsssaannnessannes 1065
15.7.16 EPHYSCR Register (Address = Ox11) [reset = OX103] ..ueeerruuurerrniurrrmsinnrsrmsinnsssminnesinnnes 1067
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16.5.1 EPICFG Register (Offset = 0X0) [FeSet = OX0].euueeruurirunrrinrirterineiniesrannisisssinrsannsraeianes 1124
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16.5.6 EPIHB16CFG Register (Offset = 0x10) [reset = OXO008FFO0]....uutvuuureirninnririineeianinnesinnes 1132
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16.5.15 EPIRFIFOCNT Register (Offset = OX6C) [reSet = X].uuuuurirriuuerirnnneiiiinnnsiiiinsssrainnesiaanns 1154
16.5.16 EPIREADFIFOO to EPIREADFIFO7 Registers (Offset = 0x70 to Ox8C) [reset = X]....vvvvvvnnenns 1155
16.5.17 EPIFIFOLVL Register (Offset = 0xX200) [reSet = OX33] ..eveiiiurrrrriiireiaaineriaaneessaannressannes 1156
16.5.18 EPIWFIFOCNT Register (Offset = OX204) [reSet = OXA]..euvvuuerirninneiininnnsimiinsesiainnsisannes 1158
16.5.19 EPIDMATXCNT Register (Offset = 0x208) [reSet = OXO0].tuvuueivueirinrirneirinriinerineiaieeninnians 1159
16.5.20 EPIIM Register (Offset = 0X210) [reSet = OX0] .. uueeiiinneriiinneiriannesraannarrranrersaanneeaaannees 1160
16.5.21 EPIRIS Register (Offset = 0X214) [FeSet = OXA] vuueririiueririinnesiiiinnessainsssiiansssirannnsrsannnes 1161
16.5.22 EPIMIS Register (Offset = 0X218) [reSet = OX0] vvuuriruurriurerneiineirinerinnisissrirsanreiaeianes 1163
16.5.23 EPIEISC Register (Offset = OX21C) [reSet = OX0] «evuuuuerernnneirainerraannssaaannesraanneesaannes 1165
16.5.24 EPIHB8CFG3 Register (Offset = 0x308) [reset = 0X00080000] .. .cuuevuerusrrurrurrnernssrnereiness 1166
16.5.25 EPIHB16CFG3 Register (Offset = 0x308) [reset = 0XO0080000] ....uvvvuurvruerrnneirinrrinnerienins 1168
16.5.26 EPIHB8CFG4 Register (Offset = 0x30C) [reset = 0X00080000] ...euuvvuurruerurrnernnrrneriernaenss 1170
16.5.27 EPIHB16CFG4 Register (Offset = 0x30C) [reset = 0X00080000] ..+ uuvvuurruerurrnsrnnrrneriesnnennes 1172
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About This Document

This technical reference manual (TRM) describes the MSP432E4 family of microcontrollers, including the
functional blocks of the system-on-chip (SoC) device designed around the Arm® Cortex®-M4F core.
Audience

This TRM is intended for system software developers, hardware designers, and application developers.

About This Manual

This document is organized into sections that correspond to each major feature.

Related Documents

The following related documents are available at www.ti.com/msp432. Visit the web site for additional
documentation, including application notes and white papers.

* MSP432E4 SimpleLink™ Microcontrollers Silicon Errata
» Bootloader for MSP432E4 SimpleLink™ Microcontrollers User's Guide

The following related documents may also be useful:

*  Arm® Cortex-M4 Errata

* Arm® Cortex-M4 Technical Reference Manual

 Arm® Debug Interface V5 Architecture Specification

«  Arm® Embedded Trace Macrocell Architecture Specification

» Cortex-M4 instruction set chapter in the Arm® Cortex-M4 Devices Generic User Guide
» |EEE Standard 1149.1-Test Access Port and Boundary-Scan Architecture

Documentation Conventions
The following table lists the conventions used in this document.

Notation Meaning

General Register Notation

APB registers are indicated in uppercase bold. For example, PBORCTL is the Power-On
and Brown-Out Reset Control register. If a register name contains a lowercase n, it

REGISTER represents more than one register. For example, SRCRn represents any (or all) of the three
Software Reset Control registers: SRCR0, SRCR1, and SRCR2.

bit A single bit in a register.

bit field Two or more consecutive and related bits.

A hexadecimal increment to a register address, relative to that module base address as

offset Oxnnn specified in Table 1-15.

Register bits marked RESERVED are reserved for future use. In most cases, reserved bits
are set to 0; however, user software should not rely on the value of a reserved bit. To

RESERVED provide software compatibility with future products, the value of a reserved bit should be
preserved across a read-modify-write operation.
X The range of register bits inclusive from xx to yy. For example, 31:15 means bits 15 to 31 in
y: that register.
Register Bit Field Reset Value This value in the register bit diagram shows the bit field value after any reset, unless noted.
0 Bit cleared to 0 on chip reset
1 Bit set to 1 on chip reset
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SIGNAL To assert SIGNAL is to drive it low; to deassert SIGNAL is to drive it high.

SIGNAL Signal names are in uppercase. An active-high signal has no overbar. To assert SIGNAL is
to drive it high; to deassert SIGNAL is to drive it low.

Numbers
An uppercase X indicates any of several values is allowed, where X can be any legal

X pattern. For example, a binary value of 0X00 can be either 0100 or 0000, a hex value of 0xX
is Ox0 or 0x1, and so on.
Hexadecimal numbers have a prefix of Ox. For example, OXO0FF is the hexadecimal number

Ox FF. All other numbers within register tables are assumed to be binary. Within conceptual
information, binary numbers are indicated with a b suffix, for example, 1011b, and decimal
numbers are written without a prefix or suffix.

Trademarks

Notation

Meaning

X

Nondeterministic

Pin and Signal Notation

[]

Pin alternate function; a pin defaults to the signal without the brackets.

pin

Refers to the physical connection on the package.

signal

Refers to the electrical signal encoding of a pin.

assert a signal

Change the value of the signal from the logically false state to the logically true state. For
active-high signals, the asserted signal value is 1 (high); for active-low signals, the asserted
signal value is O (low). The active polarity (high or low) is defined by the signal name (see
SIGNAL and SIGNAL below).

deassert a signal

Change the value of the signal from the logically true state to the logically false state.

Signal names are in uppercase. An overbar on a signal name indicates that it is active-low.

SimpleLink is a trademark of Texas Instruments.

Arm7, CoreSight are trademarks of Arm Limited.

Arm, Cortex, Thumb, PrimeCell are registered trademarks of Arm Limited.
All other trademarks are the property of their respective owners.
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Cortex®-M4F Processor

The Arm® Cortex®-M4F processor provides a high-performance low-cost platform that meets the system
requirements of minimal memory implementation, reduced pin count, and low power consumption, while
delivering outstanding computational performance and exceptional system response to interrupts.
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1.1 Introduction
Features of the Arm Cortex-M4F processor include:
» 32-bit Cortex-M4F architecture optimized for small-footprint embedded applications
e 120-MHz operation, 150-DMIPS performance
» Outstanding processing performance combined with fast interrupt handling
*  Thumb®-2 mixed 16- and 32-bit instruction set delivers the high performance expected of a 32-bit Arm
core in a compact memory size usually associated with 8- and 16-bit devices, typically in the range of
a few kilobytes of memory for microcontroller-class applications.
— Single-cycle multiply instruction and hardware divide
— Atomic bit manipulation (bit-banding), delivering maximum memory use and streamlined peripheral
control
— Unaligned data access, enabling data to be efficiently packed into memory
* |EEE 754-compliant single-precision Floating-Point Unit (FPU)
* 16-bit SIMD vector processing unit
» Fast code execution permits slower processor clock or increases sleep mode time.
« Harvard architecture characterized by separate buses for instruction and data
» Efficient processor core, system and memories
» Hardware division and fast digital-signal-processing orientated multiply accumulate
» Saturating arithmetic for signal processing
» Deterministic, high-performance interrupt handling for time-critical applications
» Memory protection unit (MPU) to provide a privileged mode for protected operating system functionality
e Enhanced system debug with extensive breakpoint and trace capabilities
» Serial Wire Debug and Serial Wire Trace reduce the number of pins required for debugging and tracing
* Migration from the Arm7™ processor family for better performance and power efficiency
» Optimized for single-cycle flash memory use up to specific frequencies; see Chapter 7 for more
information.
» Ultra-low power consumption with integrated sleep modes
The MSP432E4 microcontrollers build on this core to bring high-performance 32-bit computing to cost-
conscious applications requiring significant control processing and connectivity capabilities such as:
» Low-power hand-held smart devices
e Gaming equipment
» Network appliances and switches
* Home and commercial site monitoring and control
» Electronic point-of-sale (POS) machines
* Motion control
* Medical instrumentation
* Remote connectivity and monitoring
e Test and measurement equipment
» Factory automation
» Fire and security
» Smart energy and smart grid solutions
» Intelligent lighting control
e Transportation
This chapter provides information on the MSP432E4 implementation of the Cortex-M4F processor,
including the programming model, the memory model, the exception model, fault handling, and power
management.
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1.2

For technical details on the instruction set, see the Cortex-M4 instruction set chapter in the Arm Cortex-M4
Devices Generic User Guide.

Block Diagram

The Cortex-M4F processor is built on a high-performance processor core, with a 3-stage pipeline Harvard
architecture, making it ideal for demanding embedded applications. The processor delivers exceptional
power efficiency through an efficient instruction set and extensively optimized design, providing high-end
processing hardware; this hardware includes IEEE 754-compliant single-precision floating-point
computation, a range of single-cycle and SIMD multiplication and multiply-with-accumulate capabilities,
saturating arithmetic, and dedicated hardware division.

To facilitate the design of cost-sensitive devices, the Cortex-M4F processor implements tightly coupled
system components that reduce processor area while significantly improving interrupt handling and system
debug capabilities. The Cortex-M4F processor implements a version of the Thumb instruction set based
on Thumb-2 technology, ensuring high code density and reduced program memory requirements. The
Cortex-M4F instruction set provides the exceptional performance expected of a modern 32-bit
architecture, with the high code density of 8-bit and 16-bit microcontrollers.

The Cortex-M4F processor closely integrates a nested vectored interrupt controller (NVIC), to deliver
industry-leading interrupt performance. The NVIC includes a nonmaskable interrupt (NMI) and provides
eight interrupt priority levels. The tight integration of the processor core and NVIC provides fast execution
of interrupt service routines (ISRs), dramatically reducing interrupt latency. The hardware stacking of
registers and the ability to suspend load-multiple and store-multiple operations further reduce interrupt
latency. Interrupt handlers do not require any assembler stubs, which removes code overhead from the
ISRs. Tail-chaining optimization also significantly reduces the overhead when switching from one ISR to
another. To optimize low-power designs, the NVIC integrates with the sleep modes, including deep-sleep
mode, which enables rapid power down of the entire device.

Figure 1-1 shows the CPU block diagram.
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Figure 1-1. CPU Block Diagram
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1.3 Overview

1.3.1 System-Level Interface

The Cortex-M4F processor provides multiple interfaces using AMBA technology to provide high-speed
low-latency memory accesses. The core supports unaligned data accesses and implements atomic bit
manipulation that enables faster peripheral controls, system spinlocks, and thread-safe Boolean data
handling.

The Cortex-M4F processor has an MPU that provides fine-grain memory control, enabling applications to
implement security privilege levels and separate code, data and stack on a task-by-task basis.

1.3.2 Integrated Configurable Debug

The Cortex-M4F processor implements a complete hardware debug solution, providing high system
visibility of the processor and memory through either a traditional JTAG port or a 2-pin Serial Wire Debug
(SWD) port that is ideal for microcontrollers and other small package devices. The MSP432E4
implementation replaces the Arm SW-DP and JTAG-DP with the Arm CoreSight™-compliant Serial Wire
JTAG Debug Port (SWJ-DP) interface. The SWJ-DP interface combines the SWD and JTAG debug ports
into one module. See the Arm Debug Interface V5 Architecture Specification for details on SWJ-DP.

For system trace, the processor integrates an Instrumentation Trace Macrocell (ITM) alongside data
watchpoints and a profiling unit. To enable simple and cost-effective profiling of the system trace events, a
Serial Wire Viewer (SWV) can export a stream of software-generated messages, data trace, and profiling
information through one pin.

The Embedded Trace Macrocell (ETM) delivers unrivaled instruction trace capture in an area smaller than
traditional trace units, enabling full instruction trace. For more details on the Arm ETM, see the Arm
Embedded Trace Macrocell Architecture Specification.

The Flash Patch and Breakpoint (FPB) unit provides up to eight hardware breakpoint comparators that
debuggers can use. The comparators in the FPB also provide remap functions for up to eight words of
program code in the code memory region. This FPB enables applications stored in a read-only area of
Flash memory to be patched in another area of on-chip SRAM or flash memory. If a patch is required, the
application programs the FPB to remap a number of addresses. When those addresses are accessed, the
accesses are redirected to a remap table specified in the FPB configuration.

For more information on the Cortex-M4F debug capabilities, see the Arm Debug Interface V5 Architecture
Specification.
1.3.3 Trace Port Interface Unit (TPIU)

The TPIU acts as a bridge between the Cortex-M4F trace data from the ITM, and an off-chip Trace Port
Analyzer (see Figure 1-2).

Debug Arm Trace Bus W
ATB ) (ATB) > Asynchronous FIFO » N Trace Out .Sr?:i \é,v(')r:
Slave Interface (serializer) >
Port (SWO)
A A
Advance
APB .
Slave —» Perlp()zlc-:;rg; Bus
Port
Interface
Figure 1-2. TPIU Block Diagram
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1.3.4 Cortex-M4F System Component Details

The Cortex-M4F includes the following system components:

SysTick

A 24-bit count-down timer that can be used as a Real-Time Operating System (RTOS) tick timer or as
a simple counter (see Section 2.2.1)

NVIC

An embedded interrupt controller that supports low latency interrupt processing (see Section 2.2.2)
System Control Block (SCB)

The programming model interface to the processor. The SCB provides system implementation
information and system control, including configuration, control, and reporting of system exceptions
(see Section 2.2.3).

MPU

Improves system reliability by defining the memory attributes for different memory regions. The MPU
provides up to eight different regions and an optional predefined background region (see
Section 2.2.4).

FPU

Fully supports single-precision add, subtract, multiply, divide, multiply and accumulate, and square-root
operations. The FPU also provides conversions between fixed-point and floating-point data formats,
and floating-point constant instructions (see Section 2.2.5).

1.4 Programming Model
This section describes the Cortex-M4F programming model. In addition to the individual core register
descriptions, information about the processor modes and privilege levels for software execution and
stacks is included.
1.4.1 Processor Mode and Privilege Levels for Software Execution
The Cortex-M4F has two modes of operation:
* Thread mode
Used to execute application software. The processor enters thread mode when it comes out of reset.
» Handler mode
Used to handle exceptions. When the processor has finished exception processing, it returns to thread
mode.
The Cortex-M4F also has two privilege levels:
* Unprivileged mode
In this mode, software has the following restrictions:
— Limited access to the MSR and MRS instructions and no use of the CPS instruction
— No access to the system timer, NVIC, or system control block
— Possibly restricted access to memory or peripherals
* Privileged mode
In this mode, software can use all the instructions and has access to all resources.
In thread mode, the CONTROL register (see Figure 1-12) controls whether software execution is
privileged or unprivileged. In handler mode, software execution is always privileged.
Only privileged software can write to the CONTROL register to change the privilege level for software
execution in thread mode. Unprivileged software can use the SVC instruction to make a supervisor call to
transfer control to privileged software.
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1.4.2 Stacks

The processor uses a full descending stack, meaning that the stack pointer indicates the last stacked item
on the memory. When the processor pushes a new item onto the stack, it decrements the stack pointer
and then writes the item to the new memory location. The processor implements two stacks: the main
stack and the process stack, with a pointer for each held in independent registers (see the SP register on
Figure 1-5).

In thread mode, the CONTROL register (see Figure 1-12) controls whether the processor uses the main
stack or the process stack. In handler mode, the processor always uses the main stack. Table 1-1 lists the
options for processor operations.

Table 1-1. Summary of Processor Mode, Privilege Level, and Stack Use

Processor Mode Use Privilege Level Stack Used
Thread Applications Privileged or unprivileged® Main stack or process stack®
Handler Exception handlers Always privileged Main stack

@ See CONTROL (Figure 1-12).

84 Cortex®-M4F Processor SLAU723A-October 2017 —Revised October 2018

Submit Documentation Feedback
Copyright © 2017-2018, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAU723A

13 TEXAS
INSTRUMENTS

www.ti.com Programming Model

1.4.2.1 Cortex-M4F Registers

Figure 1-3 shows the Cortex-M4F register set. Table 1-2 lists the Core registers. The core registers are
not memory mapped and are accessed by register name, so the base address is n/a (not applicable) and
there is no offset.

RO
R1
R2
R3
R4
R5
R6 General-purpose registers
R7
R8
R9
High registers R10
R11
R12

Stack Pointer SP (R13) | PSP* ” MSP* *Banked version of SP

Link Register LR (R14)
Program Counter PC (R15)

Low registers

PSR Program status register
PRIMASK

FAULTMASK Exception mask registers Special registers
BASEPRI
CONTROL CONTROL register

Figure 1-3. Cortex-M4F Register Set

Table 1-2. Cortex-M4F Registers

Acronym Register Name Section

R O0toR_12 Cortex General-Purpose Register 0 to Cortex General-Purpose Register 12 Section 1.4.2.1.1
SP Stack Pointer Section 1.4.2.1.2
LR Link Register Section 1.4.2.1.3
PC Program Counter Section 1.4.2.1.4
PSR Program Status Register Section 1.4.2.1.5
PRIMASK Priority Mask Register Section 1.4.2.1.6
FAULTMASK Fault Mask Register Section 1.4.2.1.7
BASEPRI Base Priority Mask Register Section 1.4.2.1.8
CONTROL Control Register Section 1.4.2.1.9
FPSC Floating-Point Status Control Section 1.4.2.1.10

NOTE: The register type shown in the register descriptions refers to type during program execution
in thread mode and handler mode. Debug access can differ.

Complex bit access types are encoded to fit into small table cells. Table 1-3 lists the codes that are used
for access types in this section.
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Table 1-3. Cortex-M4F Access Type Codes

Access Type ‘ Code ‘ Description

Read Type

R R | Read

Write Type

w (W | Write

Reset or Default Value

-n Value after reset or the default
value

1.4.2.1.1 Cortex General-Purpose Register 0 (RO) to Cortex General-Purpose Register 12 (R12)
R _0to R_12is shown in Figure 1-4 and described in Table 1-4.
Return to Summary Table.
The Rn registers are 32-bit general-purpose registers for data operations and can be accessed from either
privileged or unprivileged mode.

Figure 1-4. R_0to R_12 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
DATA
R/W-0h

Table 1-4. R_0 to R_12 Register Field Descriptions

Bit Field Type Reset Description
31:.0 DATA R/W Oh Register data

1.4.2.1.2 Stack Pointer (SP)
SP is shown in Figure 1-5 and described in Table 1-5.
Return to Summary Table.

The Stack Pointer (SP) is register R13. In thread mode, the function of this register changes depending on
the ASP bit in the Control Register (CONTROL) register. When the ASP bit is clear, this register is the
Main Stack Pointer (MSP). When the ASP bit is set, this register is the Process Stack Pointer (PSP). On
reset, the ASP bit is clear, and the processor loads the MSP with the value from address 0x0000.0000.
The MSP can only be accessed in privileged mode; the PSP can be accessed in either privileged or
unprivileged mode.

Figure 1-5. SP Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
SP
R/W-X

Table 1-5. SP Register Field Descriptions

Bit Field Type Reset Description
310 SP RIW X This field is the address of the stack pointer.
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1.4.2.1.3 Link Register (LR)

LR is shown in Figure 1-6 and described in Table 1-6.

Return to Summary Table.
The Link Register (LR) is register R14, and it stores the return information for subroutines, function calls,

and exceptions. The Link Register can be accessed from either privileged or unprivileged mode.

EXC_RETURN is loaded into the LR on exception entry. See Table 1-20 for the values and description.

Figure 1-6. LR Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2

1

0

LINK

R/W-FFFFFFFFh

Table 1-6. LR Register Field Descriptions

Bit

Field

Type

Reset

Description

31.0

LINK

R/W

FFFFFFFFh

This field is the return address.

1.4.2.1.4 Program Counter (PC)

PC is shown in Figure 1-7 and described in Table 1-7.

Return to Summary Table.

The Program Counter (PC) is register R15, and it contains the current program address. On reset, the
processor loads the PC with the value of the reset vector, which is at address 0x0000.0004. Bit 0 of the
reset vector is loaded into the THUMB bit of the EPSR at reset and must be 1. The PC register can be

accessed in either privileged or unprivileged mode.

Figure 1-7. PC Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2

1

0

PC

R/W-X

Table 1-7. PC Register Field Descriptions

Bit

Field

Type

Reset

Description

31:0

PC

R/W

X

This field is the current program address.
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1.4.2.1.5 Program Status Register (PSR)
PSR is shown in Figure 1-8 and described in Table 1-9.
Return to Summary Table.

NOTE: This register is also referred to as xPSR.

The Program Status Register (PSR) has three functions, and the register bits are assigned to the different
functions:

» Application Program Status Register (APSR), bits 31:27, bits 19:16
» Execution Program Status Register (EPSR), bits 26:24, bits 15:10
» Interrupt Program Status Register (IPSR), bits 7:0

The PSR, IPSR, and EPSR registers can only be accessed in privileged mode; the APSR register can be
accessed in either privileged or unprivileged mode.

APSR contains the current state of the condition flags from previous instruction executions.

EPSR contains the Thumb state bit and the execution state bits for the If-Then (IT) instruction or the
Interruptible-Continuable Instruction (ICI) field for an interrupted load multiple or store multiple instruction.
Attempts to read the EPSR directly through application software using the MSR instruction always return
zero. Attempts to write the EPSR using the MSR instruction in application software are always ignored.
Fault handlers can examine the EPSR value in the stacked PSR to determine the operation that faulted
(see Section 1.6.7).

IPSR contains the exception type number of the current Interrupt Service Routine (ISR).

These registers can be accessed individually or as a combination of any two or all three registers, using
the register name as an argument to the MSR or MRS instructions. For example, all of the registers can
be read using PSR with the MRS instruction, or APSR only can be written to using APSR with the MSR
instruction. Table 1-8 lists the possible register combinations for the PSR. See the MRS and MSR
instruction descriptions in the Cortex-M4 instruction set chapter in the Arm® Cortex-M4 Devices Generic
User Guide for more information about how to access the program status registers.

Table 1-8. PSR Register Combinations

Register Type Combination
PSR RW®®@ APSR, EPSR, and IPSR
IEPSR RO EPSR and IPSR
IAPSR RW® APSR and IPSR
EAPSR RW® APSR and EPSR

@ The processor ignores writes to the IPSR bits.
@ Reads of the EPSR bits return zero, and the processor ignores writes
to these bits.
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Figure 1-8. PSR Register

31 30 29 28

27 26 25 24

z c | v \

Q | ICl/IT | THUMB

R/W-0h R/W-0h R/W-0h R/W-0h

R/W-0h R-0h R-1h

23 22 21 20

19 18 17 16

RESERVED |

GE

R-0Oh

R/W-0h

15 14 13 12

11 10

ICI/IT

RESERVED

R-0h

R-0h

ISRNUM

R-0Oh

Table 1-9. PSR Register Field Descriptions

Bit Field Reset

Type

Description

31 R/W Oh

APSR Negative or Less Flag

30 R/W Oh

APSR Zero Flag. The value of this bit is only meaningful when
accessing PSR or APSR.

29 RIW Oh

APSR Carry or Borrow Flag. The value of this bit is only meaningful
when accessing PSR or APSR.

28 R/W Oh

APSR Overflow Flag. The value of this bit is only meaningful when
accessing PSR or APSR.

27 R/W Oh

APSR DSP Overflow and Saturation Flag. The value of this bit is
only meaningful when accessing PSR or APSR. This bit is cleared
by software using an MRS instruction.

26:25 ICI/IT Oh

EPSR ICI / IT status. These bits, along with bits 15-10, contain the
Interruptible-Continuable Instruction (ICl) field for an interrupted load
multiple or store multiple instruction or the execution state bits of the
IT instruction. When EPSR holds the ICI execution state, bits 26-25
are zero. The If-Then block contains up to four instructions following
an IT instruction. Each instruction in the block is conditional. The
conditions for the instructions are either all the same, or some can
be the inverse of others. See the Cortex-M4 instruction set chapter
in the Arm Cortex-M4 Devices Generic User Guide for more
information. The value of this field is only meaningful when
accessing PSR or EPSR. These EPSR bits cannot be accessed
using MRS and MSR instructions, but the definitions are provided to
allow the stacked (E)PSR value to be decoded within an exception
handler.

24 THUMB 1h

EPSR Thumb State.

This bit indicates the Thumb state and should always be set. The
following can clear the THUMB bit:

The BLX, BX, and POP{PC} instructions
Restoration from the stacked xPSR value on an exception return

Bit O of the vector value on an exception entry or reset

Attempting to execute instructions when this bit is clear results in a
fault or lockup. See the Lockup section for more information. The
value of this bit is only meaningful when accessing PSR or EPSR.

23:20 RESERVED Oh

19:16 GE R/W Oh

Greater Than or Equal Flags. See the description of the SEL
instruction in the Cortex-M4 instruction set chapter in the Arm
Cortex-M4 Devices Generic User Guide for more information. The
value of this field is only meaningful when accessing PSR or APSR.
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Table 1-9. PSR Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

15:10

ICI/IT

R

Oh

EPSR ICI / IT status.

These bits, along with bits 26-25, contain the Interruptible-
Continuable Instruction (ICI) field for an interrupted load multiple or
store multiple instruction or the execution state bits of the IT
instruction.

When an interrupt occurs during the execution of an LDM, STM,
PUSH POP, VLDM, VSTM, VPUSH, or VPOP instruction, the
processor stops the load multiple or store multiple instruction
operation temporarily and stores the next register operand in the
multiple operation to bits 15-12. After servicing the interrupt, the
processor returns to the register pointed to by bits 15-12 and
resumes execution of the multiple load or store instruction. When
EPSR holds the ICI execution state, bits 11-10 are zero.

The If-Then block contains up to four instructions following a 16-bit
IT instruction. Each instruction in the block is conditional. The
conditions for the instructions are either all the same, or some can
be the inverse of others. See the Cortex-M4 instruction set chapter
in the Arm Cortex-M4 Devices Generic User Guide for more
information.

The value of this field is only meaningful when accessing PSR or
EPSR.

9:8

RESERVED

Oh

7:0

ISRNUM

Oh

IPSR ISR Number. This field contains the exception type number of
the current Interrupt Service Routine (ISR). The value of this field is
only meaningful when accessing PSR or IPSR. 00h = Thread mode
01h = Reserved 02h = NMI 03h = Hard fault 04h = Memory
management fault 05h = Bus fault 06h = Usage fault 07h-0Ah =
Reserved 0Bh = SVCall 0OCh = Reserved for Debug 0Dh = Reserved
OEh = PendSV OFh = SysTick 10h = Interrupt Vector 0 11h =
Interrupt Vector 1 ... ... 81h = Interrupt Vector 113
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1.4.2.1.6 Priority Mask Register (PRIMASK)
PRIMASK is shown in Figure 1-9 and described in Table 1-10.

Return to Summary Table.

The PRIMASK register prevents activation of all exceptions with programmable priority. Reset,

nonmaskable interrupt (NMI), and hard fault are the only exceptions with fixed priority. Exceptions should

be disabled when they might impact the timing of critical tasks. This register is only accessible in
privileged mode. The MSR and MRS instructions are used to access the PRIMASK register, and the CPS

instruction may be used to change the value of the PRIMASK register. See the Cortex-M4 instruction set
chapter in the Arm® Cortex-M4 Devices Generic User Guide for more information on these instructions.

For more information on exception priority levels, see Section 1.6.2.

Figure 1-9. PRIMASK Register

31 30 29 28 27 26 25 24
RESERVED
R-0h
23 22 21 20 19 18 17 16
RESERVED
R-Oh
15 14 13 12 11 10 9 8
RESERVED
R-0h
7 6 5 4 3 2 1 0
RESERVED PRIMASK
R-Oh R/W-Oh
Table 1-10. PRIMASK Register Field Descriptions
Bit Field Type Reset Description
31:1 RESERVED R oOh
0 PRIMASK R/W oOh Priority Mask
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1.4.2.1.7 Fault Mask Register (FAULTMASK)
FAULTMASK is shown in Figure 1-10 and described in Table 1-11.
Return to Summary Table.

The FAULTMASK register prevents activation of all exceptions except for the nonmaskable interrupt
(NMI). Exceptions should be disabled when they might impact the timing of critical tasks. This register is
only accessible in privileged mode. The MSR and MRS instructions are used to access the FAULTMASK
register, and the CPS instruction may be used to change the value of the FAULTMASK register. See the
Cortex-M4 instruction set chapter in the Arm® Cortex-M4 Devices Generic User Guide for more
information on these instructions. For more information on exception priority levels, see Section 1.6.2.

Figure 1-10. FAULTMASK Register

31 30 29 28 27 26 25 24
RESERVED
R-0Oh
23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8
RESERVED
R-0Oh
7 6 5 4 3 2 1 0
RESERVED FAULTMASK
R-0h R/W-0h
Table 1-11. FAULTMASK Register Field Descriptions
Bit Field Type Reset Description
31:1 RESERVED R Oh
0 FAULTMASK RIW Oh Fault Mask. The processor clears the FAULTMASK bit on exit from
any exception handler except the NMI handler.
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1.4.2.1.8 Base Priority Mask Register (BASEPRI)

BASEPRI is shown in Figure 1-11 and described in Table 1-12.

Return to Summary Table.

The BASEPRI register defines the minimum priority for exception processing. When BASEPRI is set to a
nonzero value, it prevents the activation of all exceptions with the same or lower priority level as the
BASEPRI value. Exceptions should be disabled when they might impact the timing of critical tasks. This
register is only accessible in privileged mode. For more information on exception priority levels, see

Section 1.6.2.
Figure 1-11. BASEPRI Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED
R-0h
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED \ BASEPRI | RESERVED
R-0Oh R/W-0h R-0h
Table 1-12. BASEPRI Register Field Descriptions
Bit Field Type Reset Description
31:8 RESERVED R Oh
75 BASEPRI RIW Oh Base Priority. Any exception that has a programmable priority level
with the same or lower priority as the value of this field is masked.
The PRIMASK register can be used to mask all exceptions with
programmable priority levels. Higher priority exceptions have lower
priority levels.
4:0 RESERVED R Oh
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1421

.9 Control Register (CONTROL)
CONTROL is shown in Figure 1-12 and described in Table 1-13.
Return to Summary Table.

The CONTROL register controls the stack used and the privilege level for software execution when the
processor is in thread mode, and indicates whether the FPU state is active. This register is only accessible
in privileged mode.

Handler mode always uses the MSP, so the processor ignores explicit writes to the ASP bit of the
CONTROL register when in handler mode. The exception entry and return mechanisms automatically
update the CONTROL register based on the EXC_RETURN value (see Table 1-20). In an OS
environment, threads running in thread mode should use the process stack and the kernel and exception
handlers should use the main stack. By default, thread mode uses the MSP. To switch the stack pointer
used in thread mode to the PSP, either use the MSR instruction to set the ASP bit, as detailed in the
Cortex-M4 instruction set chapter in the Arm® Cortex-M4 Devices Generic User Guide, or perform an
exception return to thread mode with the appropriate EXC_RETURN value, as shown in Table 1-20.

NOTE: When changing the stack pointer, software must use an ISB instruction immediately after the
MSR instruction, ensuring that instructions after the ISB execute use the new stack pointer.
See the Cortex-M4 instruction set chapter in the Arm® Cortex-M4 Devices Generic User

Guide.
Figure 1-12. CONTROL Register
31 30 29 28 27 26 25 24
RESERVED
R-0Oh
23 22 21 20 19 18 17 16
RESERVED
R-0Oh
15 14 13 12 11 10 9 8
RESERVED
R-0Oh
7 6 5 4 3 2 1 0
RESERVED | FPCA | ASP TMPL
R-0Oh R/W-0h R/W-0h R/W-0h
Table 1-13. CONTROL Register Field Descriptions
Bit Field Type Reset Description
31:3 RESERVED R Oh

2 FPCA R/W Oh Floating-Point Context Active. The Cortex-M4F uses this bit to
determine whether to preserve floating-point state when processing
an exception. NOTE: Two bits control when FPCA can be enabled:
the ASPEN bit in the Floating-Point Context Control (FPCC) register
and the DISFPCA bit in the Auxiliary Control (ACTLR) register.

1 ASP R/W Oh Active Stack Pointer In Handler mode. This bit reads as zero and
ignores writes. The Cortex-M4F updates this bit automatically on
exception return.

0 TMPL RW Oh Thread Mode Privilege Level
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1.4.2.1.10 Floating-Point Status Control Register (FPSC)
FPSC is shown in Figure 1-13 and described in Table 1-14.
Return to Summary Table.
The FPSC register provides all necessary user-level control of the floating-point system.

Figure 1-13. FPSC Register

31 30 29 28 27 26 25 24
N z \ c | v | RESERVED |  AHP DN FZ
R/W-X R/W-X R/W-X R/W-X R-0h R/W-X R/W-X R/W-X
23 22 21 20 19 18 17 16

RMODE RESERVED

R/W-X R-0h
15 14 13 12 11 10 9 8

RESERVED
R-0Oh
7 6 5 4 3 2 1 0
IDC IXC \ UFC | OFC \ DZC loc
R/W-X R/W-X R/W-X R/W-X R/W-X R/W-X
Table 1-14. FPSC Register Field Descriptions

Bit Field Type Reset Description

31 N RIW X Negative Condition Code Flag Floating-point comparison operations
update this condition code flag.

30 z RIW X Zero Condition Code Flag Floating-point comparison operations
update this condition code flag.

29 c R/W X Carry Condition Code Flag Floating-point comparison operations
update this condition code flag.

28 v RIW X Overflow Condition Code Flag Floating-point comparison operations
update this condition code flag.

27 RESERVED R Oh

26 AHP RIW X Alternative Half-Precision. When set, alternative half-precision format
is selected. When clear, IEEE half-precision format is selected. The
AHP bit in the FPDSC register holds the default value for this bit.

25 DN RIW X Default NaN Mode. When set, any operation involving one or more
NaNs returns the Default NaN. When clear, NaN operands
propagate through to the output of a floating-point operation. The DN
bit in the FPDSC register holds the default value for this bit.

24 Fz RIW X Flush-to-Zero Mode. When set, Flush-to-Zero mode is enabled.
When clear, Flush-to-Zero mode is disabled and the behavior of the
floating-point system is fully compliant with the IEEE 754 standard.
The FZ bit in the FPDSC register holds the default value for this bit.

23:22 RMODE R/W X Rounding Mode. The specified rounding mode is used by almost all
floating-point instructions. The RMODE bit in the FPDSC register
holds the default value for this bit.

21:8 RESERVED R Oh

7 IDC R/W X Input Denormal Cumulative Exception. When set, indicates this
exception has occurred since 0 was last written to this bit.

6:5 RESERVED R Oh

4 IXC RIW X Inexact Cumulative Exception. When set, indicates this exception
has occurred since 0 was last written to this bit.

3 UFC RIW X Underflow Cumulative Exception. When set, indicates this exception
has occurred since 0 was last written to this bit.

SLAU723A-0October 2017 —-Revised October 2018
Submit Documentation Feedback

Cortex®-M4F Processor 95

Copyright © 2017-2018, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAU723A

Programming Model

13 TEXAS
INSTRUMENTS

www.ti.com

Table 1-14. FPSC Register Field Descriptions (continued)

Bit Field Type Reset Description

2 OFC R/W X Overflow Cumulative Exception. When set, indicates this exception
has occurred since 0 was last written to this bit.

1 DzC RIW X Division by Zero Cumulative Exception. When set, indicates this
exception has occurred since 0 was last written to this bit.

0 10C RIW X Invalid Operation Cumulative Exception. When set, indicates this
exception has occurred since 0 was last written to this bit.
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Exceptions and Interrupts

The Cortex-M4F processor supports interrupts and system exceptions. The processor and the Nested
Vectored Interrupt Controller (NVIC) prioritize and handle all exceptions. An exception changes the normal
flow of software control. The processor uses handler mode to handle all exceptions except for reset. See
Section 1.6.7 for more information.

The NVIC registers control interrupt handling. See Section 2.2.2 for more information.

Data Types

The Cortex-M4F supports 32-bit words, 16-bit halfwords, and 8-bit bytes. The processor also supports 64-
bit data transfer instructions. All instruction and data memory accesses are little endian. See Section 1.5.1
for more information.

Memory Model

This section describes the processor memory map, the behavior of memory accesses, and the bit-banding
features. The processor has a fixed memory map that provides up to 4GB of addressable memory.

Table 1-15 provides the memory map for the MSP432E4 controller. In this manual, register addresses are
given as a hexadecimal increment, relative to the base address of the module, as shown in the memory
map.

The regions for SRAM and peripherals include bit-band regions. Bit-banding provides atomic operations to
bit data (see Section 1.5.5).

The processor reserves regions of the Private Peripheral Bus (PPB) address range for core peripheral
registers (see Chapter 2).

NOTE: Within the memory map, attempts to read or write addresses in reserved spaces result in a
bus fault. In addition, attempts to write addresses in the flash range also result in a bus fault.

Table 1-15. Memory Map

Start End | Description

Memory

0x0000.0000 0X000F.FFFF On-chip flash

0x0010.0000 Ox01FF.FFFF Reserved

0x0200.0000 O0x02FF.FFFF On-chip ROM (16 MB)

0x0300.0000 Ox1FFF.FFFF Reserved

0x2000.0000 0x2006.FFFF Bit-banded on-chip SRAM

0x2007.0000 O0x21FF.FFFF Reserved

0x2200.0000 0x2234.FFFF Bit-band alias of bit-banded on-chip SRAM starting at 0x2000.0000

0x2235.0000 Ox3FFF.FFFF Reserved
Peripherals

0x4000.0000 0x4000.0FFF Watchdog Timer O

0x4000.1000

0x4000.1FFF

Watchdog Timer 1

0x4000.2000 0x4000.3FFF Reserved
0x4000.4000 0x4000.4FFF GPIO Port A
0x4000.5000 0x4000.5FFF GPIO Port B
0x4000.6000 0x4000.6FFF GPIO Port C
0x4000.7000 0x4000.7FFF GPIO Port D
0x4000.8000 0x4000.8FFF SSI0
0x4000.9000 0x4000.9FFF SSI1
0x4000.A000 0x4000.AFFF SSI2
0x4000.B000 0x4000.BFFF SSI3
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Table 1-15. Memory Map (continued)

Start End Description
0x4000.C000 0x4000.CFFF UARTO
0x4000.D000 0x4000.DFFF UART1
0x4000.E000 0x4000.EFFF UART2
0x4000.F000 0x4000.FFFF UART3
0x4001.0000 0x4001.0FFF UART4
0x4001.1000 0x4001.1FFF UARTS5
0x4001.2000 0x4001.2FFF UART6
0x4001.3000 0x4001.3FFF UART7
0x4001.4000 0x4001.FFFF Reserved
0x4002.0000 0x4002.0FFF 12C 0
0x4002.1000 0x4002.1FFF 12C 1
0x4002.2000 0x4002.2FFF 12C 2
0x4002.3000 0x4002.3FFF 12C 3
0x4002.4000 0x4002.4FFF GPIO Port E
0x4002.5000 0x4002.5FFF GPIO Port F
0x4002.6000 0x4002.6FFF GPIO Port G
0x4002.7000 0x4002.7FFF GPIO Port H
0x4002.8000 0x4002.8FFF PWM 0
0x4002.9000 0x4002.BFFF Reserved
0x4002.C000 0x4002.CFFF QEIO
0x4002.D000 0x4002.FFFF Reserved

0x4003.0000

0x4003.0FFF

16/32-bit Timer O

0x4003.1000

0x4003.1FFF

16/32-bit Timer 1

0x4003.2000

0x4003.2FFF

16/32-bit Timer 2

0x4003.3000

0x4003.3FFF

16/32-bit Timer 3

0x4003.4000

0x4003.4FFF

16/32-bit Timer 4

0x4003.5000

0x4003.5FFF

16/32-bit Timer 5

0x4003.6000 0x4003.7FFF Reserved
0x4003.8000 0x4003.8FFF ADCO
0x4003.9000 0x4003.9FFF ADC1
0x4003.A000 0x4003.BFFF Reserved

0x4003.C000

0x4003.CFFF

Analog Comparators

0x4003.D000

0x4003.DFFF

GPIO Port J

0x4003.E000

0x4003.FFFF

Reserved

0x4004.0000

0x4004.0FFF

CANO Controller

0x4004.1000

0x4004.1FFF

CANL1 Controller

0x4004.2000 0x4004.FFFF Reserved
0x4005.0000 0x4005.0FFF usB
0x4005.1000 0x4005.7FFF Reserved

0x4005.8000

0x4005.8FFF

GPIO Port A (AHB aperture)

0x4005.9000

0x4005.9FFF

GPIO Port B (AHB aperture)

0x4005.A000

0x4005.AFFF

GPIO Port C (AHB aperture)

0x4005.B000

0x4005.BFFF

GPIO Port D (AHB aperture)

0x4005.C000

0x4005.CFFF

GPIO Port E (AHB aperture)

0x4005.D000

0x4005.DFFF

GPIO Port F (AHB aperture)

0x4005.E000

0x4005.EFFF

GPIO Port G (AHB aperture)

0x4005.F000

0x4005.FFFF

GPIO Port H (AHB aperture)
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Table 1-15. Memory Map (continued)

Start

End

Description

0x4006.0000

0x4006.0FFF

GPIO Port J (AHB aperture)

0x4006.1000

0x4006.1FFF

GPIO Port K (AHB aperture)

0x4006.2000

0x4006.2FFF

GPIO Port L (AHB aperture)

0x4006.3000

0x4006.3FFF

GPIO Port M (AHB aperture)

0x4006.4000

0x4006.4FFF

GPIO Port N (AHB aperture)

0x4006.5000

0x4006.5FFF

GPIO Port P (AHB aperture)

0x4006.6000

0x4006.6FFF

GPIO Port Q (AHB aperture)

0x4006.7000

0x4006.7FFF

GPIO Port R (AHB aperture)

0x4006.8000

0x4006.8FFF

GPIO Port S (AHB aperture)

0x4006.9000

0x4006.9FFF

GPIO Port T (AHB aperture)

0x4006.A000 0x400A.EFFF Reserved
0x400A.F000 Ox400A.FFFF EEPROM and Key Locker
0x400B.0000 0x400B.5FFF Reserved
0x400B.6000 0x400B.6FFF 1-Wire Master
0x400B.7000 0x400B.7FFF Reserved
0x400B.8000 0x400B.8FFF 12C 8
0x400B.9000 0x400B.9FFF 12C 9
0x400B.A000 0x400B.FFFF Reserved
0x400C.0000 0x400C.0OFFF 12C 4
0x400C.1000 0x400C.1FFF 12C 5
0x400C.2000 0x400C.2FFF 12C 6
0x400C.3000 0x400C.3FFF 12C 7
0x400C.4000 0x400C.FFFF Reserved
0x400D.0000 0x400D.0FFF EPIO
0x400D.1000 0x400D.FFFF Reserved

0x400E.0000

0x400E.OFFF

16/32-bit Timer 6

0x400E.1000

O0x400E.1FFF

16/32-bit Timer 7

0x400E.2000

0x400E.BFFF

Reserved

0x400E.C000

0x400E.CFFF

Ethernet Controller

0x400E.D000O

0x400F.8FFF

Reserved

0x400F.9000

0x400F.9FFF

System Exception Module

0x400F.A000

0x400F.BFFF

Reserved

0x400F.C000

0x400F.CFFF

Hibernation Module

0x400F.DO00

0x400F.DFFF

Flash Memory Control

0x400F.E000

0x400F.EFFF

System Control

0x400F.F000 Ox400F.FFFF UDMA

0x4010.0000 Ox41FF.FFFF Reserved

0x4200.0000 0x43FF.FFFF Bit-banded alias of 0x4000.0000 through 0x400F.FFFF
0x4400.0000 0x4402.FFFF Reserved

0x4403.0000 0x4403.0FFF CRC and Cryptographic Control Module

0x4403.1000

0x4403.1FFF

Reserved (4KB)

0x4403.2000

0x4403.3FFF

Reserved (8KB)

0x4403.4000 0x4403.5FFF SHA/MD5
0x4403.6000 0x4403.7FFF AES
0x4403.8000 0x4403.9FFF DES
0x4403.A000 0x4403.EFFF Reserved

0x4403.F000

0x4403.FFFF

Reserved (4KB)
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151

15.2

153

Table 1-15. Memory Map (continued)

Start End Description
0x4404.0000 0x4404.FFFF Reserved (64KB)
0x4405.0000 0x4405.0FFF LCD
0x4405.1000 0x4405.3FFF Reserved
0x4405.4000 0x4405.4FFF EPHY 0
0x4405.5000 OX5FFF.FFFF Reserved
0x6000.0000 OXDFFF.FFFF EPI0 mapped peripheral and RAM

Private Peripheral B

0xE000.0000

0xE000.0FFF

Instrumentation Trace Macrocell (ITM)

0xE000.1000

O0xEO000.1FFF

Data Watchpoint and Trace (DWT)

0xE000.2000

0xEO000.2FFF

Flash Patch and Breakpoint (FPB)

0xE000.3000

0xEO000.DFFF

Reserved

0xE000.E000

OXEOQ00.EFFF

Cortex-M4F Peripherals (SysTick, NVIC, MPU, FPU, and SCB)

0xE000.F000

O0xEQ003.FFFF

Reserved

0xE004.0000

0xEO004.0FFF

Trace Port Interface Unit (TPIU)

0xE004.1000

OxEO004.1FFF

Embedded Trace Macrocell (ETM)

0xE004.2000

OXFFFF.FFFF

Reserved

Memory Regions, Types, and Attributes

The memory map and the programming of the MPU split the memory map into regions. Each region has a
defined memory type, and some regions have additional memory attributes. The memory type and
attributes determine the behavior of accesses to the region.

The memory types are:
» Normal: The processor can order transactions for efficiency and perform speculative reads.

» Device: The processor preserves transaction order relative to other transactions to Device or Strongly
Ordered memory.

» Strongly Ordered: The processor preserves transaction order relative to all other transactions.

The different ordering requirements for Device and Strongly Ordered memory mean that the memory
system can buffer a write to Device memory but must not buffer a write to Strongly Ordered memory.

An additional memory attribute is Execute Never (XN), which means the processor prevents instruction
accesses. A fault exception is generated only when an instruction is executed from an XN region.

Memory System Ordering of Memory Accesses

For most memory accesses caused by explicit memory access instructions, the memory system does not
ensure that the order in which the accesses complete matches the program order of the instructions,
providing the order does not affect the behavior of the instruction sequence. Normally, if correct program
execution depends on two memory accesses completing in program order, software must insert a memory
barrier instruction between the memory access instructions (see Section 1.5.4).

However, the memory system does ensure ordering of accesses to Device and Strongly Ordered memory.
For two memory access instructions Al and A2, if both A1 and A2 are accesses to either Device or
Strongly Ordered memory, and if A1 occurs before A2 in program order, Al is always observed before A2.

Behavior of Memory Accesses

Table 1-16 shows the behavior of accesses to each region in the memory map. See Section 1.5.1 for
more information on memory types and the XN attribute. MSP432E4 devices may have reserved memory
areas within the address ranges listed in Table 1-16 (see Table 1-15 for more information).
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Table 1-16. Memory Access Behavior

Address Range '\é:r;ig';qy Memory Type Exec?)t(?\l;\lever Description
0x0000.0000 to This executable region is for program code. Data can
Ox1FFF.FFFF Code Normal B also be stored here.
This executable region is for data. Code can also be
ngggglzolozg?:lt:o SRAM Normal - stored here. This region includes bit-band and bit-
' band alias areas (see Table 1-17).
0x4000.0000 to Peripheral Device XN This region includes bit-band and bit-band alias areas
OX5FFF.FFFF P (see Table 1-18).
nggggpogg?:éo E>|<?teAr’\r/1Ial Normal - This executable region is for data.
05()'33022':02?:?:;0 deésirggl Device XN This region is for external device memory.
0xE000.0000 to :r?vl?(te?al Stronalv Ordered XN This region includes the NVIC, system timer, and
OXEOOF.FFFF P bpus 9y system control block.
0xE010.0000 to
OXFFFF.FFFF Reserved - -

The Code, SRAM, and external RAM regions can hold programs. However, TI recommends that programs
always use the Code region because the Cortex-M4F has separate buses that can perform instruction
fetches and data accesses simultaneously.

The MPU can override the default memory access behavior described in this section. For more
information, see Section 2.2.4.

The Cortex-M4F prefetches instructions ahead of execution and speculatively prefetches from branch
target addresses.

Software Ordering of Memory Accesses
The order of instructions in the program flow does not always ensure the order of the corresponding
memory transactions for the following reasons:

» The processor can reorder some memory accesses to improve efficiency, providing this does not affect
the behavior of the instruction sequence.

* The processor has multiple bus interfaces.

» Memory or devices in the memory map have different wait states.

» Some memory accesses are buffered or speculative.

Section 1.5.2 describes the cases where the memory system ensures the order of memory accesses.

Otherwise, if the order of memory accesses is critical, software must include memory barrier instructions
to force that ordering. The Cortex-M4F has the following memory barrier instructions:

» The Data Memory Barrier (DMB) instruction ensures that outstanding memory transactions complete
before subsequent memory transactions.

» The Data Synchronization Barrier (DSB) instruction ensures that outstanding memory transactions
complete before subsequent instructions execute.

» The Instruction Synchronization Barrier (ISB) instruction ensures that the effect of all completed
memory transactions is recognizable by subsequent instructions.

Memory barrier instructions can be used in the following situations:

* MPU programming

— If the MPU settings are changed and the change must be effective on the very next instruction, use
a DSB instruction to make sure that the effect of the MPU takes place immediately at the end of
context switching.

— Use an ISB instruction to ensure the new MPU setting takes effect immediately after programming
the MPU region or regions, if the MPU configuration code was accessed using a branch or call. If
the MPU configuration code is entered using exception mechanisms, then an ISB instruction is not

SLAU723A-0October 2017 —-Revised October 2018

Cortex®-M4F Processor 101

Submit Documentation Feedback

Copyright © 2017-2018, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAU723A

13 TEXAS
INSTRUMENTS

Memory Model www.ti.com

required.
* Vector table

If the program changes an entry in the vector table and then enables the corresponding exception, use
a DMB instruction between the operations. The DMB instruction ensures that if the exception is taken
immediately after being enabled, the processor uses the new exception vector.

» Self-modifying code

If a program contains self-modifying code, use an ISB instruction immediately after the code
modification in the program. The ISB instruction ensures subsequent instruction execution uses the
updated program.

* Memory map switching

If the system contains a memory map switching mechanism, use a DSB instruction after switching the
memory map in the program. The DSB instruction ensures subsequent instruction execution uses the
updated memory map.

» Dynamic exception priority change

When an exception priority has to change when the exception is pending or active, use DSB

instructions after the change. The change then takes effect on completion of the DSB instruction.
Memory accesses to Strongly Ordered memory, such as the System Control Block, do not require the use
of DMB instructions.

For more information on the memory barrier instructions, see the Cortex-M4 instruction set chapter in the
Arm Cortex-M4 Devices Generic User Guide.

1.5.5 Bit-Banding

A bit-band region maps each word in a bit-band alias region to a single bit in the bit-band region. The bit-
band regions occupy the lowest 1MB of the SRAM and peripheral memory regions. Accesses to the 32-
MB SRAM alias region map to the 1-MB SRAM bit-band region, as shown in Table 1-17. Accesses to the
32-MB peripheral alias region map to the 1-MB peripheral bit-band region, as shown in Table 1-18. For the
specific address range of the bit-band regions, see Table 1-15.

NOTE: A word access to the SRAM or the peripheral bit-band alias region maps to a single bit in the
SRAM or peripheral bit-band region.

A word access to a bit-band address results in a word access to the underlying memory, and
similarly for halfword and byte accesses. This allows bit-band accesses to match the access
requirements of the underlying peripheral.

Table 1-17. SRAM Memory Bit-Banding Regions

Address Range

Memory Region Instruction and Data Accesses
Start End
Direct accesses to this memory range behave as SRAM
0x2000.0000 | 0x2006.FFFF SRAM bit-band region accesses, but this region is also bit addressable through bit-

band alias.

Data accesses to this region are remapped to bit-band region. A
0x2200.0000 | 0x2234.FFFF SRAM bit-band alias write operation is performed as read-modify-write. Instruction
accesses are not remapped.

Table 1-18. Peripheral Memory Bit-Banding Regions

Address Range
Start End

Memory Region Instruction and Data Accesses

Direct accesses to this memory range behave as peripheral
0x4000.0000 | Ox400F.FFFF Peripheral bit-band region memory accesses, but this region is also bit addressable
through bit-band alias.
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Table 1-18. Peripheral Memory Bit-Banding Regions (continued)

Address Range

Memory Region

Instruction and Data Accesses

Start End
Data accesses to this region are remapped to bit-band region. A
0x4200.0000 | Ox43FF.FFFF Peripheral bit-band alias write operation is performed as read-modify-write. Instruction
accesses are not permitted.

The following formula shows how the alias region maps onto the bit-band region:
bit_ word_offset = (byte_offset x 32) + (bit_number x 4)
bit word_addr = bit_band_base + bit_word_offset

where:
bit_word_offset = The position of the target bit in the bit-band memory region.

bit word_addr = The address of the word in the alias memory region that maps to the targeted bit.

bit_ band_base = The starting address of the alias region.

byte offset = The number of the byte in the bit-band region that contains the targeted bit.

bit_number = The bit position, 0-7, of the targeted bit.

Figure 1-14 shows examples of bit-band mapping between the SRAM bit-band alias region and the SRAM

bit-band region:

» The alias word at 0x23FF.FFEO maps to bit O of the bit-band byte at 0x200F.FFFF:
Ox23FF.FFEO = 0x2200.0000 + (Ox000F.FFFF x 32) + (0 x 4)
The alias word at 0x23FF.FFFC maps to bit 7 of the bit-band byte at Ox200F.FFFF:
Ox23FF.FFFC = 0x2200.0000 + (Ox000F.FFFF x 32) + (7 x 4)

» The alias word at 0x2200.0000 maps to bit O of the bit-band byte at 0x2000.0000:
0x2200.0000 = 0x2200.0000 + (0 x 32) + (0 x 4)

e The alias word at 0x2200.001C maps to bit 7 of the bit-band byte at 0x2000.0000:
0x2200.001C = 0x2200.0000+ (0 x 32) + (7 x 4)

32-MB Alias Region

I 0x23FF.FFFC I Ox23FF.FFF8 | Ox23FF.FFF4 | 0x23FF.FFFO | Ox23FF.FFEC | 0x23FF.FFE8 | Ox23FF.FFE4 I 0x23FF.FFEQ I

°
°
°

0x2200.0 0x2200.0008

0x2200.0004 | 0x2200.0000 |

/| 0x2200.001C | 0x2200.0018 | 0x2200.0014 | 0x2200.0010

K 1-MB SRAM Bit-Band Region

N

\7654321076 3 21 07 6 5 4 3 2 1 07 6 5 4 3 2 1

0

L L
\\ 0x200F.FFFD 0x200F.FFFC
_-— I I

L
0x200F.FFFE
I

T
0x200F.FFFF
I —

°
°

°

7 6 5 4 3 2 1 07 6 5 4 3 2 1 07 6 5 4 3 2 1 7 6 5 4 3 2 1

0,

NN T T T
0x2000.0003 0x2000.0002 0x2000.0001 0x2000.0000
I — I I I

Figure 1-14. Bit-Band Mapping
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1.5.5.1 Directly Accessing an Alias Region

Writing to a word in the alias region updates one bit in the bit-band region.

Bit O of the value written to a word in the alias region determines the value written to the targeted bit in the
bit-band region. Writing a value with bit O set writes 1 to the bit-band bit, and writing a value with bit O
clear writes 0 to the bit-band bit.

Bits 31:1 of the alias word have no effect on the bit-band bit. Writing 0x01 has the same effect as writing
OxFF. Writing 0x00 has the same effect as writing OXOE.

When reading a word in the alias region, 0x0000.0000 indicates that the targeted bit in the bit-band region
is clear and 0x0000.0001 indicates that the targeted bit in the bit-band region is set.

1.5.5.2 Directly Accessing a Bit-Band Region

156

1.5.7

Section 1.5.3 describes the behavior of direct byte, halfword, or word accesses to the bit-band regions.

Data Storage

The processor views memory as a linear collection of bytes numbered in ascending order from zero. For
example, bytes 0-3 hold the first stored word, and bytes 4-7 hold the second stored word. Data is stored in
little-endian format, with the least significant byte (LSByte) of a word stored at the lowest-numbered byte,
and the most significant byte (MSByte) stored at the highest-numbered byte. Figure 1-15 shows how data
is stored.

Memory Register

17 ol

131 ! 24123 1 1615 ! gl7 ! o!
Address A BO Isbyte B3 B2 B1 BO

A+l B1

A+2 B2

A+3 B3 msbyte

Figure 1-15. Data Storage

Synchronization Primitives

The Cortex-M4F instruction set includes pairs of synchronization primitives. These primitives provide a
nonblocking mechanism that a thread or process can use to obtain exclusive access to a memory
location. Software can use these primitives to perform an ensured read-modify-write memory update
sequence or for a semaphore mechanism.

NOTE: The available pairs of synchronization primitives are available only for single processor use
and should not be used with multiprocessor systems.

A pair of synchronization primitives consists of:

* A Load-Exclusive instruction, which is used to read the value of a memory location and requests
exclusive access to that location.

» A Store-Exclusive instruction, which is used to try to write to the same memory location and returns a
status bit to a register. If this status bit is clear, it indicates that the thread or process gained exclusive
access to the memory and the write succeeds. If this status bit is set, it indicates that the thread or
process did not gain exclusive access to the memory and no write was performed.

The pairs of Load-Exclusive and Store-Exclusive instructions are:
* The word instructions LDREX and STREX
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e The halfword instructions LDREXH and STREXH
* The byte instructions LDREXB and STREXB

Software must use a Load-Exclusive instruction with the corresponding Store-Exclusive instruction.

To perform an exclusive read-modify-write of a memory location, software must:

1. Use a Load-Exclusive instruction to read the value of the location.

2. Modify the value, as required.

3. Use a Store-Exclusive instruction to try to write the new value back to the memory location.
4. Test the returned status bit.

If the status bit is clear, the read-modify-write completed successfully. If the status bit is set, no write
was performed, which indicates that the value returned at step 1 might be out of date. The software
must retry the entire read-modify-write sequence.

Software can use the synchronization primitives to implement a semaphore as follows:

1. Use a Load-Exclusive instruction to read from the semaphore address to check whether the
semaphore is free.

2. If the semaphore is free, use a Store-Exclusive instruction to write the claim value to the semaphore
address.

3. If the returned status bit from Step 2 indicates that the Store-Exclusive succeeded, then the software
has claimed the semaphore. However, if the Store-Exclusive instruction failed, another process might
have claimed the semaphore after the software performed Step 1.

The Cortex-M4F includes an exclusive access monitor that tags the fact that the processor has executed a
Load-Exclusive instruction. The processor removes its exclusive access tag if:

» It executes a CLREX instruction.
» It executes a Store-Exclusive instruction, regardless of whether the write succeeds.

* An exception occurs, which means the processor can resolve semaphore conflicts between different
threads.

For more information about the synchronization primitive instructions, see the Cortex-M4 instruction set
chapter in the Arm Cortex-M4 Devices Generic User Guide.

Exception Model

The Arm Cortex-M4F processor and the NVIC prioritize and handle all exceptions in handler mode. The
processor state is automatically stored to the stack on an exception and automatically restored from the
stack at the end of the ISR. The vector is fetched in parallel to the state saving, enabling efficient interrupt
entry. The processor supports tail-chaining, which enables performance of back-to-back interrupts to be
performed without the overhead of state saving and restoration.

Table 1-19 lists all exception types. Software can set eight priority levels on seven of these exceptions
(system handlers) as well as on interrupts (see Table 1-19).

Priorities on the system handlers are set with the NVIC System Handler Priority n (SYSPRIn) registers.
Interrupts are enabled through the NVIC Interrupt Set Enable n (ENn) register and prioritized with the
NVIC Interrupt Priority n (PRIn) registers. Priorities can be grouped by splitting priority levels into
preemption priorities and subpriorities. All the interrupt registers are described in Section 2.2.2.

Internally, the highest user-programmable priority (0) is treated as fourth priority, after a Reset,
Nonmaskable Interrupt (NMI), and a Hard Fault, in that order. The default priority is O for all the
programmable priorities.
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NOTE: After a write to clear an interrupt source, several processor cycles may be needed for the
NVIC to identify the interrupt source deassert. Thus if the interrupt clear is done as the last
action in an interrupt handler, it is possible for the interrupt handler to complete while the
NVIC sees the interrupt as still asserted, causing errant re-entry of the interrupt handler. This
situation can be avoided by either clearing the interrupt source at the beginning of the
interrupt handler or by performing a read or write after the write to clear the interrupt source
(and flush the write buffer).

See Section 2.2.2 for more information on exceptions and interrupts.

1.6.1 Exception States
Each exception is in one of the following states:
* Inactive
The exception is not active and not pending.
* Pending
The exception is waiting to be serviced by the processor. An interrupt request from a peripheral or from
software can change the state of the corresponding interrupt to pending.
» Active
An exception is being serviced by the processor but has not completed.
NOTE: An exception handler can interrupt the execution of another exception handler. In this case,
both exceptions are in the active state.
* Active and Pending
The exception is being serviced by the processor, and there is a pending exception from the same
source.
1.6.2 Exception Types
The exception types are:
* Reset
Reset is invoked on power up or a warm reset. The exception model treats reset as a special form of
exception. When reset is asserted, the operation of the processor stops, potentially at any point in an
instruction. When reset is deasserted, execution restarts from the address provided by the reset entry
in the vector table. Execution restarts as privileged execution in thread mode.
« NMI
A non-maskable Interrupt (NMI) can be signaled using the NMI signal or triggered by software using
the Interrupt Control and State (INTCTRL) register. This exception has the highest priority other than
reset. NMI is permanently enabled and has a fixed priority of —2. NMIs cannot be masked or prevented
from activation by any other exception or preempted by any exception other than reset.
» Hard Fault
A hard fault is an exception that occurs because of an error during exception processing, or because
an exception cannot be managed by any other exception mechanism. Hard faults have a fixed priority
of —1, meaning they have higher priority than any exception with configurable priority.
¢ Memory Management Fault
A memory management fault is an exception that occurs because of a memory protection related fault,
including access violation and no match. The MPU or the fixed memory protection constraints
determine this fault, for both instruction and data memory transactions. This fault is used to abort
instruction accesses to Execute Never (XN) memory regions, even if the MPU is disabled.
* Bus Fault
A bus fault is an exception that occurs because of a memory-related fault for an instruction or data
memory transaction such as a prefetch fault or a memory access fault. This fault can be enabled or
disabled.
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Usage Fault

A usage fault is an exception that occurs because of a fault related to instruction execution, such as:
— An undefined instruction

— Anillegal unaligned access

— Invalid state on instruction execution

An error on exception return
An unaligned address on a word or halfword memory access or division by zero can cause a usage
fault when the core is properly configured.

SVCall

A supervisor call (SVC) is an exception that is triggered by the SVC instruction. In an OS environment,
applications can use SVC instructions to access OS kernel functions and device drivers.

Debug Monitor

This exception is caused by the debug monitor (when not halting). This exception is active only when
enabled. This exception does not activate if it is a lower priority than the current activation.

PendSV

PendSV is a pendable, interrupt-driven request for system-level service. In an OS environment, use

PendSV for context switching when no other exception is active. PendSV is triggered using the
Interrupt Control and State (INTCTRL) register.

SysTick
A SysTick exception is an exception that the system timer generates when it reaches zero when it is
enabled to generate an interrupt. Software can also generate a SysTick exception using the Interrupt

Control and State (INTCTRL) register. In an OS environment, the processor can use this exception as
system tick.

Interrupt (IRQ)

An interrupt, or IRQ, is an exception signaled by a peripheral or generated by a software request and
fed through the NVIC (prioritized). All interrupts are asynchronous to instruction execution. In the
system, peripherals use interrupts to communicate with the processor.

For a list of the device-specific interrupts, see the data sheet.

For an asynchronous exception, other than reset, the processor can execute another instruction between
when the exception is triggered and when the processor enters the exception handler.

Privileged software can disable the exceptions that Table 1-19 shows as having configurable priority (see
the SYSHNDCTRL register in Section 2.5.11 and the DISO register in Section 2.4.2).

For more information about hard faults, memory management faults, bus faults, and usage faults, see
Section 1.7.

Table 1-19. Exception Types

. Vector R Vector Address or _—
Exception Type NTTTOET Priority Offset® Activation
Stack top is loaded from the first entry
B 0 - 0x0000.0000 of the vector table on reset.
Reset 1 -3 (highest) 0x0000.0004 Asynchronous
Nonmas'zﬁﬂ?) Interrupt 2 ) 0x0000.0008 Asynchronous
Hard Fault 3 -1 0x0000.000C
Memory Management 4 Programmable® 0x0000.0010 Synchronous
Synchronous when precise and
®
Bus Fault 5 Programmable 0x0000.0014 asynchronous when imprecise
Usage Fault 6 Programmable © 0x0000.0018 Synchronous
- 7-10 - - Reserved
@ 0 is the default priority for all the programmable priorities.
@  See Section 1.6.4.
©® See SYSPRI1 in Section 2.5.8.
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1.6.3

1.6.4

Table 1-19. Exception Types (continued)

Exception Type l\\l/uer(r:ltt?(;r Priority @ Vecmg?gg?gss or Activation
SvCall 11 Programmable © 0x0000.002C Synchronous
Debug Monitor 12 Programmable © 0x0000.0030 Synchronous
- 13 - - Reserved
PendSV 14 Programmable © 0x0000.0038 Asynchronous
SysTick 15 Programmable © 0x0000.003C Asynchronous
Interrupts g%g\?g Programmable® 0x0000.0040 and above | Asynchronous

@ See PRIn registers in Section 2.4.6.

Exception Handlers

The processor handles exceptions using:
» Interrupt Service Routines (ISRs)
Interrupts (IRQx) are the exceptions handled by ISRs.

* Fault Handlers

Hard fault, memory management fault, usage fault, and bus fault are fault exceptions handled by the

fault handlers.

» System Handlers

NMI, PendSV, SVCall, SysTick, and the fault exceptions are all system exceptions that are handled by

system handlers.

Vector Table

The vector table contains the reset value of the stack pointer and the start addresses, also called
exception vectors, for all exception handlers. The vector table is constructed using the vector address or
offset shown in Table 1-19. Figure 1-16 shows the order of the exception vectors in the vector table. The
least significant bit of each vector must be 1, indicating that the exception handler is Thumb code.
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Exception number  IRQ number Offset Vector
0x040
(N+16) (N) + OX(N*4) IRQ N
= . =
0x004C
18 2 0x0048 IRQ2
17 1 0x0044 IRQ1
16 0 0x0040 IRQO
15 -1 0x003C Systick
14 2 0x0038 PendSV
13 Reserved
12 Reserved for Debug
11 -5 0x002C Svcall
10
9
Reserved
8
7
6 -10 0x0018 Usage fault
5 -11 0x0014 Bus fault
4 -12 0x0010 Memory management fault
3 -13 0x000C Hard fault
2 -14 0x0008 NMI
1 0x0004 Reset
0 0x0000 Initial SP value

Figure 1-16. Vector Table

On system reset, the vector table is fixed at address 0x0000.0000. Privileged software can write to the
Vector Table Offset (VTABLE) register to relocate the vector table start address to a different memory
location, in the range 0x0000.0400 to Ox3FFF.FCO0O (see Section 1.6.4). When configuring the VTABLE
register, the offset must be aligned on a 1024-byte boundary.

1.6.5 Exception Priorities

As Table 1-19 shows, all exceptions have an associated priority, with a lower priority value indicating a
higher priority and configurable priorities for all exceptions except Reset, Hard fault, and NMI. If software
does not configure any priorities, then all exceptions with a configurable priority have a priority of 0. For
information about configuring exception priorities, see Section 2.5.8 and Section 2.4.6.

NOTE: Configurable priority values for the MSP432E4 implementation are in the range 0 to 7. This
means that the Reset, Hard Fault, and NMI exceptions (with fixed negative priority values)
always have higher priority than any other exception.

For example, assigning a higher priority value to IRQ[0] and a lower priority value to IRQ[1] means that
IRQ[1] has higher priority than IRQ[O]. If both IRQ[1] and IRQJ0] are asserted, IRQ[1] is processed before
IRQIO].

If multiple pending exceptions have the same priority, the pending exception with the lowest exception

number takes precedence. For example, if both IRQ[0] and IRQ[1] are pending and have the same
priority, then IRQ[0] is processed before IRQ[1].
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1.6.6

1.6.7

When the processor is executing an exception handler, the exception handler is preempted if a higher
priority exception occurs. If an exception occurs with the same priority as the exception being handled, the
handler is not preempted, regardless of the exception number. However, the status of the new interrupt
changes to pending.

Interrupt Priority Grouping

To increase priority control in systems with interrupts, the NVIC supports priority grouping. This grouping
divides each interrupt priority register entry into two fields:

e An upper field that defines the group priority
» Alower field that defines a subpriority within the group

Only the group priority determines preemption of interrupt exceptions. When the processor is executing an
interrupt exception handler, another interrupt with the same group priority as the interrupt being handled
does not preempt the handler.

If multiple pending interrupts have the same group priority, the subpriority field determines the order in
which they are processed. If multiple pending interrupts have the same group priority and subpriority, the
interrupt with the lowest IRQ number is processed first.

For information about splitting the interrupt priority fields into group priority and subpriority, see
Section 2.5.5.

Exception Entry and Return

Descriptions of exception handling use the following terms:
* Preemption

When the processor is executing an exception handler, an exception can preempt the exception
handler if its priority is higher than the priority of the exception being handled. See Section 1.6.6 for
more information about preemption by an interrupt. When one exception preempts another, the
exceptions are called nested exceptions. See Section 1.6.7.1 for more information.

e Return

Return occurs when the exception handler is completed, and when there is no pending exception with
sufficient priority to service and the completed exception handler was not handling a late-arriving
exception. The processor pops the stack and restores the processor state to the state it had before the
interrupt occurred. See Section 1.6.7.2 for more information.

* Tail-Chaining
This mechanism speeds up exception servicing. On completion of an exception handler, if a pending

exception meets the requirements for exception entry, the stack pop is skipped and control transfers to
the new exception handler.

e Late-Arriving
This mechanism speeds up preemption. If a higher priority exception occurs during state saving for a
previous exception, the processor switches to handle the higher-priority exception and initiates the
vector fetch for that exception. State saving is not affected by late arrival because the saved state is
the same for both exceptions. Therefore, the state saving continues uninterrupted. The processor can
accept a late-arriving exception until the first instruction of the exception handler of the original
exception enters the execute stage of the processor. When the late-arriving exception returns from the
exception handler, the normal tail-chaining rules apply.

1.6.7.1 Exception Entry

Exception entry occurs when there is a pending exception with sufficient priority and either the processor
is in Thread mode or the new exception is of higher priority than the exception being handled, in which
case the new exception preempts the original exception.

When one exception preempts another, the exceptions are nested.
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Sufficient priority means the exception has more priority than any limits set by the mask registers (see
PRIMASK on , FAULTMASK on , and BASEPRI on ). An exception with less priority than this is pending
but is not handled by the processor.

When the processor takes an exception, unless the exception is a tail-chained or a late-arriving exception,
the processor pushes information onto the current stack. This operation is referred to as stacking and the
structure of eight data words is referred to as stack frame.

When using floating-point routines, the Cortex-M4F processor automatically stacks the architected
floating-point state on exception entry. Figure 1-17 shows the Cortex-M4F stack frame layout when
floating-point state is preserved on the stack as the result of an interrupt or an exception.

NOTE: Where stack space for floating-point state is not allocated, the stack frame is the same as
that of Armv7-M implementations without an FPU. Figure 1-17 shows this stack frame.

i
L !‘_| Pre-IRQ top of stack

FPSCR
S15
S14
S13
S12
S11
S10

S9
S8
S7
S6
S5
S4
S3
S2

S1 I 1
. '<_| Pre-IRQ top of stack
< I {aligner} ]
YPSR Decreasing xPSR

PC memory PC

R address R

R12 R12
R3 R3
R2 v R2
R1 R1
RO «—— IRQ top of stack RO ««—— IRQ top of stack

Exception frame with Exception frame without
floating-point storage floating-point storage

Figure 1-17. Exception Stack Frame

Immediately after stacking, the stack pointer indicates the lowest address in the stack frame.

The stack frame includes the return address, which is the address of the next instruction in the interrupted
program. This value is restored to the PC at exception return so that the interrupted program resumes.

In parallel with the stacking operation, the processor performs a vector fetch that reads the exception
handler start address from the vector table. When stacking is complete, the processor starts executing the
exception handler. At the same time, the processor writes an EXC_RETURN value to the LR, indicating
which stack pointer corresponds to the stack frame and what operation mode the processor was in before

the entry occurred.
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If no higher-priority exception occurs during exception entry, the processor starts executing the exception
handler and automatically changes the status of the corresponding pending interrupt to active.

If another higher-priority exception occurs during exception entry, known as late arrival, the processor
starts executing the exception handler for this exception and does not change the pending status of the
earlier exception.

1.6.7.2 Exception Return

Exception return occurs when the processor is in handler mode and executes one of the following
instructions to load the EXC_RETURN value into the PC:

* An LDM or POP instruction that loads the PC

* A BX instruction using any register

* An LDR instruction with the PC as the destination

EXC_RETURN is the value loaded into the LR on exception entry. The exception mechanism relies on
this value to detect when the processor has completed an exception handler. The lowest 5 bits of this

value provide information on the return stack and processor mode. Table 1-20 shows the EXC_RETURN
values with a description of the exception return behavior.

EXC_RETURN bits 31:5 are all set. When this value is loaded into the PC, it indicates to the processor
that the exception is complete, and the processor initiates the appropriate exception return sequence.

Table 1-20. Exception Return Behavior

EXC_RETURN[31:0]

Description

OXFFFF.FFEQ

Reserved

OXFFFF.FFEL

Return to handler mode.
Exception return uses floating-point state from MSP.
Execution uses MSP after return.

OXFFFF.FFE2 to OXFFFF.FFE8

Reserved

OXFFFF.FFE9

Return to thread mode.
Exception return uses floating-point state from MSP.
Execution uses MSP after return.

OXFFFF.FFEA to OXFFFF.FFEC

Reserved

OXFFFF.FFED

Return to thread mode.
Exception return uses floating-point state from PSP.
Execution uses PSP after return.

OXFFFF.FFEE to OXFFFF.FFFO

Reserved

OXFFFF.FFF1

Return to handler mode.

Exception return uses nonfloating-point state from MSP.

Execution uses MSP after return.

OXFFFF.FFF2 to OXFFFF.FFF8

Reserved

OXFFFF.FFF9

Return to thread mode.

Exception return uses nonfloating-point state from MSP.

Execution uses MSP after return.

OXFFFF.FFFA to OXFFFF.FFFC

Reserved

OXFFFF.FFFD

Return to thread mode.

Exception return uses nonfloating-point state from PSP.

Execution uses PSP after return.

OXFFFF.FFFE to OXFFFF.FFFF

Reserved
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1.7

1.7.1

1.7.2

Fault Handling

Faults are a subset of the exceptions (see Section 1.6). The following conditions generate a fault:
* A bus error on an instruction fetch or vector table load or a data access

e An internally detected error such as an undefined instruction or an attempt to change state with a BX
instruction

» Trying to execute an instruction from a memory region marked as Non-Executable (XN)
* An MPU fault because of a privilege violation or an attempt to access an unmanaged region

Fault Types

Table 1-21 lists the types of fault, the handler used for the fault, the corresponding fault status register,
and the register bit that indicates the fault has occurred. See Section 2.5.12 for more information about the
fault status registers.

Table 1-21. Faults

Fault Handler Fault Status Register Bit Name
Bus error on a vector read Hard fault Hard Fault Status (HFAULTSTAT) VECT
Fault escalated to a hard fault Hard fault Hard Fault Status (HFAULTSTAT) FORCED
MPU or default memory mismatch on Memory Memory Management Fault Status IERR®
instruction access management fault | (MFAULTSTAT)
MPU or default memory mismatch on Memory Memory Management Fault Status DERR
data access management fault | (MFAULTSTAT)
MPU or default memory mismatch on Memory Memory Management Fault Status MSTKE
exception stacking management fault | (MFAULTSTAT)
MPU or default memory mismatch on Memory Memory Management Fault Status MUSTKE
exception unstacking management fault | (MFAULTSTAT)
MPU or d_efault'memory mismatch during Memory Memory Management Fault Status MLSPERR
lazy floating-point state preservation management fault | (MFAULTSTAT)
Bus error during exception stacking Bus fault Bus Fault Status (BFAULTSTAT) BSTKE
Bus error during exception unstacking Bus fault Bus Fault Status (BFAULTSTAT) BUSTKE
Bus error during instruction prefetch Bus fault Bus Fault Status (BFAULTSTAT) IBUS
Er“ess grr\r/‘;;igﬁ””g lazy floating-point state Bus fault Bus Fault Status (BFAULTSTAT) BLSPE
Precise data bus error Bus fault Bus Fault Status (BFAULTSTAT) PRECISE
Imprecise data bus error Bus fault Bus Fault Status (BFAULTSTAT) IMPRE
Attempt to access a coprocessor Usage fault Usage Fault Status (UFAULTSTAT) NOCP
Undefined instruction Usage fault Usage Fault Status (UFAULTSTAT) UNDEF
Aftempt to enter an invalid instriction set Usage fault | Usage Fault Status (UFAULTSTAT) INVSTAT
Invalid EXC_RETURN value Usage fault Usage Fault Status (UFAULTSTAT) INVPC
lllegal unaligned load or store Usage fault Usage Fault Status (UFAULTSTAT) UNALIGN
Divide by 0 Usage fault Usage Fault Status (UFAULTSTAT) DIVO

@ Occurs on an access to an XN region even if the MPU is disabled.
@ Trying to use an instruction set other than the Thumb instruction set, or returning to a nonload-store-multiply instruction with ICI
continuation.

Fault Escalation and Hard Faults

All fault exceptions except for hard fault have configurable exception priority (see SYSPRI1 in
Section 2.5.8). Software can disable execution of the handlers for these faults (see SYSHNDCTRL in
Section 2.5.11).

Usually, the exception priority, together with the values of the exception mask registers, determines
whether the processor enters the fault handler, and whether a fault handler can preempt another fault
handler, as described in Section 1.6.
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1.7.3

174

1.8

In some situations, a fault with configurable priority is treated as a hard fault. This process is called priority
escalation, and the fault is described as escalated to hard fault. Escalation to hard fault occurs when:

» A fault handler causes the same kind of fault as the one it is servicing. This escalation to hard fault
occurs because a fault handler cannot preempt itself because it must have the same priority as the
current priority level.

» A fault handler causes a fault with the same or lower priority as the fault it is servicing. This situation
occurs because the handler for the new fault cannot preempt the currently executing fault handler.

» An exception handler causes a fault for which the priority is the same as or lower than the currently
executing exception.

» A fault occurs and the handler for that fault is not enabled.
If a bus fault occurs during a stack push when entering a bus fault handler, the bus fault does not escalate

to a hard fault. Thus if a corrupted stack causes a fault, the fault handler executes even though the stack
push for the handler failed. The fault handler operates but the stack contents are corrupted.

NOTE: Only Reset and NMI can preempt the fixed priority hard fault. A hard fault can preempt any
exception other than Reset, NMI, or another hard fault.

Fault Status Registers and Fault Address Registers

The fault status registers indicate the cause of a fault. For bus faults and memory-management faults, the
fault address register indicates the address accessed by the operation that caused the fault, as shown in
Table 1-22.

Table 1-22. Fault Status and Fault Address Registers

Handler Status Register Name Address Register Name Section
Hard fault Hard Fault Status (HFAULTSTAT) -

Memory management Memory Management Fault Status Memory Management Fault Address
fault (MFAULTSTAT) (MMADDR)

Bus fault Bus Fault Status (BFAULTSTAT) Bus Fault Address (FAULTADDR)
Usage fault Usage Fault Status (UFAULTSTAT) |-

Lockup

The processor enters a lockup state if a hard fault occurs when executing the NMI or hard fault handlers.
When the processor is in the lockup state, it does not execute any instructions. The processor remains in
lockup state until it is reset, an NMI occurs, or it is halted by a debugger.

NOTE: If the lockup state occurs from the NMI handler, a subsequent NMI does not cause the
processor to leave the lockup state.

Power Management

The Cortex-M4F processor sleep modes reduce power consumption:

» Sleep mode stops the processor clock.

» Deep-sleep mode stops the system clock and switches off the PLL and flash memory.

The SLEEPDEEP bit of the System Control (SYSCTRL) register selects which sleep mode is used (see
Section 2.5.6). For more information about the behavior of the sleep modes, see Section 4.1.6.

This section describes the mechanisms for entering sleep mode and the conditions for waking up from
sleep mode, both of which apply to sleep mode and deep-sleep mode.
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1.8.1 Entering Sleep Modes

This section describes the mechanisms software can use to put the processor into one of the sleep
modes.

The system can generate spurious wake-up events; for example, a debug operation wakes up the
processor. Therefore, software must be able to put the processor back into sleep mode after such an
event. A program might have an idle loop to put the processor back to sleep mode.

1.8.1.1 Wait for Interrupt

The wait for interrupt instruction, WFI, causes immediate entry to sleep mode unless the wake-up
condition is true (see Section 1.8.2.1). When the processor executes a WFI instruction, it stops executing
instructions and enters sleep mode. See the Cortex-M4 instruction set chapter in the Arm Cortex-M4
Devices Generic User Guide for more information.

1.8.1.2 Wait for Event

The wait for event instruction, WFE, causes entry to sleep mode conditional on the value of a 1-bit event
register. When the processor executes a WFE instruction, it checks the event register. If the register is 0,
the processor stops executing instructions and enters sleep mode. If the register is 1, the processor clears
the register and continues executing instructions without entering sleep mode.

If the event register is 1, the processor must not enter sleep mode when a WFE instruction is executed.
Typically, this situation occurs if an SEV instruction has been executed. Software cannot access this
register directly.

See the Cortex-M4 instruction set chapter in the Arm Cortex-M4 Devices Generic User Guide for more
information.

1.8.1.3 Sleep-on-Exit

If the SLEEPEXIT bit of the SYSCTRL register is set, when the processor completes the execution of all
exception handlers, it returns to Thread mode and immediately enters sleep mode. This mechanism can
be used in applications that only require the processor to run when an exception occurs.

1.8.2 Wake Up From Sleep Mode

The conditions for the processor to wake up depend on the mechanism that caused it to enter sleep
mode.

1.8.2.1 Wake Up From WFI or Sleep-on-Exit

Normally, the processor wakes up only when the NVIC detects an exception with sufficient priority to
cause exception entry. Some embedded systems might have to execute system restore tasks after the
processor wakes up and before executing an interrupt handler. Entry to the interrupt handler can be
delayed by setting the PRIMASK bit and clearing the FAULTMASK bit. If an interrupt arrives that is
enabled and has a higher priority than current exception priority, the processor wakes up but does not
execute the interrupt handler until the processor clears PRIMASK. For more information about PRIMASK
and FAULTMASK, see and .

1.8.2.2 Wake Up From WFE
The processor wakes up if it detects an exception with sufficient priority to cause exception entry.

In addition, if the SEVONPEND bit in the SYSCTRL register is set, any new pending interrupt triggers an
event and wakes up the processor, even if the interrupt is disabled or has insufficient priority to cause
exception entry. For more information about SYSCTRL, see Section 2.5.6.

1.9 Instruction Set Summary

The processor implements a version of the Thumb instruction set. Table 1-23 lists the supported
instructions.
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NOTE: The following conventions apply in Table 1-23:
« Angle brackets, <>, enclose alternative forms of the operand.

«  Braces, {}, enclose optional operands.

e The Operands column is not exhaustive.
< Op2is a flexible second operand that can be either a register or a constant.
¢ Most instructions can use an optional condition code suffix.

For more information on the instructions and operands, see the instruction descriptions in the
Arm Cortex-M4 Technical Reference Manual.

Table 1-23. Cortex-M4F Instruction Summary

Mnemonic Operands Brief Description Flags
ADC, ADCS {Rd,} Rn, Op2 Add with carry N,Z,C,V
ADD, ADDS {Rd,} Rn, Op2 Add N,Z,C,V
ADD, ADDW {Rd,} Rn, #imm12 Add -
ADR Rd, label Load PC-relative address -
AND, ANDS {Rd,} Rn, Op2 Logical AND N,Z,C
ASR, ASRS Rd, Rm, <Rs|#n> Arithmetic shift right N,zZ,C
B label Branch -
BFC Rd, #lIsb, #width Bit field clear -
BFI Rd, Rn, #lsb, #width Bit field insert -
BIC, BICS {Rd,} Rn, Op2 Bit clear N,Z,C
BKPT #imm Breakpoint -
BL label Branch with link -
BLX Rm Branch indirect with link -
BX Rm Branch indirect -
CBNz Rn, label Compare and branch if nonzero —
CBz Rn, label Compare and branch if zero -
CLREX - Clear exclusive -
CLz Rd, Rm Count leading zeros -
CMN Rn, Op2 Compare negative N,Z,C,V
CMP Rn, Op2 Compare N,Z,C,V
CPSID i Change processor state, disable interrupts -
CPSIE i Change processor state, enable interrupts -
DMB - Data memory barrier -
DSB - Data synchronization barrier —
EOR, EORS {Rd,} Rn, Op2 Exclusive OR N,Z,C
ISB - Instruction synchronization barrier —
IT - If-Then condition block -
LDM Rn{!}, reglist Load multiple registers, increment after -
LDMDB, LDMEA Rn{!}, reglist Load multiple registers, decrement before -
LDMFD, LDMIA Rn{!}, reglist Load multiple registers, increment after -
LDR Rt, [Rn, #offset] Load register with word -
LDRB, LDRBT Rt, [Rn, #offset] Load register with byte -
LDRD Rt, Rt2, [Rn, #offset] Load register with 2 bytes -
LDREX Rt, [Rn, #offset] Load register exclusive -
LDREXB Rt, [Rn] Load register exclusive with byte -
LDREXH Rt, [Rn] Load register exclusive with halfword -
LDRH, LDRHT Rt, [Rn, #offset] Load register with halfword -
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Table 1-23. Cortex-M4F Instruction Summary (continued)

Mnemonic Operands Brief Description Flags
LDRSB, LDRSBT Rt, [Rn, #offset] Load register with signed byte -
LDRSH, LDRSHT Rt, [Rn, #offset] Load register with signed halfword -
LDRT Rt, [Rn, #offset] Load register with word -
LSL, LSLS Rd, Rm, <Rs|#n> Logical shift left N,Z,C
LSR, LSRS Rd, Rm, <Rs|#n> Logical shift right N,Z,C
MLA Rd, Rn, Rm, Ra Multiply with accumulate, 32-bit result -
MLS Rd, Rn, Rm, Ra Multiply and subtract, 32-bit result -
MOV, MOVS Rd, Op2 Move N,Z,C
MOV, MOVW Rd, #imm16 Move 16-bit constant N,zZ,C
MOVT Rd, #imm16 Move top -
MRS Rd, spec_reg Move from special register to general register -
MSR spec_reg, Rm Move from general register to special register N,Z,C,V
MUL, MULS {Rd,} Rn, Rm Multiply, 32-bit result N,Z
MVN, MVNS Rd, Op2 Move NOT N,z,C
NOP - No operation -
ORN, ORNS {Rd,} Rn, Op2 Logical OR NOT N,Z,C
ORR, ORRS {Rd,} Rn, Op2 Logical OR N,Z,C
PKHTB, PKHBT {Rd,} Rn, Rm, Op2 Pack halfword -
POP reglist Pop registers from stack -
PUSH reglist Push registers onto stack -
QADD {Rd,} Rn, Rm Saturating add Q
QADD16 {Rd,} Rn, Rm Saturating add 16 -
QADDS8 {Rd,} Rn, Rm Saturating add 8 -
QASX {Rd,} Rn, Rm Saturating add and subtract with exchange -
QDADD {Rd,} Rn, Rm Saturating double and add Q
QDSUB {Rd,} Rn, Rm Saturating double and subtract Q
QSAX {Rd,} Rn, Rm Saturating subtract and add with exchange -
QSuB {Rd,} Rn, Rm Saturating subtract Q
QSUB16 {Rd,} Rn, Rm Saturating subtract 16 -
QsuBs8 {Rd,} Rn, Rm Saturating subtract 8 -
RBIT Rd, Rn Reverse bits -
REV Rd, Rn Reverse byte order in a word -
REV16 Rd, Rn Reverse byte order in each halfword -
REVSH Rd. Rn eR><et\elz$1§e byte order in bottom halfword and sign _
ROR, RORS Rd, Rm, <Rs|#n> Rotate right N,Z,C
RRX, RRXS Rd, Rm Rotate right with extend N,Z,C
RSB, RSBS {Rd,} Rn, Op2 Reverse subtract N,Z,C,V
SADD16 {Rd,} Rn, Rm Signed add 16 GE
SADDS8 {Rd,} Rn, Rm Signed add 8 GE
SASX {Rd,} Rn, Rm Signed add and subtract with exchange GE
SBC, SBCS {Rd,} Rn, Op2 Subtract with carry N,Z,C,V
SBFX Rd, Rn, #Isb, #width Signed bit field extract -
SDIV {Rd,} Rn, Rm Signed divide -
SEL {Rd,} Rn, Rm Select bytes -
SEV - Send event -
SHADD16 {Rd,} Rn, Rm Signed halving add 16 -
SHADDS8 {Rd,} Rn, Rm Signed halving add 8 -
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Table 1-23. Cortex-M4F Instruction Summary (continued)

Mnemonic Operands Brief Description Flags
SHASX {Rd,} Rn, Rm Signed halving add and subtract with exchange -
SHSAX {Rd,} Rn, Rm Signed halving add and subtract with exchange -
SHSUB16 {Rd,} Rn, Rm Signed halving subtract 16
SHSUBS8 {Rd,} Rn, Rm Signed halving subtract 8 -
gmtﬁEg gmtﬁ?-{ Rd, Rn, Rm, Ra Signed multiply accumulate long (halfwords) Q
SMLAD, SMLADX Rd, Rn, Rm, Ra Signed multiply accumulate dual Q
SMLAL RdLo, RdHi, Rn, Rm rSeigs;SI?d multiply with accumulate (32x32+64), 64-bit _
gmtﬁ:}?g gmtﬁ‘tﬁr RdLo, RdHi, Rn, Rm Signed multiply accumulate long (halfwords) -
SMLALD, SMLALDX RdLo, RdHi, Rn, Rm Signed multiply accumulate long dual -
SMLAWB, SMLAWT Rd, Rn, Rm, Ra Signed multiply accumulate, word by halfword Q
SMLSD SMLSDX Rd, Rn, Rm, Ra Signed multiply subtract dual Q
SMLSLD SMLSLDX RdLo, RdHi, Rn, Rm Signed multiply subtract long dual
SMMLA Rd, Rn, Rm, Ra Signed most significant word multiply accumulate -
SMMLS, SMMLR Rd, Rn, Rm, Ra Signed most significant word multiply subtract -
SMMUL, SMMULR {Rd,} Rn, Rm Signed most significant word multiply -
SMUAD SMUADX {Rd,} Rn, Rm Signed dual multiply add Q
gmgt.?g gmgt.?:rr {Rd,} Rn, Rm Signed multiply halfwords -
SMULL RdLo, RdHi, Rn, Rm Signed multiply (32x32), 64-bit result -
SMULWB, SMULWT {Rd,} Rn, Rm Signed multiply by halfword -
SMUSD, SMUSDX {Rd,} Rn, Rm Signed dual multiply subtract -
SSAT Rd, #n, Rm {,shift #s} Signed saturate Q
SSAT16 Rd, #n, Rm Signed saturate 16 Q
SSAX {Rd,} Rn, Rm Saturating subtract and add with exchange GE
SSUB16 {Rd,} Rn, Rm Signed subtract 16 -
SSUB8 {Rd,} Rn, Rm Signed subtract 8 -
STM Rn{!}, reglist Store multiple registers, increment after -
STMDB, STMEA Rn{!}, reglist Store multiple registers, decrement before -
STMFD, STMIA Rn{!}, reglist Store multiple registers, increment after -
STR Rt, [Rn {, #offset}] Store register word -
STRB, STRBT Rt, [Rn {, #offset}] Store register byte -
STRD Rt, Rt2, [Rn {, #offset}] Store register two words -
STREX Rt, Rt, [Rn {, #offset}] Store register exclusive -
STREXB Rd, Rt, [Rn] Store register exclusive byte -
STREXH Rd, Rt, [Rn] Store register exclusive halfword -
STRH, STRHT Rt, [Rn {, #offset}] Store register halfword -
STRSB, STRSBT Rt, [Rn {, #offset}] Store register signed byte -
STRSH, STRSHT Rt, [Rn {, #offset}] Store register signed halfword -
STRT Rt, [Rn {, #offset}] Store register word -
SUB, SUBS {Rd,} Rn, Op2 Subtract N,Z,C,V
SUB, SUBW {Rd,} Rn, #imm12 Subtract 12-bit constant N,Z,C,V
SvC #imm Supervisor call -
SXTAB {Rd,} Rn, Rm, {,ROR #} Extend 8 bits to 32 and add -
SXTAB16 {Rd,} Rn, Rm,{,ROR #} Dual extend 8 bits to 16 and add -
SXTAH {Rd,} Rn, Rm{,ROR #} Extend 16 bits to 32 and add -
SXTB16 {Rd,} Rm {,ROR #n} Signed extend byte 16 -
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Table 1-23. Cortex-M4F Instruction Summary (continued)

Mnemonic Operands Brief Description Flags
SXTB {Rd,} Rm {,ROR #n} Sign extend a byte -
SXTH {Rd,} Rm {,ROR #n} Sign extend a halfword -
TBB [Rn, Rm] Table branch byte -
TBH [Rn, Rm, LSL #1] Table branch halfword -
TEQ Rn, Op2 Test equivalence N,Z,C
TST Rn, Op2 Test N,zZ,C
UADD16 {Rd,} Rn, Rm Unsigned add 16 GE
UADDS8 {Rd,} Rn, Rm Unsigned add 8 GE
UASX {Rd,} Rn, Rm Unsigned add and subtract with exchange GE
UHADD16 {Rd,} Rn, Rm Unsigned halving add 16 -
UHADDS8 {Rd,} Rn, Rm Unsigned halving add 8 -
UHASX {Rd,} Rn, Rm Unsigned halving add and subtract with exchange -
UHSAX {Rd,} Rn, Rm Unsigned halving subtract and add with exchange -
UHSUB16 {Rd,} Rn, Rm Unsigned halving subtract 16 -
UHSUBS {Rd,} Rn, Rm Unsigned halving subtract 8 -
UBFX Rd, Rn, #Isb, #width Unsigned bit field extract -
ubiv {Rd,} Rn, Rm Unsigned divide -
UMAAL RdLo, RdHi, Rn. Rm ér;(iggicé‘lr;uét‘iﬁIgitarzc;larl?ulate accumulate long _
UMLAL RdLo, RdHi, Rn, Rm gz_sg%rlzgur::ultiply with accumulate (32x32+32+32), _
UMULL RdLo, RdHi, Rn, Rm Unsigned multiply (32x32), 64-bit result -
UQADD16 {Rd,} Rn, Rm Unsigned saturating add 16 -
UQADDS8 {Rd,} Rn, Rm Unsigned saturating add 8 -
UQASX {Rd} Rn, Rm ;J)?srl]grrllzcé saturating add and subtract with _
UQSAX {Rd.} Rn, Rm g;csrlgglz(é saturating subtract and add with _
UQsSuUB16 {Rd,} Rn, Rm Unsigned saturating subtract 16 -
uQsuBs {Rd,} Rn, Rm Unsigned saturating subtract 8 -
USADS8 {Rd,} Rn, Rm Unsigned sum of absolute differences -
USADAS {Rd} Rn, Rm, Ra ;Jcn;ijg]:ﬁgtzum of absolute differences and _
USAT Rd, #n, Rm {,shift #s} Unsigned saturate Q
USAT16 Rd, #n, Rm Unsigned saturate 16 Q
USAX {Rd,} Rn, Rm Unsigned subtract and add with exchange GE
UsSuB16 {Rd,} Rn, Rm Unsigned subtract 16 GE
usuBs {Rd,} Rn, Rm Unsigned subtract 8 GE
UXTAB {Rd,} Rn, Rm, {,ROR #} Rotate, extend 8 bits to 32 and add -
UXTAB16 {Rd,} Rn, Rm, {,ROR #} Rotate, dual extend 8 bits to 16 and add -
UXTAH {Rd,} Rn, Rm, {,ROR #} Rotate, unsigned extend and add halfword -
UXTB {Rd,} Rm, {,ROR #n} Zero extend a Byte -
UXTB16 {Rd,} Rm, {,ROR #n} Unsigned extend byte 16 -
UXTH {Rd,} Rm, {,ROR #n} Zero extend a halfword -
VABS.F32 Sd, Sm Floating-point absolute -
VADD.F32 {Sd,} Sn, Sm Floating-point add -
VCMP.F32 Sd, <Sm | #0.0> ffc‘)’;‘iﬁgfgot}’rvl?r‘l%?sﬁt’;?‘gr?é”;erfgiSters' or one FPSCR
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Table 1-23. Cortex-M4F Instruction Summary (continued)

Mnemonic Operands Brief Description Flags
Compare two floating-point registers, or one
VCMPE.F32 Sd, <Sm | #0.0> floating-point register and zero with Invalid FPSCR
Operation check
VCVT.S32.F32 Sd, Sm Convert between floating-point and integer -
VCVT.S16.F32 Sd, Sd, #fbits Convert between floating-point and fixed point -
VCVTR.S32 F32 Sd, Sm rCoclajrr\]\g?rr]tgbetween floating-point and integer with _
VCVT<B|H>.F32.F16 Sd, Sm Converts half-precision value to single-precision -
VCVTT<B|T>.F32.F16 Sd, Sm Converts single-precision register to half-precision -
VDIV.F32 {Sd,} Sn, Sm Floating-point divide -
VFMA.F32 {Sd,} Sn, Sm Floating-point fused multiply accumulate -
VFNMA.F32 {Sd,} Sn, Sm Floating-point fused negate multiply accumulate -
VFMS.F32 {Sd,} Sn, Sm Floating-point fused multiply subtract -
VFNMS.F32 {Sd,} Sn, Sm Floating-point fused negate multiply subtract -
VLDM.F<32|64> Rn{!}, list Load multiple extension registers -
VLDR.F<32|64> <Dd|Sd>, [Rn] Load an extension register from memory -
VLMA.F32 {Sd,} Sn, Sm Floating-point multiply accumulate -
VLMS.F32 {Sd,} Sn, Sm Floating-point multiply subtract -
VMOV.F32 Sd, #imm Floating-point move immediate -
VMOV Sd, Sm Floating-point move register -
VMOV Sn, Rt Copy Arm core register to single precision -
VMOV Sm, Sm1, Rt, Rt2 Copy two Arm core registers to two single precision -
VMOV Dd[x], Rt Copy Arm core register to scalar -
VMOV Rt, Dn[x] Copy scalar to Arm core register -
VMRS Rt, FPSCR Move FPSCR to Arm core register or APSR N,Z,C,V
VMSR FPSCR, Rt Move to FPSCR from Arm Core register FPSCR
VMUL.F32 {Sd,} Sn, Sm Floating-point multiply -
VNEG.F32 Sd, Sm Floating-point negate -
VNMLA.F32 {Sd,} Sn, Sm Floating-point multiply and add -
VNMLS.F32 {Sd,} Sn, Sm Floating-point multiply and subtract -
VNMUL {Sd,} Sn, Sm Floating-point multiply -
VPOP list Pop extension registers -
VPUSH list Push extension registers -
VSQRT.F32 Sd, Sm Calculates floating-point square root -
VSTM Rn{!}, list Floating-point register store multiple -
VSTR.F3<32|64> Sd, [Rn] Stores an extension register to memory -
VSUB.F<32|64> {Sd,} Sn, Sm Floating-point subtract -
WFE - Wait for event -
WFI - Wait for interrupt -
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This chapter describes the MSP432E4 implementation of the Cortex-M4 processor peripherals.
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2.1 Introduction
This chapter describes the following peripherals:
» SysTick Section 2.2.1
Provides a simple, 24-bit clear-on-write, decrementing, wrap-on-zero counter with a flexible control
mechanism.
* Nested Vectored Interrupt Controller (NVIC) Section 2.2.2
— Facilitates low-latency exception and interrupt handling
— Controls power management
— Implements system control registers
e System Control Block (SCB) Section 2.2.3
Provides system implementation information and system control, including configuration, control, and
reporting of system exceptions.
* Memory Protection Unit (MPU) Section 2.2.4
Supports the standard Armv7 Protected Memory System Architecture (PMSA) model. The MPU
provides full support for protection regions, overlapping protection regions, access permissions, and
exporting memory attributes to the system.
» Floating-Point Unit (FPU) Section 2.2.5
Fully supports single-precision add, subtract, multiply, divide, multiply and accumulate, and square root
operations. It also provides conversions between fixed-point and floating-point data formats, and
floating-point constant instructions.
Table 2-1 shows the address map of the Private Peripheral Bus (PPB). Some peripheral register regions
are split into two address regions, as indicated by two addresses listed.
Table 2-1. Core Peripheral Register Regions
Address Core Peripheral Description
0xE000.E010 to OXEO00.EO1F System Timer Section 2.2.1
8?58885538 ig 8?(5838%&%5 Nested Vectored Interrupt Controller Section 2.2.2
OxE000.E008-0xE000.EO0F .
OXEO00.EDOO 1o OXE0Q0. ED3F System Control Block Section 2.2.3
0xE000.ED90 to 0XEO00.EDB8 Memory Protection Unit Section 2.2.4
0xE000.EF30 to 0XEO00.EF44 Floating Point Unit Section 2.2.5
2.2 Functional Description
This chapter provides information on the MSP432E4 implementation of the Cortex-M4 processor
peripherals: SysTick, NVIC, SCB, MPU, FPU.
2.2.1 System Timer (SysTick)
Cortex-M4 includes an integrated system timer, SysTick, which provides a simple, 24-bit clear-on-write,
decrementing, wrap-on-zero counter with a flexible control mechanism. The counter can be used in
several different ways, for example as:
* An RTOS tick timer that fires at a programmable rate (for example, 100 Hz) and invokes a SysTick
routine.
* A high-speed alarm timer using the system clock.
» A variable rate alarm or signal timera€"the duration is range-dependent on the reference clock used
and the dynamic range of the counter.
» A simple counter used to measure time to completion and time used.
* An internal clock source control based on missing/meeting durations. The COUNT bit in the STCTRL
control and status register can be used to determine if an action completed within a set duration, as
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2.2.2.

part of a dynamic clock management control loop.

The timer consists of three registers:

e SysTick Control and Status (STCTRL) : A control and status counter to configure its clock, enable the
counter, enable the SysTick interrupt, and determine counter status.

» SysTick Reload Value (STRELOAD) : The reload value for the counter, used to provide the counter's
wrap value.

» SysTick Current Value (STCURRENT) : The current value of the counter.
When enabled, the timer counts down on each clock from the reload value to zero, reloads (wraps) to the
value in the STRELOAD register on the next clock edge, then decrements on subsequent clocks. Clearing

the STRELOAD register disables the counter on the next wrap. When the counter reaches zero, the
COUNT status bit is set. The COUNT bit clears on reads.

Writing to the STCURRENT register clears the register and the COUNT status bit. The write does not
trigger the SysTick exception logic. On a read, the current value is the value of the register at the time the
register is accessed.

The SysTick counter runs on the system clock. If this clock signal is stopped for low power mode, the
SysTick counter stops. Ensure software uses aligned word accesses to access the SysTick registers.

The SysTick counter reload and current value are undefined at reset; the correct initialization sequence for
the SysTick counter is:

1. Program the value in the STRELOAD register.

2. Clear the STCURRENT register by writing to it with any value.

3. Configure the STCTRL register for the required operation.

NOTE: When the processor is halted for debugging, the counter does not decrement.

Nested Vectored Interrupt Controller (NVIC)
This section describes the Nested Vectored Interrupt Controller (NVIC) and the registers it uses. The
NVIC supports:
e 109 interrupts

» A programmable priority level of 0 to 7 for each interrupt. A higher level corresponds to a lower priority,
so level 0 is the highest interrupt priority.

» Low-latency exception and interrupt handling

» Level and pulse detection of interrupt signals

» Dynamic reprioritization of interrupts

» Grouping of priority values into group priority and subpriority fields
» Interrupt tail-chaining

* An external nonmaskable interrupt (NMI)

The processor automatically stacks its state on exception entry and unstacks this state on exception exit,
with no instruction overhead, providing low latency exception handling.

1 Level-Sensitive and Pulse Interrupts

The processor supports both level-sensitive and pulse interrupts. Pulse interrupts are also described as
edge-triggered interrupts.

A level-sensitive interrupt is held asserted until the peripheral deasserts the interrupt signal. Typically this
happens because the ISR accesses the peripheral, causing it to clear the interrupt request. A pulse
interrupt is an interrupt signal sampled synchronously on the rising edge of the processor clock. To ensure
the NVIC detects the interrupt, the peripheral must assert the interrupt signal for at least one clock cycle,
during which the NVIC detects the pulse and latches the interrupt.
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When the processor enters the ISR, it automatically removes the pending state from the interrupt. For
more information, see Section 2.2.2.2. For a level-sensitive interrupt, if the signal is not deasserted before
the processor returns from the ISR, the interrupt becomes pending again, and the processor must execute
its ISR again. As a result, the peripheral can hold the interrupt signal asserted until it no longer needs
servicing.

2.2.2.2 Hardware and Software Control of Interrupts

The Cortex-M4 latches all interrupts. A peripheral interrupt becomes pending for one of the following
reasons:

» The NVIC detects that the interrupt signal is high and the interrupt is not active.
» The NVIC detects a rising edge on the interrupt signal.

» Software writes to the corresponding interrupt set-pending register bit, or to the Software Trigger
Interrupt (SWTRIG) register to make a Software-Generated Interrupt pending. For more information,
see the INT bit in the PENDO register on Section 2.4.3 or SWTRIG on Section 2.4.7.

A pending interrupt remains pending until one of the following:

» The processor enters the ISR for the interrupt, changing the state of the interrupt from pending to
active. Then:

— For a level-sensitive interrupt, when the processor returns from the ISR, the NVIC samples the
interrupt signal. If the signal is asserted, the state of the interrupt changes to pending, which might
cause the processor to immediately re-enter the ISR. Otherwise, the state of the interrupt changes
to inactive.

— For a pulse interrupt, the NVIC continues to monitor the interrupt signal, and if this is pulsed the
state of the interrupt changes to pending and active. In this case, when the processor returns from
the ISR the state of the interrupt changes to pending, which might cause the processor to
immediately re-enter the ISR.

If the interrupt signal is not pulsed while the processor is in the ISR, when the processor returns
from the ISR the state of the interrupt changes to inactive.

» Software writes to the corresponding interrupt clear-pending register bit.

— For a level-sensitive interrupt, if the interrupt signal is still asserted, the state of the interrupt does
not change. Otherwise, the state of the interrupt changes to inactive.

— For a pulse interrupt, the state of the interrupt changes to inactive, if the state was pending or to
active, if the state was active and pending.

2.2.3 System Control Block (SCB)
The System Control Block (SCB) provides system implementation information and system control,
including configuration, control, and reporting of the system exceptions.

2.2.4 Memory Protection Unit (MPU)
This section describes the Memory protection unit (MPU). The MPU divides the memory map into a
number of regions and defines the location, size, access permissions, and memory attributes of each
region. The MPU supports independent attribute settings for each region, overlapping regions, and export
of memory attributes to the system.
The memory attributes affect the behavior of memory accesses to the region. The Cortex-M4 MPU defines
eight separate memory regions, 0 to 7, and a background region.
When memory regions overlap, a memory access is affected by the attributes of the region with the
highest number. For example, the attributes for region 7 take precedence over the attributes of any region
that overlaps region 7.
The background region has the same memory access attributes as the default memory map, but is
accessible from privileged software only.
The Cortex-M4 MPU memory map is unified, meaning that instruction accesses and data accesses have
the same region settings.
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If a program accesses a memory location that is prohibited by the MPU, the processor generates a
memory management fault, causing a fault exception and possibly causing termination of the process in
an OS environment. In an OS environment, the kernel can update the MPU region setting dynamically
based on the process to be executed. Typically, an embedded OS uses the MPU for memory protection.

Configuration of MPU regions is based on memory types. For more information, see Section 1.5.1.

Table 2-2 shows the possible MPU region attributes. For programming a microcontroller implementation,
see Section 2.2.4.2.1 for guidelines.

Table 2-2. Memory Attributes Summary

Memory Type Description
Strongly Ordered All accesses to strongly ordered memory occur in program order.
Device Memory-mapped peripherals
Normal Normal memory

To avoid unexpected behavior, disable the interrupts before updating the attributes of a region that the
interrupt handlers might access.

Ensure software uses aligned accesses of the correct size to access MPU registers:

» Except for the MPU Region Attribute and Size (MPUATTR) register, all MPU registers must be
accessed with aligned word accesses.

« The MPUATTR register can be accessed with byte or aligned halfword or word accesses.
The processor does not support unaligned accesses to MPU registers.

When setting up the MPU, and if the MPU has previously been programmed, disable unused regions to
prevent any previous region settings from affecting the new MPU setup.

2.2.4.1 Updating an MPU Region

To update the attributes for an MPU region, the MPU Region Number (MPUNUMBER), MPU Region Base
Address (MPUBASE) and MPUATTR registers must be updated. Each register can be programmed
separately or with a multiple-word write to program all of these registers. You can use the MPUBASEXx and
MPUATTRX aliases to program up to four regions simultaneously using an STM instruction.

2.2.4.1.1 Updating an MPU Region Using Separate Words
This example simple code configures one region:

; R1 = region number

; R2 = size/enable

; R3 = attributes

; R4 = address

LDR RO,=MPUNUMBER ; OXEOOOED98, MPU region number register
STR R1, [RO, #0x0] ; Region Number

STR R4, [RO, #0x4] ; Region Base Address

STRH R2, [RO, #0x8] ; Region Size and Enable

STRH R3, [RO, #O0xA] ; Region Attribute

Disable a region before writing new region settings to the MPU if you have previously enabled the region
being changed. For example:

; R1 = region number
; R2 = size/enable
; R3 = attributes
; R4 = address
LDR RO,=MPUNUMBER ; OXEOOOED98, MPU region number register
STR R1, [RO, #0xO0] ; Region Number
BIC R2, R2, #1 ; Disable
STRH R2, [RO, #0x8] ; Region Size and Enable
STR R4, [RO, #0x4] ; Region Base Address
STRH R3, [RO, #OxA] ; Region Attribute
ORR R2, #1 ; Enable
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STRH R2, [RO, #0x8] ; Region Size and Enable

Software must use memory barrier instructions:

» Before MPU setup, if there might be outstanding memory transfers, such as buffered writes, that might
be affected by the change in MPU settings.

» After MPU setup, if it includes memory transfers that must use the new MPU settings.

However, memory barrier instructions are not required if the MPU setup process starts by entering an
exception handler, or is followed by an exception return, because the exception entry and exception return
mechanism cause memory barrier behavior.

Software does not need any memory barrier instructions during MPU setup, because it accesses the MPU
through the Private Peripheral Bus (PPB), which is a Strongly Ordered memory region.

For example, if all of the memory access behavior is intended to take effect immediately after the
programming sequence, then a DSB instruction and an ISB instruction should be used. A DSB is required
after changing MPU settings, such as at the end of context switch. An ISB is required if the code that
programs the MPU region or regions is entered using a branch or call. If the programming sequence is
entered using a return from exception, or by taking an exception, then an ISB is not required.

2.2.4.1.2 Updating an MPU Region Using Multi-Word Writes

The MPU can be programmed directly using multi-word writes, depending how the information is divided.
Consider the following reprogramming:

; R1 region number

; R2 address

; R3 = size, attributes in one

LDR RO, =MPUNUMBER ; OxXEOOOED98, MPU region number register
STR R1, [RO, #0x0] ; Region Number

STR R2, [RO, #0x4] ; Region Base Address

STR R3, [RO, #0x8] ; Region Attribute, Size and Enable

An STM instruction can be used to optimize this:

; R1 = region number

; R2 = address

; R3 = size, attributes in one

LDR RO, =MPUNUMBER ; OxXEOOOED98, MPU region number register

STM RO, {R1-R3} ; Region number, address, attribute, size and enable

This operation can be done in two words for prepacked information, meaning that the MPU Region Base
Address (MPUBASE) register (see Section 2.6.4) contains the required region number and has the VALID
bit set. This method can be used when the data is statically packed, for example in a boot loader:

; R1 address and region number in one

; R2 = size and attributes in one

LDR RO, =MPUBASE ; OXEOOOED9C, MPU Region Base register

STR R1, [RO, #0x0] ; Region base address and region number combined
; with VALID (bit 4) set

STR R2, [RO, #0x4] ; Region Attribute, Size and Enable

2.2.4.1.3 Subregions

Regions of 256 bytes or more are divided into eight equal-sized subregions. Set the corresponding bit in
the SRD field of the MPU Region Attribute and Size (MPUATTR) register (see Section 2.6.5) to disable a
subregion. The least-significant bit of the SRD field controls the first subregion, and the most-significant bit
controls the last subregion. Disabling a subregion means another region overlapping the disabled range
matches instead. If no other enabled region overlaps the disabled subregion, the MPU issues a fault.

Regions of 32, 64, and 128 bytes do not support subregions. With regions of these sizes, the SRD field
must be configured to 0x00, otherwise the MPU behavior is unpredictable.
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2.2.4.1.3.1 Example of SRD Use

Two regions with the same base address overlap. Region one is 128 KB, and region two is 512 KB. To
ensure the attributes from region one apply to the first 128 KB region, configure the SRD field for region
two to 0x03 to disable the first two subregions, as Figure 2-1 shows.

Region 2, with Offset from
subregions base address
512KB
448KB
384KB
320KB
256KB
Region 1 192KB
128KB
64KB
0

Disabled subregion
Disabled subregion

Base address of both regions

Figure 2-1. SRD Use Example

2.2.4.2 MPU Access Permission Attributes

The access permission bits, TEX, S, C, B, AP, and XN of the MPUATTR register, control access to the
corresponding memory region. If an access is made to an area of memory without the required
permissions, then the MPU generates a permission fault.

Table 2-3 shows the encodings for the TEX, C, B, and S access permission bits. All encodings are shown
for completeness, however the current implementation of the Cortex-M4 does not support the concept of
cacheability or shareability. For information on programming the MPU for MSP432E4 implementations,
see Section 2.2.4.2.1.

Table 2-3. TEX, S, C, and B Bit Field Encoding

TEX S C B Memory Type Shareability Other Attributes
000b x @ 0 0 Strongly Ordered Shareable -
000 x® 0 1 Device Shareable -
000 0 1 0 Normal Not shareable
000 1 1 0 Normal Shareable Outer and inner write-through. No
000 0 1 1 Normal Not shareable | Write allocate.
000 1 1 1 Normal Shareable
001 0 0 0 Normal Not shareable .
Outer and inner noncacheable.
001 1 0 0 Normal Shareable
Reserved
@ — _
001 X 0 ! encoding
Reserved
(6] _ —
001 X L 0 encoding
001 0 1 1 Normal Not shareable | outer and inner write-back. Write and
001 1 1 1 Normal Shareable read allocate.
010 x® 0 0 Device Not shareable | Nonshared Device.
Reserved
@ — _
010 X 0 ! encoding
Reserved
(€ (6] _ _
010 X L X encoding
1BB 0 A A Normal Not shareable | Cached memory (BB = outer policy,
AA = inner policy).
1BB 1 A A Normal Shareable See Table 2-4 for the encoding of the
AA and BB bits.
@ The MPU ignores the value of this bit.
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Table 2-4 shows the cache policy for memory attribute encodings with a TEX value in the range of 0x4 to
0x7.

Table 2-4. Cache Policy for Memory Attribute Encoding

EArx:g?ng, Corresponding Cache Policy
00 Noncacheable
01 Write back, write and read allocate
10 Write through, no write allocate
11 Write back, no write allocate

Table 2-5 shows the AP encodings in the MPUATTR register that define the access permissions for
privileged and unprivileged software.

Table 2-5. AP Bit Field Encoding

AP Bit Field sodio | oo Description
000 No access No access All accesses generate a permission fault.
001 RW No access Access from privileged software only.
010 RW RO Writes by unprivileged software generate a permission fault.
011 RW RW Full access.
100 Unpredictable Unpredictable Reserved.
101 RO No access Reads by privileged software only.
110 RO RO Read-only, by privileged or unprivileged software.
111 RO RO Read-only, by privileged or unprivileged software.

2.2.4.2.1 MPU Configuration for a MSP432E4 Microcontroller

MSP432E4 microcontrollers have only a single processor and no caches. As a result, the MPU should be
programmed as shown in Table 2-6.

Table 2-6. Memory Region Attributes for MSP432E4 Microcontrollers

Memory Region TEX S © B Memory Type and Attributes
Flash memory 000b 0 1 0 Normal memory, nonshareable, write-through
Internal SRAM 000b 1 1 0 Normal memory, shareable, write-through
External SRAM 000b 1 1 1 Normal memory, shareable, write-back, write-allocate
Peripherals 000b 1 0 1 Device memory, shareable

In current MSP432E4 microcontroller implementations, the shareability and cache policy attributes do not
affect the system behavior. However, using these settings for the MPU regions can make the application
code more portable. The values given are for typical situations.

2.2.4.3 MPU Mismatch

When an access violates the MPU permissions, the processor generates a memory management fault.
For more information, see Section 1.4.3. The MFAULTSTAT register indicates the cause of the fault. For
more information, see Section 2.5.12.

2.2.5 Floating-Point Unit (FPU)

This section describes the Floating-Point Unit (FPU) and the registers it uses. The FPU provides:
« 32-bit instructions for single-precision (C float) data-processing operations
» Combined multiply and accumulate instructions for increased precision (Fused MAC)
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» Hardware support for conversion, addition, subtraction, multiplication with optional accumulate,
division, and square-root

» Hardware support for denormals and all IEEE rounding modes

» 32 dedicated 32-bit single-precision registers, also addressable as 16 double-word registers

» Decoupled three stage pipeline

The Cortex-M4F FPU fully supports single-precision add, subtract, multiply, divide, multiply and
accumulate, and square root operations. It also provides conversions between fixed-point and floating-
point data formats, and floating-point constant instructions. The FPU provides floating-point computation
functionality that is compliant with the ANSI/IEEE Std 754-2008, IEEE Standard for Binary Floating-Point

Arithmetic, referred to as the IEEE 754 standard. The FPU's single-precision extension registers can also
be accessed as 16 doubleword registers for load, store, and move operations.

2.2.5.1 FPU Views of the Register Bank

The FPU provides an extension register file containing 32 single-precision registers. These can be viewed
as:

» Sixteen 64-bit doubleword registers, DO to D15
e Thirty-two 32-bit single-word registers, SO to S31
* A combination of registers from the above views

= - D1 ]
= - D2 ]
= - D3
2;2 —D14—
— D15

Figure 2-2. FPU Register Bank

The mapping between the registers is as follows:
* S<2n> maps to the least significant half of D<n>
* S<2n+1> maps to the most significant half of D<n>

For example, you can access the least significant half of the value in D6 by accessing S12, and the most
significant half of the elements by accessing S13.
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2.2.5.2 Modes of Operation

The FPU provides three modes of operation to accommodate a variety of applications.
Full-Compliance mode

In Full-Compliance mode, the FPU processes all operations according to the IEEE 754 standard in
hardware.

Flush-to-Zero mode

Setting the FZ bit of the Floating-Point Status and Control (FPSC) register enables Flush-to-Zero mode. In
this mode, the FPU treats all subnormal input operands of arithmetic CDP operations as zeros in the
operation. Exceptions that result from a zero operand are signalled appropriately. VABS, VNEG, and
VMOV are not considered arithmetic CDP operations and are not affected by Flush-to-Zero mode. A result
that is tiny, as described in the IEEE 754 standard, where the destination precision is smaller in magnitude
than the minimum normal value before rounding, is replaced with a zero. The IDC bit in FPSC indicates
when an input flush occurs. The UFC bit in FPSC indicates when a result flush occurs.

Default NaN mode

Setting the DN bit in the FPSC register enables default NaN mode. In this mode, the result of any
arithmetic data processing operation that involves an input NaN, or that generates a NaN result, returns
the default NaN. Propagation of the fraction bits is maintained only by VABS, VNEG, and VMOV
operations. All other CDP operations ignore any information in the fraction bits of an input NaN.

2.2.5.3 Compliance With the IEEE 754 Standard

When Default NaN (DN) and Flush-to-Zero (FZ) modes are disabled, FPv4 functionality is compliant with
the IEEE 754 standard in hardware. No support code is required to achieve this compliance.

2.2.5.4 Complete Implementation of the IEEE 754 Standard

The Cortex-M4F floating point instruction set does not support all operations defined in the IEEE 754-2008
standard. Unsupported operations include, but are not limited to the following:

* Remainder

* Round floating-point number to integer-valued floating-point number

* Binary-to-decimal conversions

» Decimal-to-binary conversions

» Direct comparison of single-precision and double-precision values

The Cortex-M4FPU supports fused MAC operations as described in the IEEE standard. For complete

implementation of the IEEE 754-2008 standard, floating-point functionality must be augmented with library
functions.
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2.2.5.5 |EEE 754 Standard Implementation Choices

2.2.5.5.1 NaN Handling

All single-precision values with the maximum exponent field value and a nonzero fraction field are valid
NaNs. A most-significant fraction bit of zero indicates a Signaling NaN (SNaN). A one indicates a Quiet
NaN (QNaN). Two NaN values are treated as different NaNs if they differ in any bit. The table below
shows the default NaN values.

Table 2-7. NaN Handling

Sign Fraction Fraction
0 OxFF bit [22] = 1, bits [21:0] are all zeros

Processing of input NaNs for Arm floating-point functionality and libraries is defined as follows:

* In full-compliance mode, NaNs are handled as described in the Arm Architecture Reference Manual.
The hardware processes the NaNs directly for arithmetic CDP instructions. For data transfer
operations, NaNs are transferred without raising the Invalid Operation exception. For the nonarithmetic
CDP instructions, VABS, VNEG, and VMOV, NaNs are copied, with a change of sign if specified in the
instructions, without causing the Invalid Operation exception.

» In default NaN mode, arithmetic CDP instructions involving NaN operands return the default NaN
regardless of the fractions of any NaN operands. SNaNs in an arithmetic CDP operation set the I0C
flag, FPSCR[0]. NaN handling by data transfer and nonarithmetic CDP instructions is the same as in
full-compliance mode.

Table 2-8. QNaN and SNaN Handling

Instruction Type Default NaN Mode With QNaN Operand With SNaN Operand
) - -
o VR rone o e QNN 0P | o Nl s deermine by e s
Arithmetic CDP according to the rules gi\}en in the given in the Arm Architecture Reference
Manual.
On Default NaN returns. 10C® set. Default NaN returns.
Non-arithmetic CDP Off/On NaN passes to destination with sign changed as appropriate.
FCMP(2) - Unordered compare. 10C set. Unordered compare.
FCMPE(2) - IOC set. Unordered compare. 10C set. Unordered compare.
All NaNs transferred Off/On All NaNs transferred

@ |OC is the Invalid Operation exception flag, FPSCR][0].

2.2.5.5.2 Comparisons

Comparison results modify the flags in the FPSCR. You can use the MVRS APSR_nzcv instruction
(formerly FMSTAT) to transfer the current flags from the FPSCR to the APSR. For mapping of IEEE 754-
2008 standard predicates to Arm conditions, see the Arm Architecture Reference Manual. The flags used
are chosen so that subsequent conditional execution of Arm instructions can test the predicates defined in
the IEEE standard.
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2.2.5.5.3 Underflow

The Cortex-M4F FPU uses the before rounding form of tininess and the inexact result form of loss of
accuracy as described in the IEEE 754-2008 standard to generate Underflow exceptions.

In flush-to-zero mode, results that are tiny before rounding, as described in the IEEE standard, are flushed
to a zero, and the UFC flag, FPSCR[3], is set. For information on flush-to-zero mode, see the Arm
Architecture Reference Manual.

When the FPU is not in flush-to-zero mode, operations are performed on subnormal operands. If the
operation does not produce a tiny result, it returns the computed result, and the UFC flag, FPSCR[3], is
not set. The IXC flag, FPSCR[4], is set if the operation is inexact. If the operation produces a tiny result,
the result is a subnormal or zero value, and the UFC flag, FPSCR[3], is set if the result was also inexact.

2.2.5.6 Exceptions

The FPU sets the cumulative exception status flag in the FPSCR register as required for each instruction,
in accordance with the FPv4 architecture. The FPU does not support user-mode traps. The exception
enable bits in the FPSCR read-as-zero, and writes are ignored. The processor also has six output pins,
FPIXC, FPUFC, FPOFC, FPDZC, FPIDC, and FPIOC, that each reflect the status of one of the cumulative
exception flags. For a description of these outputs, see the Arm Cortex-M4 Integration and Implementation
Manual.

The processor can reduce the exception latency by using lazy stacking. For more information, see
Auxiliary Control Register (ACTLR). This means that the processor reserves space on the stack for the FP
state, but does not save that state information to the stack. For more information, see the Armv7-M
Architecture Reference Manual.

2.2.5.7 Enabling the FPU

The FPU is disabled from reset. You must enable it before you can use any floating-point instructions. The
processor must be in privileged mode to read from and write to the Coprocessor Access Control (CPAC)
register. The below example code sequence enables the FPU in both privileged and user modes.

; CPACR is located at address OxXEOOOEDS88

LDR.W RO, =0xEOOOED88

; Read CPACR

LDR R1, [RO]

; Set bits 20-23 to enable CP10 and CP1l coprocessors
ORR R1, R1, #(OxF << 20)

; Write back the modified value to the CPACR

STR R1, [RO]; wait for store to complete

DSB

;reset pipeline now the FPU is enabled
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2.3 SysTick Registers

lists the Cortex-M4 Peripheral SysTick, NVIC, MPU, FPU and SCB registers. The offset listed is a
hexadecimal increment to the register's address, relative to the Core Peripherals base address of
O0XEOOOEO000 (ending address of OXEOOOEFFF).

NOTE: Register spaces that are not used are reserved for future or internal use. Software should
not modify any reserved memory address.

Table 2-9lists the memory-mapped registers for the SYSTICK. All register offset addresses not listed in
Table 2-9 should be considered as reserved locations and the register contents should not be modified.

Table 2-9. SYSTICK Registers

Offset Acronym Register Name Section

0x10 STCTRL SysTick Control and Status Register Section 2.3.1
0x14 STRELOAD SysTick Reload Value Register Section 2.3.2
0x18 STCURRENT SysTick Current Value Register Section 2.3.3

Complex bit access types are encoded to fit into small table cells. Table 2-10 shows the codes that are
used for access types in this section.

Table 2-10. SYSTICK Access Type Codes

Access Type ‘ Code ‘ Description
Read Type
R R | Read
Write Type
w w Write
wcC w Write
Reset or Default Value
-n Value after reset or the default
value
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2.3.1 STCTRL Register (Offset = 0x10) [reset = 0x0]

SysTick Control and Status Register (STCTRL)

NOTE: This register can be accessed only from privileged mode.

The SysTick STCTRL register enables the SysTick features.
STCTRL is shown in Figure 2-3 and described in Table 2-11.

Return to Summary Table.

Figure 2-3. STCTRL Register

31 30 29 28 27 26 25 24
RESERVED
R-0X0
23 22 21 20 19 18 17 16
RESERVED COUNT
R-0X0 R-0x0
15 14 13 12 11 10 9 8
RESERVED
R-0X0
7 6 5 4 3 2 1 0
RESERVED | CLK_SRC | INTEN ENABLE
R-0X0 R/W-0x0 R/W-0x0 R/W-0x0

Table 2-11. STCTRL Register Field Descriptions

Bit Field Type Reset Description
31-17 RESERVED R 0x0

16 COUNT R 0x0 Count Flag
This bit is cleared by a read of the register or if the STCURRENT
register is written with any value. If read by the debugger using the
DAP, this bit is cleared only if the MasterType bit in the AHB-AP
Control Register is clear. Otherwise, the COUNT bit is not changed
by the debugger read. See the Arm Debug Interface V5 Architecture
Specification for more information on MasterType.
0x0 = The SysTick timer has not counted to O since the last time this
bit was read.
0x1 = The SysTick timer has counted to O since the last time this bit
was read.

15-3 RESERVED R 0x0

2 CLK_SRC R/W 0x0 Clock Source
0x0 = Precision internal oscillator (PIOSC) divided by 4
1 = System clock

1 INTEN R/W 0x0 Interrupt Enable
0 = Interrupt generation is disabled. Software can use the COUNT
bit to determine if the counter has ever reached 0.
1 = An interrupt is generated to the NVIC when SysTick counts to 0.

0 ENABLE R/W 0x0 Enable
0 = The counter is disabled.
1 = Enables SysTick to operate in a multi-shot way. That is, the
counter loads the RELOAD value and begins counting down. On
reaching 0, the COUNT bit is set and an interrupt is generated if
enabled by INTEN. The counter then loads the RELOAD value again
and begins counting.
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2.3.2 STRELOAD Register (Offset = 0x14) [reset = 0x0]
SysTick Reload Value Register (STRELOAD)

NOTE: This register can only be accessed from privileged mode.

The STRELOAD register specifies the start value to load into the SysTick Current Value (STCURRENT)
register when the counter reaches 0. The start value can be between Ox1 and OXO0FFFFFF. A start value
of 0 is possible but has no effect because the SysTick interrupt and the COUNT bit are activated when
counting from 1 to 0.

SysTick can be configured as a multi-shot timer, repeated over and over, firing every N+1 clock pulses,
where N is any value from 1 to OXOOFFFFFF. For example, if a tick interrupt is required every 100 clock
pulses, 99 must be written into the RELOAD field.

Note that in order to access this register correctly, the system clock must be faster than 8 MHz.
STRELOAD is shown in Figure 2-4 and described in Table 2-12.
Return to Summary Table.

Figure 2-4. STRELOAD Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED \ RELOAD
R-0x0 R/W-0x0

Table 2-12. STRELOAD Register Field Descriptions

Bit Field Type Reset Description
31-24 RESERVED R 0x0
23-0 RELOAD RIW 0x0 Reload Value

Value to load into the SysTick Current Value (STCURRENT) register
when the counter reaches 0.
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2.3.3 STCURRENT Register (Offset = 0x18) [reset = 0x0]
SysTick Current Value Register (STCURRENT)

NOTE: This register can only be accessed from privileged mode.

The STCURRENT register contains the current value of the SysTick counter.
STCURRENT is shown in Figure 2-5 and described in Table 2-13.
Return to Summary Table.

Figure 2-5. STCURRENT Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED \ CURRENT
R-0x0 R/WC-0x0

Table 2-13. STCURRENT Register Field Descriptions

Bit Field Type Reset Description
31-24 RESERVED R 0x0
23-0 CURRENT R/WC 0x0 Current Value

This field contains the current value at the time the register is
accessed. No read-modify-write protection is provided, so change
with care. This register is write-clear. Writing to it with any value
clears the register. Clearing this register also clears the COUNT bit
of the STCTRL register.
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2.4 NVIC Registers

The NVIC registers can only be fully accessed from privileged mode, but interrupts can be pended while in
unprivileged mode by enabling the Configuration and Control (CFGCTRL) register. Any other unprivileged

mode access causes a bus fault.

Ensure software uses correctly aligned register accesses. The processor does not support unaligned

accesses to NVIC registers.

An interrupt can enter the pending state even if it is disabled.

Before programming the VTABLE register to relocate the vector table, ensure the vector table entries of

the new vector table are set up for fault handlers, NMI, and all enabled exceptions such as interrupts. For

more information, see Section 2.5.4.

Table 2-14 lists the memory-mapped registers for the NVIC. All register offset addresses not listed in
Table 2-14 should be considered as reserved locations and the register contents should not be modified.

Table 2-14. NVIC Registers

Offset Acronym Register Name Section

0x100 ENO Interrupt 0-31 Set Enable Section 2.4.1
0x104 EN1 Interrupt 32-63 Set Enable Section 2.4.1
0x108 EN2 Interrupt 64-95 Set Enable Section 2.4.1
0x10C EN3 Interrupt 96-113 Set Enable Section 2.4.1
0x180 DISO Interrupt 0-31 Clear Enable Section 2.4.2
0x184 DIS1 Interrupt 32-63 Clear Enable Section 2.4.2
0x188 DIS2 Interrupt 64-95 Clear Enable Section 2.4.2
0x18C DIS3 Interrupt 96-113 Clear Enable Section 2.4.2
0x200 PENDO Interrupt 0-31 Set Pending Section 2.4.3
0x204 PEND1 Interrupt 32-63 Set Pending Section 2.4.3
0x208 PEND2 Interrupt 64-95 Set Pending Section 2.4.3
0x20C PEND3 Interrupt 96-113 Set Pending Section 2.4.3
0x280 UNPENDO Interrupt 0-31 Clear Pending Section 2.4.4
0x284 UNPEND1 Interrupt 32-63 Clear Pending Section 2.4.4
0x288 UNPEND2 Interrupt 64-95 Clear Pending Section 2.4.4
0x28C UNPEND3 Interrupt 96-113 Clear Pending Section 2.4.4
0x300 ACTIVEO Interrupt 0-31 Active Bit Section 2.4.5
0x304 ACTIVE1L Interrupt 32-63 Active Bit Section 2.4.5
0x308 ACTIVE2 Interrupt 64-95 Active Bit Section 2.4.5
0x30C ACTIVES Interrupt 96-127 Active Bit Section 2.4.5
0x400 PRIO Interrupt 0-3 Priority Section 2.4.6
0x404 PRI1 Interrupt 4-7 Priority Section 2.4.6
0x408 PRI2 Interrupt 8-11 Priority Section 2.4.6
0x40C PRI3 Interrupt 12-15 Priority Section 2.4.6
0x410 PRI4 Interrupt 16-19 Priority Section 2.4.6
0x414 PRI5 Interrupt 20-23 Priority Section 2.4.6
0x418 PRI6 Interrupt 24-27 Priority Section 2.4.6
0x41C PRI7 Interrupt 28-31 Priority Section 2.4.6
0x420 PRI8 Interrupt 32-35 Priority Section 2.4.6
0x424 PRI9 Interrupt 36-39 Priority Section 2.4.6
0x428 PRI10 Interrupt 40-43 Priority Section 2.4.6
0x42C PRI11 Interrupt 44-47 Priority Section 2.4.6
0x430 PRI12 Interrupt 48-51 Priority Section 2.4.6
0x434 PRI13 Interrupt 52-55 Priority Section 2.4.6
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Table 2-14. NVIC Registers (continued)

Offset Acronym Register Name Section

0x438 PRI14 Interrupt 56-59 Priority Section 2.4.6
0x43C PRI15 Interrupt 60-63 Priority Section 2.4.6
0x440 PRI16 Interrupt 64-67 Priority Section 2.4.6
0x444 PRI17 Interrupt 68-71 Priority Section 2.4.6
0x448 PRI18 Interrupt 72-75 Priority Section 2.4.6
0x44C PRI19 Interrupt 76-79 Priority Section 2.4.6
0x450 PRI20 Interrupt 80-83 Priority Section 2.4.6
0x454 PRI21 Interrupt 84-87 Priority Section 2.4.6
0x458 PRI22 Interrupt 88-91 Priority Section 2.4.6
0x45C PRI23 Interrupt 92-95 Priority Section 2.4.6
0x460 PRI24 Interrupt 96-99 Priority Section 2.4.6
0x464 PRI25 Interrupt 100-103 Priority Section 2.4.6
0x468 PRI26 Interrupt 104-107 Priority Section 2.4.6
0x46C PRI27 Interrupt 108-111 Priority Section 2.4.6
0x470 PRI28 Interrupt 112-113 Priority Section 2.4.6
0xFO0 SWTRIG Software Trigger Interrupt Section 2.4.7

Complex bit access types are encoded to fit into small table cells. Table 2-15 shows the codes that are
used for access types in this section.

Table 2-15. NVIC Access Type Codes

Access Type ‘ Code ‘ Description
Read Type

R R | Read

Write Type

w w Write

WO w Write

Reset or Default Value

-n

Value after reset or the default
value
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2.4.1 ENOto EN3 Registers
Interrupt 0-31 Set Enable (ENO), offset 0x100
Interrupt 32-63 Set Enable (EN1), offset 0x104
Interrupt 64-95 Set Enable (EN2), offset 0x108
\Interrupt 96-113 Set Enable (EN3), offset 0x10C

NOTE: This register can only be accessed from privileged mode.

The ENn registers enable interrupts and show which interrupts are enabled. Bit 0 of ENO corresponds to
Interrupt O; bit 31 corresponds to Interrupt 31. Bit 0 of EN1 corresponds to Interrupt 32; bit 31 corresponds
to Interrupt 63. Bit 0 of EN2 corresponds to Interrupt 64; bit 31 corresponds to Interrupt 95. Bit O of EN3
corresponds to Interrupt 96; bit 17 corresponds to Interrupt 113.

See for interrupt assignments.

If a pending interrupt is enabled, the NVIC activates the interrupt based on its priority. If an interrupt is not
enabled, asserting its interrupt signal changes the interrupt state to pending, but the NVIC never activates
the interrupt, regardless of its priority.

ENO is shown in Figure 2-6 and described in Table 2-16.
Return to Summary Table.

Figure 2-6. ENO to EN3 Registers
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
INT
R/W-0x0

Table 2-16. ENO to EN3 Registers Field Descriptions

Bit Field Type Reset Description

31-0 INT RIW 0x0 Interrupt Enable A bit can only be cleared by setting the
corresponding INT[n] bit in the DISn register.

0x0 = On a read, indicates the interrupt is disabled. On a write, no
effect.

0x1 = On a read, indicates the interrupt is enabled. On a write,
enables the interrupt.
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2.4.2 DISO to DIS3 Registers
Interrupt 0-31 Clear Enable (DIS0), offset 0x180
Interrupt 32-63 Clear Enable (DIS1), offset 0x184
Interrupt 64-95 Clear Enable (DIS2), offset 0x188
Interrupt 96- 113 Clear Enable (DIS3), offset 0x18C

NOTE: This register can only be accessed from privileged mode.

The DISn registers disable interrupts. Bit O of DISO corresponds to Interrupt O; bit 31 corresponds to
Interrupt 31. Bit 0 of DIS1 corresponds to Interrupt 32; bit 31 corresponds to Interrupt 63. Bit 0 of DIS2
corresponds to Interrupt 64; bit 31 corresponds to Interrupt 95. Bit 0 of DIS3 corresponds to Interrupt 96.

See for interrupt assignments.
DISn is shown in Figure 2-7 and described in Table 2-17.
Return to Summary Table.
Figure 2-7. DISn Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

INT
R/W-0x0

Table 2-17. DISn Register Field Descriptions

Bit Field Type Reset Description

31-0 INT RIW 0x0 Interrupt Disable
0x0 = On a read, indicates the interrupt is disabled.On a write, no
effect.

0x1 = On a read, indicates the interrupt is enabled.On a write, clears
the corresponding INT[n] bit in the ENO register, disabling interrupt

[n].
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2.4.3 PENDO to PEND 3 Registers
Interrupt 0-31 Set Pending (PENDO), offset 0x200
Interrupt 32-63 Set Pending (PEND1), offset 0x204
Interrupt 64-95 Set Pending (PENDZ2), offset 0x208
Interrupt 96-113 Set Pending (PEND3), offset 0x20C

NOTE: This register can only be accessed from privileged mode.

The PENDnN registers force interrupts into the pending state and show which interrupts are pending. Bit 0
of PENDO corresponds to Interrupt O; bit 31 corresponds to Interrupt 31. Bit 0 of PEND1 corresponds to
Interrupt 32; bit 31 corresponds to Interrupt 63. Bit 0 of PEND2 corresponds to Interrupt 64; bit 31
corresponds to Interrupt 95. Bit 0 of PEND3 corresponds to Interrupt 96; bit 17 corresponds to interrupt
113.

See for interrupt assignments.
PENDRN is shown in Figure 2-8 and described in Table 2-18.
Return to Summary Table.
Figure 2-8. PENDn Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

INT
R/W-0x0

Table 2-18. PENDn Register Field Descriptions

Bit Field Type Reset Description

31-0 INT RIW 0x0 Interrupt Set Pending If the corresponding interrupt is already
pending, setting a bit has no effect. A bit can only be cleared by
setting the corresponding INT[n] bit in the UNPENDO register.

0x0 = On a read, indicates that the interrupt is not pending.On a
write, no effect.

0x1 = On a read, indicates that the interrupt is pending.On a write,
the corresponding interrupt is set to pending even if it is disabled.
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2.4.4 UNPENDO to UNPEND3 Registers
Interrupt 0-31 Clear Pending (UNPENDO), offset 0x280
Interrupt 32-63 Clear Pending (UNPENDL1), offset 0x284
Interrupt 64-95 Clear Pending (UNPEND2), offset 0x288
Interrupt 96- 113 Clear Pending (UNPEND3), offset 0x28C

NOTE: This register can only be accessed from privileged mode.

The UNPENDN registers show which interrupts are pending and remove the pending state from interrupts.
Bit 0 of UNPENDO corresponds to Interrupt O; bit 31 corresponds to Interrupt 31. Bit 0 of UNPEND1
corresponds to Interrupt 32; bit 31 corresponds to Interrupt 63. Bit 0 of UNPEND?2 corresponds to Interrupt
64; bit 31 corresponds to Interrupt 95. Bit 0 of UNPEND3 corresponds to Interrupt 96; bit 31 corresponds
to Interrupt 113.

See for interrupt assignments.
UNPENDN is shown in Figure 2-9 and described in Table 2-19.
Return to Summary Table.
Figure 2-9. UNPENDnN Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

INT
R/W-0x0

Table 2-19. UNPENDnN Register Field Descriptions

Bit Field Type Reset Description

31-0 INT RIW 0x0 Interrupt Clear Pending

0x0 = On a read, indicates that the interrupt is not pending.On a
write, no effect.

0x1 = On a read, indicates that the interrupt is pending.On a write,
clears the corresponding INT[n] bit in the PENDO register, so that
interrupt [n] is no longer pending.Setting a bit does not affect the
active state of the corresponding interrupt.
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2.45 ACTIVEO to ACTIVE3 Registers
Interrupt 0-31 Active Bit (ACTIVED), offset 0x300
Interrupt 32-63 Active Bit (ACTIVEL), offset 0x304
Interrupt 64-95 Active Bit (ACTIVEZ2), offset 0x308
Interrupt 96-127 Active Bit (ACTIVES3), offset 0x30C

NOTE: This register can only be accessed from privileged mode.

The ACTIVERN registers indicate which interrupts are active. Bit 0 of ACTIVEO corresponds to Interrupt O;
bit 31 corresponds to Interrupt 31. Bit 0 of ACTIVEL corresponds to Interrupt 32; bit 31 corresponds to
Interrupt 63. Bit 0 of ACTIVEZ2 corresponds to Interrupt 64; bit 31 corresponds to Interrupt 95. Bit O of
ACTIVE3 corresponds to Interrupt 96; bit 17 corresponds to Interrupt 113.

See for interrupt assignments.

NOTE: Do not manually set or clear the bits in this register.

ACTIVER is shown in Figure 2-10 and described in Table 2-20.

Return to Summary Table.

Figure 2-10. ACTIVEN Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
INT
R-0x0

Table 2-20. ACTIVEn Register Field Descriptions

Bit Field Type Reset Description

31-0 INT R 0x0 Interrupt Active
0x0 = The corresponding interrupt is not active.
0x1 = The corresponding interrupt is active, or active and pending.
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2.4.6 PRIO to PRI28 Registers
Interrupt 0-3 Priority (PRIO), offset 0x400
Interrupt 4-7 Priority (PRI1), offset 0x404
Interrupt 8-11 Priority (PRI2), offset 0x408
Interrupt 12-15 Priority (PRI3), offset 0x40C
Interrupt 16-19 Priority (PRI4), offset 0x410
Interrupt 20-23 Priority (PRI5), offset 0x414
Interrupt 24-27 Priority (PRI6), offset 0x418
Interrupt 28-31 Priority (PRI7), offset 0x41C
Interrupt 32-35 Priority (PRI8), offset 0x420
Interrupt 36-39 Priority (PRI9), offset 0x424
Interrupt 40-43 Priority (PRI10), offset 0x428
Interrupt 44-47 Priority (PRI11), offset 0x42C
Interrupt 48-51 Priority (PRI12), offset 0x430
Interrupt 52-55 Priority (PRI13), offset 0x434
Interrupt 56-59 Priority (PRI14), offset 0x438
Interrupt 60-63 Priority (PRI15), offset 0x43C
Interrupt 64-67 Priority (PRI16), offset 0x440
Interrupt 68-71 Priority (PRI17), offset 0x444
Interrupt 72-75 Priority (PRI18), offset 0x448
Interrupt 76-79 Priority (PRI19), offset 0x44C
Interrupt 80-83 Priority (PRI20), offset 0x450
Interrupt 84-87 Priority (PRI21), offset 0x454
Interrupt 88-91 Priority (PRI22), offset 0x458
Interrupt 92-95 Priority (PRI23), offset 0x45C
Interrupt 96-99 Priority (PRI24), offset 0x460
Interrupt 100-103 Priority (PRI25), offset 0x464
Interrupt 104-107 Priority (PRI26), offset 0x468
Interrupt 108-111 Priority (PRI27), offset 0x46C
Interrupt 112- 113 Priority (PRI28), offset 0x470

NOTE: This register can only be accessed from privileged mode.

The PRIn registers provide 3-bit priority fields for each interrupt. These registers are byte accessible. Each
register holds four priority fields that are assigned to interrupts as follows:

PRIn Register Bit Field Interrupt
Bits 31:29 Interrupt [4n+3]
Bits 23:21 Interrupt [4n+2]
Bits 15:13 Interrupt [4n+1]
Bits 7:5 Interrupt [4n]
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See for interrupt assignments.

Each priority level can be split into separate group priority and subpriority fields. The PRIGROUP field in
the Application Interrupt and Reset Control (APINT) register (see Section 2.5.5) indicates the position of
the binary point that splits the priority and subpriority fields.

These registers can only be accessed from privileged mode.
PRIn is shown in Figure 2-11 and described in Table 2-21.

Return to Summary Table.

Figure 2-11. PRIn Register

31 30

29

26

25

23 22 21 20 19 18 17 16

INTD |

RESERVED

INTC | RESERVED

R/W-0x0

R-0x0

R/W-0x0 R-0x0

15 14

13

10

7 6 5 4 3 2 1 0

INTB |

RESERVED

INTA | RESERVED

R/W-0x0

R-0x0

R/W-0x0 R-0x0

Table 2-21. PRIn Register Field Descriptions

Bit

Field

Type

Reset

Description

31-29

INTD

R/W

0x0

Interrupt Priority for Interrupt [4n+3] This field holds a priority value,

0-7, for the interrupt with the number [4n+3], where n is the number
of the Interrupt Priority register (n=0 for PRIO, and so on). The lower
the value, the greater the priority of the corresponding interrupt.

28-24

RESERVED

0x0

Software should not rely on the value of a reserved bit. To provide
compatibility with future products, the value of a reserved bit should
be preserved across a read-modify-write operation.

23-21

INTC

R/W

0x0

Interrupt Priority for Interrupt [4n+2] This field holds a priority value,

0-7, for the interrupt with the number [4n+2], where n is the number
of the Interrupt Priority register (n=0 for PRIO, and so on). The lower
the value, the greater the priority of the corresponding interrupt.

20-16

RESERVED

0x0

Software should not rely on the value of a reserved bit. To provide
compatibility with future products, the value of a reserved bit should
be preserved across a read-modify-write operation.

15-13

INTB

R/W

0x0

Interrupt Priority for Interrupt [4n+1] This field holds a priority value,

0-7, for the interrupt with the number [4n+1], where n is the number
of the Interrupt Priority register (n=0 for PRIO, and so on). The lower
the value, the greater the priority of the corresponding interrupt.

12-8

RESERVED

0x0

Software should not rely on the value of a reserved bit. To provide
compatibility with future products, the value of a reserved bit should
be preserved across a read-modify-write operation.

7-5

INTA

R/W

0x0

Interrupt Priority for Interrupt [4n] This field holds a priority value, 0-
7, for the interrupt with the number [4n], where n is the number of
the Interrupt Priority register (n=0 for PRIO, and so on). The lower
the value, the greater the priority of the corresponding interrupt.

4-0

RESERVED

0x0

Software should not rely on the value of a reserved bit. To provide
compatibility with future products, the value of a reserved bit should
be preserved across a read-modify-write operation.
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2.4.7 SWTRIG Register (Offset = OxF0O0) [reset = 0x0]
Software Trigger Interrupt (SWTRIG), offset OXxFOO

www.ti.com

NOTE: Only privileged software can enable unprivileged access to the SWTRIG register.

Writing an interrupt number to the SWTRIG register generates a Software Generated Interrupt (SGI). See
for interrupt assignments.

When the MAINPEND bit in the Configuration and Control (CFGCTRL) register (see Section 2.5.7) is set,
unprivileged software can access the SWTRIG register.

SWTRIG is shown in Figure 2-12 and described in Table 2-22.
Return to Summary Table.

Figure 2-12. SWTRIG Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED | INTID

R-0x0 WO-0x0

Table 2-22. SWTRIG Register Field Descriptions

Bit Field Type Reset Description
31-8 RESERVED R 0x0

Software should not rely on the value of a reserved bit. To provide
compatibility with future products, the value of a reserved bit should
be preserved across a read-modify-write operation.

7-0 INTID wo 0x0 Interrupt ID This field holds the interrupt ID of the required SGI. For
example, a value of 0x3 generates an interrupt on IRQ3.
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2.5 SCB Registers

This section lists and describes the System Control Block (SCB) registers, in numerical order by address
offset. The SCB registers can only be accessed from privileged mode.

All registers must be accessed with aligned word accesses except for the FAULTSTAT, SYSPRIZ,
SYSPRI2, and SYSPRI3 registers, which can be accessed with byte or aligned halfword or word
accesses. The processor does not support unaligned accesses to system control block registers.

Table 2-23 lists the memory-mapped registers for the SCB. All register offset addresses not listed in
Table 2-23 should be considered as reserved locations and the register contents should not be modified.

Table 2-23. SCB Registers

Offset Acronym Register Name Section
0x8 ACTLR Auxiliary Control Section 2.5.1
0xD00 CPUID CPU ID Base Section 2.5.2
0xD04 INTCTRL Interrupt Control and State Section 2.5.3
0xD08 VTABLE Vector Table Offset Section 2.5.4
0xD0OC APINT Application Interrupt and Reset Control Section 2.5.5
0xD10 SYSCTRL System Control Section 2.5.6
0xD14 CFGCTRL Configuration and Control Section 2.5.7
0xD18 SYSPRI1 System Handler Priority 1 Section 2.5.8
0xD1C SYSPRI2 System Handler Priority 2 Section 2.5.9
0xD20 SYSPRI3 System Handler Priority 3 Section 2.5.10
0xD24 SYSHNDCTRL System Handler Control and State Section 2.5.11
0xD28 FAULTSTAT Configurable Fault Status Section 2.5.12
0xD2C HFAULTSTAT Hard Fault Status Section 2.5.13
0xD34 MMADDR Memory Management Fault Address Section 2.5.14
0xD38 FAULTADDR Bus Fault Address Section 2.5.15

Complex bit access types are encoded to fit into small table cells. Table 2-24 shows the codes that are
used for access types in this section.

Table 2-24. SCB Access Type Codes

Access Type ‘ Code ‘ Description

Read Type

R ‘ R ‘ Read

Write Type

w w Write

wicC 1C 1to clear
w Write

Reset or Default Value

-n

value

Value after reset or the default
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2.5.1 ACTLR Register (Offset = 0x8) [reset = 0x0]
Auxiliary Control (ACTLR)

NOTE: This register can only be accessed from privileged mode.

The ACTLR register provides disable bits for IT folding, write buffer use for accesses to the default
memory map, and interruption of multi-cycle instructions. By default, this register is set to provide optimum
performance from the Cortex-M4 processor and does not normally require modification.

ACTLR is shown in Figure 2-13 and described in Table 2-25.

Return to Summary Table.

Figure 2-13. ACTLR Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8
RESERVED | DISOOFP | DISFPCA
R-0x0 R/W-0x0 R/W-0x0
7 6 5 4 8 2 1 0
RESERVED DISFOLD ‘ DISWBUF | DISMCYC
R-0x0 R/W-0x0 R/W-0x0 R/W-0x0
Table 2-25. ACTLR Register Field Descriptions
Bit Field Type Reset Description
31-10 RESERVED R 0x0
9 DISOOFP RIW 0x0 Disable Out-Of-Order Floating Point
Disables floating-point instructions completing out of order with
respect to integer instructions.
8 DISFPCA RIW 0x0 Disable CONTROL
FPCA Disable automatic update of the FPCA bit in the CONTROL
register. NOTE: Two bits control when FPCA can be enabled: the
ASPEN bit in the Floating-Point Context Control (FPCC) register and
the DISFPCA bit in the Auxiliary Control (ACTLR) register.
7-3 RESERVED R 0x0
2 DISFOLD RIW 0x0 Disable IT Folding
In some situations, the processor can start executing the first
instruction in an IT block while it is still executing the IT instruction.
This behavior is called IT folding, and improves performance,
However, IT folding can cause jitter in looping. If a task must avoid
jitter, set the DISFOLD bit before executing the task, to disable IT
folding.
1 DISWBUF RIW 0x0 Disable Write Buffer
0 DISMCYC RIW 0x0 Disable Interrupts of Multiple Cycle Instructions
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2.5.2 CPUID Register (Offset = 0xDO00) [reset = 0x410FC241]
CPU ID Base (CPUID)

NOTE: This register can only be accessed from privileged mode.

The CPUID register contains the Arm Cortex-M4 processor part number, version, and implementation
information.

CPUID is shown in Figure 2-14 and described in Table 2-26.
Return to Summary Table.

Figure 2-14. CPUID Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
IMP | vaR |  coN | PARTNO REV
R-0x41 R-0x0 R-OxF R-0xC24 R-0x1

Table 2-26. CPUID Register Field Descriptions

Bit Field Type Reset Description
31-24  |IMP R Ox41 Implementer Code
23-20 VAR R 0x0 Variant Number
19-16 CON R OxF Constant
15-4 PARTNO R 0xC24 Part Number
3-0 REV R Ox1 Revision Number
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2.5.3 INTCTRL Register (Offset = 0xD04) [reset = 0x0]
Interrupt Control and State (INTCTRL)

NOTE: This register can only be accessed from privileged mode.

The INCTRL register provides a set-pending bit for the NMI exception, and set-pending and clear-pending
bits for the PendSV and SysTick exceptions. In addition, bits in this register indicate the exception number
of the exception being processed, whether there are preempted active exceptions, the exception number
of the highest priority pending exception, and whether any interrupts are pending.

When writing to INCTRL, the effect is unpredictable when writing a 1 to both the PENDSV and
UNPENDSYV bits, or writing a 1 to both the PENDSTSET and PENDSTCLR bits.

INTCTRL is shown in Figure 2-15 and described in Table 2-27.
Return to Summary Table.

Figure 2-15. INTCTRL Register

31 30 29 28 27 26 25 24
NMISET | RESERVED | PENDSV | UNPENDSV | PENDSTSET | PENDSTCLR | RESERVED
R/W-0x0 R-0x0 R/W-0x0 W-0x0 R/W-0x0 W-0x0 R-0x0

23 22 21 20 19 18 17 16
ISRPRE_ | ISRPEND RESERVED \ VECPEND
R-0X0 R-0X0 R-0X0 R-0X0

15 14 13 12 11 10 9 8

VECPEND | RETBASE RESERVED
R-0x0 R-0x0 R-0x0
7 6 5 4 3 2 1 0
VECACT
R-0x0

Table 2-27. INTCTRL Register Field Descriptions

Bit Field Type Reset Description

31 NMISET R/W 0x0 NMI Set Pending
Because NMI is the highest-priority exception, normally the
processor enters the NMI exception handler as soon as it registers
the setting of this bit, and clears this bit on entering the interrupt
handler. A read of this bit by the NMI exception handler returns 1
only if the NMI signal is reasserted while the processor is executing
that handler.

30-29 RESERVED R 0x0

28 PENDSV RIW 0x0 PendSV Set Pending
Setting this bit is the only way to set the PendSV exception state to
pending. This bit is cleared by writing a 1 to the UNPENDSV bit.

27 UNPENDSV w 0x0 PendSV Clear Pending
This bit is write only; on a register read, its value is unknown.

26 PENDSTSET R/W 0x0 SysTick Set Pending
This bit is cleared by writing a 1 to the PENDSTCLR bit.

25 PENDSTCLR w 0x0 SysTick Clear Pending
This bit is write only; on a register read, its value is unknown.

24 RESERVED R 0x0

23 ISRPRE R 0x0 Debug Interrupt Handling
This bit is only meaningful in Debug mode and reads as zero when
the processor is not in Debug mode.
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Table 2-27. INTCTRL Register Field Descriptions (continued)
Bit Field Type Reset Description
22 ISRPEND R 0x0 Interrupt Pending
This bit provides status for all interrupts excluding NMI and Faults.

21-20 RESERVED R 0x0
19-12 VECPEND R 0x0 Interrupt Pending Vector Number

This field contains the exception number of the highest priority
pending enabled exception. The value indicated by this field includes
the effect of the BASEPRI and FAULTMASK registers, but not any
effect of the PRIMASK register.

11 RETBASE R 0x0 Return to Base

This bit provides status for all interrupts excluding NMI and Faults.
This bit only has meaning if the processor is currently executing an
ISR (the Interrupt Program Status (IPSR) register is non-zero).

10-8 RESERVED R 0x0

7-0 VECACT R 0x0 Interrupt Pending Vector Number

This field contains the active exception number. The exception
numbers can be found in the description for the VECPEND field. If
this field is clear, the processor is in Thread mode. This field
contains the same value as the ISRNUM field in the IPSR register.
Subtract 16 from this value to obtain the IRQ number required to
index into the Interrupt Set Enable (ENn), Interrupt Clear Enable
(DISn), Interrupt Set Pending (PENDN), Interrupt Clear Pending
(UNPENDRN), and Interrupt Priority (PRIn) registers (see ).
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2.5.4 VTABLE Register (Offset = 0xD08) [reset = 0x0]
Vector Table Offset (VTABLE)

NOTE: This register can only be accessed from privileged mode.

The VTABLE register indicates the offset of the vector table base address from memory address
0x00000000.

VTABLE is shown in Figure 2-16 and described in Table 2-28.

Return to Summary Table.

Figure 2-16. VTABLE Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 O

OFFSET

| RESERVED

R/W-0x0

R-0x0

Table 2-28. VTABLE Register Field Descriptions

Bit Field Type Reset Description
31-10 OFFSET RIW 0x0 Vector Table Offset
When configuring the OFFSET field, the offset must be aligned to
the number of exception entries in the vector table. Because there
are 112 interrupts, the offset must be aligned on a 1024-byte
boundary.
9-0 RESERVED R 0x0
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2.5.5 APINT Register (Offset = 0xDOC) [reset = OXxFA050000]
Application Interrupt and Reset Control (APINT)

NOTE: This register can only be accessed from privileged mode.

The APINT register provides priority grouping control for the exception model, endian status for data
accesses, and reset control of the system. To write to this register, 0XO5FA must be written to the
VECTKEY field, otherwise the write is ignored.

The PRIGROUP field indicates the position of the binary point that splits the INTx fields in the Interrupt
Priority (PRIX) registers into separate group priority and subpriority fields. Table 2-29 shows how the
PRIGROUP value controls this split. The bit numbers in the Group Priority Field and Subpriority Field
columns in the table refer to the bits in the INTA field. For the INTB field, the corresponding bits are 15:13;
for INTC, 23:21; and for INTD, 31:29.

Determining preemption of an exception uses only the group priority field.

Table 2-29. Interrupt Priority Levels

PRlE e Binary Point® Sl [Pl Subpriority Field Group Priorities Subpriorities
Field Field
0x0 to Ox4 bxxx. [7:5] None 8 1
0x5 bxx.y [7:6] [5] 4 2
0x6 bx.yy [7] [6:5] 2 4
0x7 b.yyy None [7:5] 1 8
@ INTx field showing the binary point. An x denotes a group priority field bit, and a y denotes a subpriority field bit.
APINT is shown in Figure 2-17 and described in Table 2-30.
Return to Summary Table.
Figure 2-17. APINT Register
31 30 29 28 27 26 25 24
VECTKEY
R/W-0xFAO05
23 22 21 20 19 18 17 16
VECTKEY
R/W-0xFAO05
15 14 13 12 11 10 9 8
ENDIANESS RESERVED | PRIGROUP
R-0x0 R-0x0 R/W-0x0
7 6 5 4 3 2 1 0
RESERVED | SYSRESREQ ‘ VECTCLRACT | VECTRESET
R-0x0 W-0x0 W-0x0 W-0x0
Table 2-30. APINT Register Field Descriptions
Bit Field Type Reset Description
31-16 | VECTKEY RIW OxFA05 Register Key
This field is used to guard against accidental writes to this register.
0x05FA must be written to this field in order to change the bits in this
register. On a read, OXFAOQ5S is returned.
15 ENDIANESS R 0x0 Data Endianess
The MSP432E4 implementation uses only little-endian mode so this
is cleared to 0.
14-11 RESERVED R 0x0
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Table 2-30. APINT Register Field Descriptions (continued)

Bit Field Type Reset Description
10-8 PRIGROUP R/W 0x0 Interrupt Priority Grouping

This field determines the split of group priority from subpriority (see
for more information).

7-3 RESERVED R 0x0
2 SYSRESREQ W 0x0 System Reset Request
This bit is automatically cleared during the reset of the core and
reads as 0.
1 VECTCLRACT w 0x0 Clear Active NMI / Fault

This bit is reserved for Debug use and reads as 0. This bit must be
written as a 0, otherwise behavior is unpredictable.

0 VECTRESET W 0x0 System Reset

This bit is reserved for Debug use and reads as 0. This bit must be
written as a 0, otherwise behavior is unpredictable.
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2.5.6 SYSCTRL Register (Offset = 0xD10) [reset = 0x0]
System Control (SYSCTRL)

NOTE: This register can only be accessed from privileged mode.

The SYSCTRL register controls features of entry to and exit from low-power state.
SYSCTRL is shown in Figure 2-18 and described in Table 2-31.

Return to Summary Table.

Figure 2-18. SYSCTRL Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8
RESERVED
R-0x0
7 6 5 4 3 2 1 0
RESERVED | SEVONPEND | RESERVED | SLEEPDEEP | SLEEPEXIT | RESERVED
R-0x0 R/W-0x0 R-0x0 R/W-0x0 R/W-0x0 R-0x0
Table 2-31. SYSCTRL Register Field Descriptions
Bit Field Type Reset Description
31-5 RESERVED R 0x0
4 SEVONPEND R/W 0x0 Wake Up on Pending
When an event or interrupt enters the pending state, the event signal
wakes up the processor from WFE. If the processor is not waiting for
an event, the event is registered and affects the next WFE. The
processor also wakes up on execution of a SEV instruction or an
external event.
RESERVED R 0x0
SLEEPDEEP R/W 0x0 Deep Sleep Enable
1 SLEEPEXIT R/W 0x0 Sleep on ISR Exit
Setting this bit enables an interrupt-driven application to avoid
returning to an empty main application.
0 RESERVED R 0x0
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2.5.7 CFGCTRL Register (Offset = 0xD14) [reset = 0x200]
Configuration and Control (CFGCTRL)

NOTE: This register can only be accessed from privileged mode.

The CFGCTRL register controls entry to Thread mode and enables: the handlers for NMI, hard fault and
faults escalated by the FAULTMASK register to ignore bus faults; trapping of divide by zero and unaligned
accesses; and access to the SWTRIG register by unprivileged software (see ).

CFGCTRL is shown in Figure 2-19 and described in Table 2-32.
Return to Summary Table.

Figure 2-19. CFGCTRL Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED
R-0X0
15 14 13 12 11 10 9 8
RESERVED | STKALIGN | BFHFNMIGN
R-0x0 R/W-0x1 R/W-0x0
7 6 5 4 3 2 1 0
RESERVED | DVO | UNALIGNED | RESERVED | MAINPEND | BASETHR
R-0X0 R/W-0x0 R/W-0x0 R-0X0 R/W-0x0 R/W-0x0

Table 2-32. CFGCTRL Register Field Descriptions

Bit Field Type Reset Description
31-10 RESERVED R 0x0
9 STKALIGN RIW Ox1 Stack Alignment on Exception Entry

On exception entry, the processor uses bit 9 of the stacked PSR to
indicate the stack alignment. On return from the exception, it uses
this stacked bit to restore the correct stack alignment.

8 BFHFNMIGN RIW 0x0 Ignore Bus Fault in NMI and Fault

This bit enables handlers with priority -1 or -2 to ignore data bus
faults caused by load and store instructions. The setting of this bit
applies to the hard fault, NMI, and FAULTMASK escalated handlers.
Set this bit only when the handler and its data are in absolutely safe
memory. The normal use of this bit is to probe system devices and
bridges to detect control path problems and fix them.

7-5 RESERVED R 0x0
4 DIVO RIW 0x0 Trap on Divide by 0
This bit enables faulting or halting when the processor executes an
SDIV or UDIV instruction with a divisor of 0.
3 UNALIGNED R/W 0x0 Trap on Unaligned Access
Unaligned LDM, STM, LDRD, and STRD instructions always fault
regardless of whether UNALIGNED is set.
2 RESERVED R 0x0
MAINPEND RIW 0x0 Allow Main Interrupt Trigger
0 BASETHR RIW 0x0 Thread State Control
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2.5.8 SYSPRI1 Register (Offset = 0xD18) [reset = 0x0]
System Handler Priority 1 (SYSPRI1)

NOTE: This register can only be accessed from privileged mode.

The SYSPRIL1 register configures the priority level, O to 7 of the usage fault, bus fault, and memory
management fault exception handlers. This register is byte-accessible.

SYSPRI1 is shown in Figure 2-20 and described in Table 2-33.
Return to Summary Table.

Figure 2-20. SYSPRI1 Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED \ USAGE | RESERVED
R-0x0 R/W-0x0 R-0x0
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
BUS RESERVED \ MEM | RESERVED
R/W-0x0 R-0x0 R/W-0x0 R-0x0

Table 2-33. SYSPRI1 Register Field Descriptions

Bit Field Type Reset Description
31-24 RESERVED R 0x0
23-21 | USAGE RIW 0x0 Usage Fault Priority
This field configures the priority level of the usage fault. Configurable
priority values are in the range 0-7, with lower values having higher
priority.
20-16 RESERVED R 0x0
15-13 | BUS RIW 0x0 Bus Fault Priority
This field configures the priority level of the bus fault. Configurable
priority values are in the range 0-7, with lower values having higher
priority.
12-8 RESERVED R 0x0
7-5 MEM RIW 0x0 Memory Management Fault Priority
This field configures the priority level of the memory management
fault. Configurable priority values are in the range 0-7, with lower
values having higher priority.
4-0 RESERVED R 0x0
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2.5.9 SYSPRI2 Register (Offset = 0xD1C) [reset = 0x0]
System Handler Priority 2 (SYSPRIZ2)

NOTE: This register can only be accessed from privileged mode.

The SYSPRI2 register configures the priority level, 0 to 7 of the SVCall handler. This register is byte-
accessible.

SYSPRI2 is shown in Figure 2-21 and described in Table 2-34.
Return to Summary Table.

Figure 2-21. SYSPRI2 Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

SvC RESERVED
R/W-0x0 R-0x0

Table 2-34. SYSPRI2 Register Field Descriptions

Bit Field Type Reset Description
31-29 SvC RiW 0x0 SVCall Priority

This field configures the priority level of SVCall. Configurable priority
values are in the range 0-7, with lower values having higher priority.

28-0 RESERVED R 0x0
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2.5.10 SYSPRI3 Register (Offset = 0xD20) [reset = 0x0]

System Handler Priority 3 (SYSPRI3)

NOTE: This register can only be accessed from privileged mode.

The SYSPRI3 register configures the priority level, 0 to 7 of the SysTick exception and PendSV handlers.
This register is byte-accessible.

SYSPRI3 is shown in Figure 2-22 and described in Table 2-35.
Return to Summary Table.

Figure 2-22. SYSPRI3 Register

31 30 29 28 27 26 25 23 22 21 20 19 18 17 16
TICK RESERVED PENDSV | RESERVED
R/W-0x0 R-0x0 R/W-0x0 R-0x0
15 14 13 12 11 10 9 7 6 5 4 3 2 1 0
RESERVED DEBUG | RESERVED
R-0x0 R/W-0x0 R-0x0
Table 2-35. SYSPRI3 Register Field Descriptions
Bit Field Type Reset Description
31-29 | TICK RIW 0x0 SysTick Exception Priority
This field configures the priority level of the SysTick exception.
Configurable priority values are in the range 0-7, with lower values
having higher priority.
28-24 RESERVED R 0x0
23-21 PENDSV R/W 0x0 PendSV Priority
This field configures the priority level of PendSV. Configurable
priority values are in the range 0-7, with lower values having higher
priority.
20-8 RESERVED R 0x0
7-5 DEBUG RIW 0x0 Debug Priority
This field configures the priority level of Debug. Configurable priority
values are in the range 0-7, with lower values having higher priority.
4-0 RESERVED R 0x0
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2.5.11 SYSHNDCTRL Register (Offset = 0xD24) [reset = 0x0]
System Handler Control and State (SYSHNDCTRL)

NOTE: This register can only be accessed from privileged mode.

The SYSHNDCTRL register enables the system handlers, and indicates the pending status of the usage
fault, bus fault, memory management fault, and SVC exceptions as well as the active status of the system
handlers.

If a system handler is disabled and the corresponding fault occurs, the processor treats the fault as a hard

fault.

This register can be modified to change the pending or active status of system exceptions. An OS kernel
can write to the active bits to perform a context switch that changes the current exception type.

NOTE: Software that changes the value of an active bit in this register without correct adjustment to
the stacked content can cause the processor to generate a fault exception. Ensure software
that writes to this register retains and subsequently restores the current active status.

If the value of a bit in this register must be modified after enabling the system handlers, a
read-modify-write procedure must be used to ensure that only the required bit is modified.

SYSHNDCTRL is shown in Figure 2-23 and described in Table 2-36.
Return to Summary Table.

Figure 2-23. SYSHNDCTRL Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED | USAGE | BUS | MEM
R-0x0 R/W-0x0 R/W-0x0 R/W-0x0
15 14 13 12 11 10 9 8
svC | BUSP MEMP USAGEP TICK |  PNDSV | RESERVED | MON
R/W-0x0 R/W-0x0 R/W-0x0 R/W-0x0 R/W-0x0 R/W-0x0 R-0x0 R/W-0x0
7 6 5 4 3 2 1 0
SsvcA | RESERVED USGA | RESERVED | BUSA | MEMA
R/W-0x0 R-0x0 R/W-0x0 R-0x0 R/W-0x0 R/W-0x0
Table 2-36. SYSHNDCTRL Register Field Descriptions
Bit Field Type Reset Description
31-19 RESERVED R 0x0
18 USAGE RIW 0x0 Usage Fault Enable
17 BUS RIW 0x0 Bus Fault Enable
16 MEM RIW 0x0 Memory Management Fault Enable
15 svC RIW 0x0 SVC Call Pending
This bit can be modified to change the pending status of the SVC
call exception.
14 BUSP R/W 0x0 Bus Fault Pending
This bit can be modified to change the pending status of the bus
fault exception.
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Table 2-36. SYSHNDCTRL Register Field Descriptions (continued)
Bit Field Type Reset Description

13 MEMP RIW 0x0 Memory Management Fault Pending

This bit can be modified to change the pending status of the memory
management fault exception.

12 USAGEP RIW 0x0 Usage Fault Pending

This bit can be modified to change the pending status of the usage
fault exception.

1 TICK RIW 0x0 SysTick Exception Active

This bit can be modified to change the active status of the SysTick
exception, however, see the Caution above before setting this bit.
10 PNDSV R/W 0x0 PendSV Exception Active

This bit can be modified to change the active status of the PendSV
exception, however, see the Caution above before setting this bit.

RESERVED R 0x0
MON RIW 0x0 Debug Monitor Active
7 SVCA Riw 0x0 SVC Call Active
This bit can be modified to change the active status of the SVC call
exception, however, see the Caution above before setting this bit.
6-4 RESERVED R 0x0
3 USGA R/W 0x0 Usage Fault Active
This bit can be modified to change the active status of the usage
fault exception, however, see the Caution above before setting this
bit.
2 RESERVED R 0x0
BUSA RIW 0x0 Bus Fault Active
This bit can be modified to change the active status of the bus fault
exception, however, see the Caution above before setting this bit.
0 MEMA R/W 0x0 Memory Management Fault Active
This bit can be modified to change the active status of the memory
management fault exception, however, see the Caution above before
setting this bit.
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2.5.12 FAULTSTAT Register (Offset = 0xD28) [reset = 0x0]

Configurable Fault Status (FAULTSTAT)

NOTE: This register can only be accessed from privileged mode.

The FAULTSTAT register indicates the cause of a memory management fault, bus fault, or usage fault.
Each of these functions is assigned to a subregister as follows:

e Usage Fault Status (UFAULTSTAT), bits 31:16
» Bus Fault Status (BFAULTSTAT), bits 15:8
* Memory Management Fault Status (MFAULTSTAT), bits 7:0

FAULTSTAT is byte accessible. FAULTSTAT or its subregisters can be accessed as follows:
e The complete FAULTSTAT register, with a word access to offset 0xD28

 The MFAULTSTAT, with a byte access to offset 0xD28

 The MFAULTSTAT and BFAULTSTAT, with a halfword access to offset 0xD28

» The BFAULTSTAT, with a byte access to offset 0xD29

» The UFAULTSTAT, with a halfword access to offset 0OxD2A

Bits are cleared by writing a 1 to them.

In a fault handler, the true faulting address can be determined by:

1. Read and save the Memory Management Fault Address (MMADDR) or Bus Fault Address
(FAULTADDR) value.

2. Read the MMARYV bit in MFAULTSTAT, or the BFARV bit in BFAULTSTAT to determine if the
MMADDR or FAULTADDR contents are valid.

Software must follow this sequence because another higher priority exception might change the MMADDR
or FAULTADDR value. For example, if a higher priority handler preempts the current fault handler, the
other fault might change the MMADDR or FAULTADDR value.

FAULTSTAT is shown in Figure 2-24 and described in Table 2-37.
Return to Summary Table.

Figure 2-24. FAULTSTAT Register

31 30 29 28 27 26 25 24
RESERVED | DvVo | UNALIGN
R-0X0 RIWIC-OX0  R/WLC-0x0
23 22 21 20 19 18 17 16
RESERVED | NocP | INVPC | INVSTAT | UNDEF
R-0x0 RWIC-OX0  R/WIC-0x0  R/MWIC-0X0O  R/WILC-0x0
15 14 13 12 11 10 9 8
BFARV | RESERVED | BLSPERR | BSTKE | BUSTKE | IMPRE | PRECISE |  IBUS
R/W1C-0x0 R-0X0 RWIC-Ox0  R/WIC-0x0  RMWIC-0X0O  RMWICOX0  R/MWIC-0x0  R/WIC-0x0
7 6 5 4 3 2 1 0
MMARV | RESERVED | MLSPERR | MSTKE | MUSTKE | RESERVED | DERR | IERR
R/W1C-0x0 R-0x0 RWIC-OX0  R/WILC-0x0  R/WIC-0x0 R-0x0 RIWIC-OX0  R/WLC-0x0
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Table 2-37. FAULTSTAT Register Field Descriptions

Bit Field Type

Reset

Description

31-26 RESERVED R

0x0

25 DIVO R/W1C

0x0

Divide-by-Zero Usage Fault

When this bit is set, the PC value stacked for the exception return
points to the instruction that performed the divide by zero. Trapping
on divide-by-zero is enabled by setting the DIVO bit in the
Configuration and Control (CFGCTRL) register (see ). This bit is
cleared by writing a 1 to it.

24 UNALIGN R/W1C

0x0

Unaligned Access Usage Fault

Unaligned LDM, STM, LDRD, and STRD instructions always fault
regardless of the configuration of this bit. Trapping on unaligned
access is enabled by setting the UNALIGNED bit in the CFGCTRL
register (see ). This bit is cleared by writing a 1 to it.

23-20 RESERVED R

0x0

19 NOCP R/W1C

0x0

No Coprocessor Usage Fault
This bit is cleared by writing a 1 to it.

18 INVPC R/W1C

0x0

Invalid PC Load Usage Fault

When this bit is set, the PC value stacked for the exception return
points to the instruction that tried to perform the illegal load of the
PC. This bit is cleared by writing a 1 to it.

17 INVSTAT R/W1C

0x0

Invalid State Usage Fault

When this bit is set, the PC value stacked for the exception return
points to the instruction that attempted the illegal use of the
Execution Program Status Register (EPSR) register. This bit is not
set if an undefined instruction uses the EPSR register. This bit is
cleared by writing a 1 to it.

16 UNDEF R/W1C

0x0

Undefined Instruction Usage Fault

When this bit is set, the PC value stacked for the exception return
points to the undefined instruction. An undefined instruction is an
instruction that the processor cannot decode. This bit is cleared by
writing a 1 to it.

15 BFARV R/W1C

0x0

Bus Fault Address Register Valid

This bit is set after a bus fault, where the address is known. Other
faults can clear this bit, such as a memory management fault
occurring later. If a bus fault occurs and is escalated to a hard fault
because of priority, the hard fault handler must clear this bit. This
action prevents problems if returning to a stacked active bus fault
handler whose FAULTADDR register value has been overwritten.
This bit is cleared by writing a 1 to it.

14 RESERVED R

0x0

13 BLSPERR R/W1C

0x0

Bus Fault on Floating-Point Lazy State Preservation
This bit is cleared by writing a 1 to it.

12 BSTKE R/W1C

0x0

Stack Bus Fault

When this bit is set, the SP is still adjusted but the values in the
context area on the stack might be incorrect. A fault address is not
written to the FAULTADDR register. This bit is cleared by writing a 1
to it.

11 BUSTKE R/W1C

0x0

Unstack Bus Fault

This fault is chained to the handler. Thus, when this bit is set, the
original return stack is still present. The SP is not adjusted from the
failing return, a new save is not performed, and a fault address is not
written to the FAULTADDR register. This bit is cleared by writing a 1
to it.
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Table 2-37. FAULTSTAT Register Field Descriptions (continued)

Bit Field

Type

Reset

Description

10 IMPRE

R/W1C

0x0

Imprecise Data Bus Error

When this bit is set, a fault address is not written to the FAULTADDR
register. This fault is asynchronous. Therefore, if the fault is detected
when the priority of the current process is higher than the bus fault
priority, the bus fault becomes pending and becomes active only
when the processor returns from all higher-priority processes. If a
precise fault occurs before the processor enters the handler for the
imprecise bus fault, the handler detects that both the IMPRE bit is
set and one of the precise fault status bits is set. This bit is cleared
by writing a 1 to it.

9 PRECISE

R/W1C

0x0

Precise Data Bus Error

When this bit is set, the fault address is written to the FAULTADDR
register. This bit is cleared by writing a 1 to it.

8 IBUS

R/W1C

0x0

Instruction Bus Error

The processor detects the instruction bus error on prefetching an
instruction, but sets this bit only if it attempts to issue the faulting
instruction. When this bit is set, a fault address is not written to the
FAULTADDR register. This bit is cleared by writing a 1 to it.

7 MMARV

R/W1C

0x0

Memory Management Fault Address Register Valid

If a memory management fault occurs and is escalated to a hard
fault because of priority, the hard fault handler must clear this bit.
This action prevents problems if returning to a stacked active
memory management fault handler whose MMADDR register value
has been overwritten. This bit is cleared by writing a 1 to it.

RESERVED

0x0

MLSPERR

R/W1C

0x0

Memory Management Fault on Floating-Point Lazy State
Preservation

This bit is cleared by writing a 1 to it.

4 MSTKE

R/W1C

0x0

Stack Access Violation

When this bit is set, the SP is still adjusted but the values in the
context area on the stack might be incorrect. A fault address is not
written to the MMADDR register. This bit is cleared by writing a 1 to
it.

3 MUSTKE

R/W1C

0x0

Unstack Access Violation

This fault is chained to the handler. Thus, when this bit is set, the
original return stack is still present. The SP is not adjusted from the
failing return, a new save is not performed, and a fault address is not
written to the MMADDR register. This bit is cleared by writing a 1 to
it.

RESERVED

0x0

DERR

R/W1C

0x0

Data Access Violation

When this bit is set, the PC value stacked for the exception return
points to the faulting instruction and the address of the attempted
access is written to the MMADDR register. This bit is cleared by
writing a 1 to it.

0 IERR

R/W1C

0x0

Instruction Access Violation

This fault occurs on any access to an XN region, even when the
MPU is disabled or not present. When this bit is set, the PC value
stacked for the exception return points to the faulting instruction and
the address of the attempted access is not written to the MMADDR
register. This bit is cleared by writing a 1 to it.
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2.5.13 HFAULTSTAT Register (Offset = 0xD2C) [reset = 0x0]

Hard Fault Status (HFAULTSTAT)

NOTE: This register can only be accessed from privileged mode.

The HFAULTSTAT register gives information about events that activate the hard fault handler.

Bits are cleared by writing a 1 to them.

HFAULTSTAT is shown in Figure 2-25 and described in Table 2-38.
Return to Summary Table.

Figure 2-25. HFAULTSTAT Register

31 30 29 28 27 26 25 24
DBG FORCED RESERVED
R/W-0x0 R/W1C-0x0 R-0x0
23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8
RESERVED
R-0x0
7 6 5 4 3 2 1 0
RESERVED ‘ VECT RESERVED
R-0x0 R/W1C-0x0 R-0x0
Table 2-38. HFAULTSTAT Register Field Descriptions
Bit Field Type Reset Description
31 DBG R/W 0x0 Debug Event
This bit is reserved for Debug use. This bit must be written as a 0,
otherwise behavior is unpredictable.
30 FORCED RIW1C 0x0 Forced Hard Fault
When this bit is set, the hard fault handler must read the other fault
status registers to find the cause of the fault. This bit is cleared by
writing a 1 to it.
29-2 RESERVED R 0x0
1 VECT R/W1C 0x0 Vector Table Read Fault
This error is always handled by the hard fault handler. When this bit
is set, the PC value stacked for the exception return points to the
instruction that was preempted by the exception. This bit is cleared
by writing a 1 to it.
0 RESERVED R 0x0
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2.5.14 MMADDR Register (Offset = 0xD34) [reset = X]
Memory Management Fault Address (MMADDR)

NOTE: This register can only be accessed from privileged mode.

The MMADDR register contains the address of the location that generated a memory management fault.
When an unaligned access faults, the address in the MMADDR register is the actual address that faulted.
Because a single read or write instruction can be split into multiple aligned accesses, the fault address can
be any address in the range of the requested access size. Bits in the Memory Management Fault Status
(MFAULTSTAT) register indicate the cause of the fault and whether the value in the MMADDR register is
valid (see Section 2.5.12).

MMADDR is shown in Figure 2-26 and described in Table 2-39.
Return to Summary Table.
Figure 2-26. MMADDR Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0

ADDR
R/W-X

Table 2-39. MMADDR Register Field Descriptions

Bit Field Type Reset Description
31-0 ADDR RIW X Fault Address
When the MMARYV bit of MFAULTSTAT is set, this field holds the

address of the location that generated the memory management
fault.

166 Cortex-M4 Peripherals SLAU723A—October 2017—-Revised October 2018

Submit Documentation Feedback
Copyright © 2017-2018, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAU723A

13 TEXAS
INSTRUMENTS

www.ti.com SCB Registers
2.5.15 FAULTADDR Register (Offset = 0xD38) [reset = X]
Bus Fault Address (FAULTADDR)

NOTE: This register can only be accessed from privileged mode.

The FAULTADDR register contains the address of the location that generated a bus fault. When an
unaligned access faults, the address in the FAULTADDR register is the one requested by the instruction,
even if it is not the address of the fault. Bits in the Bus Fault Status (BFAULTSTAT) register indicate the
cause of the fault and whether the value in the FAULTADDR register is valid (seeSection 2.5.12).

FAULTADDR is shown in Figure 2-27 and described in Table 2-40.
Return to Summary Table.

Figure 2-27. FAULTADDR Register
31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ADDR
R/W-X

Table 2-40. FAULTADDR Register Field Descriptions

Bit Field Type Reset Description
31-0 ADDR R/W X Fault Address

When the FAULTADDRYV bit of BFAULTSTAT is set, this field holds
the address of the location that generated the bus fault.
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2.6 MPU Registers
This section lists and describes the Memory Protection Unit (MPU) registers, in numerical order by
address offset.
The MPU registers can only be accessed from privileged mode.
Table 2-41 lists the memory-mapped registers for the MPU. All register offset addresses not listed in
Table 2-41 should be considered as reserved locations and the register contents should not be modified.
Table 2-41. MPU Registers
Offset Acronym Register Name Section
0xD90 MPUTYPE MPU Type Section 2.6.1
0xD94 MPUCTRL MPU Control Section 2.6.2
0xD98 MPUNUMBER MPU Region Number Section 2.6.3
0xD9C MPUBASE MPU Region Base Address Section 2.6.4
0xDAO MPUATTR MPU Region Attribute and Size Section 2.6.5
OxDA4 MPUBASE1 MPU Region Base Address 1 Section 2.6.4
0xDA8 MPUATTR1 MPU Region Attribute and Size 1 Section 2.6.5
O0xDAC MPUBASE2 MPU Region Base Address 2 Section 2.6.4
0xDBO MPUATTR2 MPU Region Attribute and Size 2 Section 2.6.5
0xDB4 MPUBASE3 MPU Region Base Address 3 Section 2.6.4
0xDB8 MPUATTR3 MPU Region Attribute and Size 3 Section 2.6.5
Complex bit access types are encoded to fit into small table cells. Table 2-42 shows the codes that are
used for access types in this section.
Table 2-42. MPU Access Type Codes
Access Type ‘ Code ‘ Description
Read Type
R R | Read
Write Type
w w Write
\WYe} w Write
Reset or Default Value
-n Value after reset or the default
value
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2.6.1 MPUTYPE Register (Offset = 0xD90) [reset = 0x800]
MPU Type (MPUTYPE), offset 0xD90

NOTE: This register can only be accessed from privileged mode.

The MPUTYPE register indicates whether the MPU is present, and if so, how many regions it supports.
MPUTYPE is shown in Figure 2-28 and described in Table 2-43.

Return to Summary Table.

Figure 2-28. MPUTYPE Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
IREGION
R-0x0
15 14 13 12 11 10 9 8
DREGION
R-0x8
7 6 5 4 3 2 1 0
RESERVED SEPARATE
R-0x0 R-0x0
Table 2-43. MPUTYPE Register Field Descriptions
Bit Field Type Reset Description
31-24 RESERVED R 0x0
23-16 IREGION R 0x0 Number of | Regions
This field indicates the number of supported MPU instruction
regions.
This field always contains 0x00.
The MPU memory map is unified and is described by the DREGION
field.
15-8 DREGION 0x8 Number of D Regions
7-1 RESERVED 0x0
0 SEPARATE R 0x0 Separate or Unified MPU
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2.6.2 MPUCTRL Register (Offset = 0xD94) [reset = 0x0]

MPU Control (MPUCTRL), offset 0xD94

NOTE: This register can only be accessed from privileged mode.

The MPUCTRL register enables the MPU, enables the default memory map background region, and
enables use of the MPU when in the hard fault, Non-maskable Interrupt (NMI), and Fault Mask Register
(FAULTMASK) escalated handlers.

When the ENABLE and PRIVDEFEN bits are both set:

» For privileged accesses, the default memory map is as described in Section 1.5. Any access by
privileged software that does not address an enabled memory region behaves as defined by the
default memory map.

* Any access by unprivileged software that does not address an enabled memory region causes a
memory management fault.

Execute Never (XN) and Strongly Ordered rules always apply to the System Control Space regardless of
the value of the ENABLE bit.

When the ENABLE bit is set, at least one region of the memory map must be enabled for the system to
function unless the PRIVDEFEN bit is set. If the PRIVDEFEN bit is set and no regions are enabled, then
only privileged software can operate.

When the ENABLE bit is clear, the system uses the default memory map, which has the same memory
attributes as if the MPU is not implemented (see Table 1-16 for more information). The default memory
map applies to accesses from both privileged and unprivileged software.

When the MPU is enabled, accesses to the System Control Space and vector table are always permitted.
Other areas are accessible based on regions and whether PRIVDEFEN is set.

Unless HFNMIENA is set, the MPU is not enabled when the processor is executing the handler for an
exception with priority —1 or —2. These priorities are only possible when handling a hard fault or NMI
exception or when FAULTMASK is enabled. Setting the HFNMIENA bit enables the MPU when operating
with these two priorities.

MPUCTRL is shown in Figure 2-29 and described in Table 2-44.
Return to Summary Table.

Figure 2-29. MPUCTRL Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8
RESERVED
R-0x0
7 6 5 4 3 2 1 0
RESERVED PRIVDEFEN HFNMIENA ENABLE
R-0x0 R/W-0x0 R/W-0x0 R/W-0x0
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Table 2-44. MPUCTRL Register Field Descriptions

Bit Field Type Reset Description
31-3 RESERVED R 0x0

2 PRIVDEFEN R/W 0x0 MPU Default Region

This bit enables privileged software access to the default memory
map.

When this bit is set, the background region acts as if it is region
number -1.

Any region that is defined and enabled has priority over this default
map.

If the MPU is disabled, the processor ignores this bit.

1 HFNMIENA R/W 0x0 MPU Enabled During Faults

This bit controls the operation of the MPU during hard fault, NMI,
and FAULTMASK handlers.

When the MPU is disabled and this bit is set, the resulting behavior
is unpredictable.

0 ENABLE R/W 0x0 MPU Enable

When the MPU is disabled and the HFNMIENA bit is set, the
resulting behavior is unpredictable.
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2.6.3 MPUNUMBER Register (Offset = 0xD98) [reset = 0x0]
MPU Region Number (MPUNUMBER), offset 0xD98

NOTE: This register can only be accessed from privileged mode.

The MPUNUMBER register selects which memory region is referenced by the MPU Region Base Address
(MPUBASE) and MPU Region Attribute and Size (MPUATTR) registers. Normally, the required region
number should be written to this register before accessing the MPUBASE or the MPUATTR register.
However, the region number can be changed by writing to the MPUBASE register with the VALID bit set
(see Section 2.6.4). This write updates the value of the REGION field.

MPUNUMBER is shown in Figure 2-30 and described in Table 2-45.
Return to Summary Table.

Figure 2-30. MPUNUMBER Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED NUMBER
R-0x0 R/W-0x0

Table 2-45. MPUNUMBER Register Field Descriptions

Bit Field Type Reset Description
31-3 RESERVED R 0x0
2-0 NUMBER R/W 0x0 MPU Region to Access

This field indicates the MPU region referenced by the MPUBASE
and MPUATTR registers.
The MPU supports eight memory regions.
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2.6.4 MPUBASEN Registers

MPU Region Base Address (MPUBASE), offset 0OxD9C

MPU Region Base Address Alias 1 (MPUBASEL), offset 0xDA4
MPU Region Base Address Alias 2 (MPUBASE?2), offset OXDAC
MPU Region Base Address Alias 3 (MPUBASED3), offset 0xDB4

NOTE: This register can only be accessed from privileged mode.

The MPUBASE register defines the base address of the MPU region selected by the MPU Region
Number (MPUNUMBER) register and can update the value of the MPUNUMBER register. To change the
current region number and update the MPUNUMBER register, write the MPUBASE register with the
VALID bit set.

The ADDR field is bits 31: N of the MPUBASE register. Bits(N-1):5 are reserved. The region size, as
specified by the SIZE field in the MPU Region Attribute and Size (MPUATTR) register, defines the value of
N where:

N = Log,(Region size in bytes)

If the region size is configured to 4 GB in the MPUATTR register, there is no valid ADDR field. In this
case, the region occupies the complete memory map, and the base address is 0x00000000.

The base address is aligned to the size of the region. For example, a 64KB region must be aligned on a
multiple of 64KB, for example, at 0x00010000 or 0x00020000.

MPUBASER is shown in Figure 2-31 and described in Table 2-46.
Return to Summary Table.

Figure 2-31. MPUBASEN Register

31 30 29 28 27 26 25 24
ADDR
R/W-0x0
23 22 21 20 19 18 17 16
ADDR
R/W-0x0
15 14 13 12 11 10 9 8
ADDR
R/W-0x0
7 6 5 4 3 2 1 0
ADDR | VALD | RESERVED | REGION
R/W-0x0 WO-0x0 R-0X0 R/W-0x0

Table 2-46. MPUBASEN Register Field Descriptions

Bit Field Type Reset Description

31-5 ADDR R/W 0x0 Base Address Mask Bits

31:N in this field contain the region base address.

The value of N depends on the region size, as shown above.

The remaining bits (N-1):5 are reserved.

Software should not rely on the value of a reserved bit.

To provide compatibility with future products, the value of a reserved
bit should be preserved across a read-modify-write operation.

4 VALID \WYe] 0x0 Region Number Valid
This bit is always read as 0.

3 RESERVED R 0x0
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Table 2-46. MPUBASEN Register Field Descriptions (continued)

Bit Field Type Reset Description
2-0 REGION R/W 0x0 Region Number
On a write, contains the value to be written to the MPUNUMBER
register.
On a read, returns the current region number in the MPUNUMBER
register.
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2.6.5 MPUATTRnN Registers
MPU Region Attribute and Size (MPUATTR), offset OXDAO
MPU Region Attribute and Size Alias 1 (MPUATTR1), offset 0OXDA8
MPU Region Attribute and Size Alias 2 (MPUATTR?2), offset 0OXDBO
MPU Region Attribute and Size Alias 3 (MPUATTR3), offset 0xDB8

NOTE: This register can only be accessed from privileged mode.

The MPUATTR register defines the region size and memory attributes of the MPU region specified by the
MPU Region Number (MPUNUMBER) register and enables that region and any subregions.

The MPUATTR register is accessible using word or halfword accesses with the most-significant halfword
holding the region attributes and the least-significant halfword holds the region size and the region and
subregion enable bits.

The MPU access permission attribute bits, XN, AP, TEX, S, C, and B, control access to the corresponding
memory region. If an access is made to an area of memory without the required permissions, then the
MPU generates a permission fault.

The SIZE field defines the size of the MPU memory region specified by the MPUNUMBER register as
follows:

(Region size in bytes) = 251ZE1)

The smallest permitted region size is 32 bytes, corresponding to a SIZE value of 4. Table 2-47 gives
example SIZE values with the corresponding region size and value of N in the MPU Region Base Address
(MPUBASE) register.

Table 2-47. Example SIZE Field Values

SIZE Encoding Region Size Value of N®@ Note
00100b (0x4) 32B 5 Minimum permitted size
01001b (0x9) 1KB 10
10011b (0x13) 1MB 20
11101b (0x1D) 1GB 30

No valid ADDR field in MPUBASE; the

11111b (Ox1F) 4 GB region occupies the complete memory Maximum possible size

map.

@ Refers to the N parameter in the MPUBASE register (see Section 2.6.4).

MPUATTRn is shown in Figure 2-32 and described in Table 2-48.
Return to Summary Table.

Figure 2-32. MPUATTRnN Register

31 30 29 28 27 26 25 24
RESERVED | XN | RESERVED | AP
R-0x0 R/W-0x0 R-0x0 R/W-0x0

23 22 21 20 19 18 17 16

RESERVED TEX | s c B
R-0x0 R/W-0x0 R/W-0x0 R/W-0x0 R/W-0x0

15 14 13 12 11 10 9 8

SRD
R/W-0x0

7 6 5 4 S 2 1 0
RESERVED SIZE ENABLE
R-0x0 R/W-0x0 R/W-0x0
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Table 2-48. MPUATTRnN Register Field Descriptions

Bit Field Type Reset Description
31-29 RESERVED R 0x0
28 XN RIW 0x0 Instruction Access Disable
27 RESERVED R 0x0
26-24 | AP R/W 0x0 Access Privilege
For information on using this bit field, see Table 2-5.
23-22 RESERVED R 0x0
21-19 | TEX RIW 0x0 Type Extension Mask
For information on using this bit field, see Table 2-3.
18 S RIW 0x0 Shareable
For information on using this bit, see Table 2-3.
17 c RIW 0x0 Cacheable
For information on using this bit, see .
16 B RIW 0x0 Bufferable
For information on using this bit, see Table 2-3.
15-8 SRD R/W 0x0 Subregion Disable Bits
Region sizes of 128 bytes and less do not support subregions.
When writing the attributes for such a region, configure the SRD field
as 0x00.
See for more information.
7-6 RESERVED R 0x0
5-1 SIZE R/W 0x0 Region Size Mask
The SIZE field defines the size of the MPU memory region specified
by the MPUNUMBER register.
Refer to Table 2-47 for more information.
0 ENABLE RIW 0x0 Region Enable
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2.7 FPU Registers

Table 2-49 lists the memory-mapped registers for the FPU. All register offset addresses not listed in
Table 2-49 should be considered as reserved locations and the register contents should not be modified.

Table 2-49. FPU Registers

Offset Acronym Register Name Section

0xD88 CPAC Coprocessor Access Control Section 2.7.1
OxF34 FPCC Floating-Point Context Control Section 2.7.2
0xF38 FPCA Floating-Point Context Address Section 2.7.3
0xF3C FPDSC Floating-Point Default Status Control Section 2.7.4

Complex bit access types are encoded to fit into small table cells. Table 2-50 shows the codes that are
used for access types in this section.

Table 2-50. FPU Access Type Codes

Access Type ‘ Code ‘ Description
Read Type
R R | Read
Write Type
w |w | write
Reset or Default Value
-n Value after reset or the default
value
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2.7.1 CPAC Register (Offset = 0xD88) [reset = 0x0]
Coprocessor Access Control (CPAC)

The CPAC register specifies the access privileges for coprocessors.
CPAC is shown in Figure 2-33 and described in Table 2-51.
Return to Summary Table.

Figure 2-33. CPAC Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
RESERVED \ CP11 | CP10 RESERVED
R-0x0 R/W-0x0 R/W-0x0 R-0x0
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED
R-0x0
Table 2-51. CPAC Register Field Descriptions
Bit Field Type Reset Description
31-24 RESERVED R 0x0
23-22 |CP11 R/W 0x0 CP11 Coprocessor Access Privilege
0x0 = Access Denied. Any attempted access generates a NOCP
Usage Fault.
0x1 = Privileged Access Only. An unprivileged access generates a
NOCP fault.
0x2 = Reserved. The result of any access is unpredictable.
0x3 = Full Access
21-20 | CP10 R/W 0x0 CP10 Coprocessor Access Privilege
0x0 = Access Denied. Any attempted access generates a NOCP
Usage Fault.
0x1 = Privileged Access Only. An unprivileged access generates a
NOCP fault.
0x2 = Reserved. The result of any access is unpredictable.
0x3 = Full Access
19-0 RESERVED R 0x0
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2.7.2 FPCC Register (Offset = 0xF34) [reset = 0xC0000000]
Floating-Point Context Control (FPCC)
The FPCC register sets or returns FPU control data.
FPCC is shown in Figure 2-34 and described in Table 2-52.
Return to Summary Table.

Figure 2-34. FPCC Register

31 30 29 28 27 26 25 24
ASPEN LSPEN RESERVED
R/W-0x1 R/W-0x1 R-0x0
23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8
RESERVED | MONRDY
R-0x0 R/W-0x0
7 6 5 4 3 2 1 0
RESERVED BFRDY MMRDY HFRDY | THREAD |RESERVED 3| USER | LSPACT
R-0x0 R/W-0x0 R/W-0x0 R/W-0x0 R/W-0x0 R-0x0 R/W-0x0 R/W-0x0
Table 2-52. FPCC Register Field Descriptions
Bit Field Type Reset Description
31 ASPEN R/W 0ox1 Automatic State Preservation Enable
When set, enables the use of the FRACTV bit in the CONTROL
register on execution of a floating-point instruction.
This results in automatic hardware state preservation and
restoration, for floating-point context, on exception entry and exit.
NOTE: Two bits control when FPCA can be enabled: the ASPEN bit
in the Floating-Point Context Control (FPCC) register and the
DISFPCA bit in the Auxiliary Control (ACTLR) register.
30 LSPEN RIW Ox1 Lazy State Preservation Enable
When set, enables automatic lazy state preservation for floating-
point context.
29-9 RESERVED R 0x0
8 MONRDY RIW 0x0 Monitor Ready
When set, DebugMonitor is enabled and priority permits setting
MON_PEND when the floating-point stack frame was allocated.
RESERVED R 0x0
BFRDY R/W 0x0 Bus Fault Ready
When set, BusFault is enabled and priority permitted setting the
BusFault handler to the pending state when the floating-point stack
frame was allocated.
5 MMRDY RIW 0x0 Memory Management Fault Ready
When set, MemManage is enabled and priority permitted setting the
MemManage handler to the pending state when the floating-point
stack frame was allocated.
4 HFRDY RW 0x0 Hard Fault Ready
When set, priority permitted setting the HardFault handler to the
pending state when the floating-point stack frame was allocated.
3 THREAD RIW 0x0 Thread Mode
When set, mode was Thread Mode when the floating-point stack
frame was allocated.
2 RESERVED R 0x0
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Table 2-52. FPCC Register Field Descriptions (continued)
Bit Field Type Reset Description

1 USER R/W 0x0 User Privilege Level

When set, privilege level was user when the floating-point stack
frame was allocated.

0 LSPACT R/W 0x0 Lazy State Preservation Active

When set, Lazy State preservation is active.

Floating-point stack frame has been allocated but saving state to it
has been deferred.
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2.7.3 FPCA Register (Offset = 0xF38) [reset = X]
Floating-Point Context Address (FPCA)
The FPCA register holds the location of the unpopulated floating-point register space allocated on an

exception stack frame.

FPCA is shown in Figure 2-35 and described in Table 2-53.

Return to Summary Table.

Figure 2-35. FPCA Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
ADDRESS
R/W-X
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
ADDRESS RESERVED
R/W-X R-0x0
Table 2-53. FPCA Register Field Descriptions
Bit Field Type Reset Description
31-3 ADDRESS R/W X Address
The location of the unpopulated floating-point register space
allocated on an exception stack frame.
2-0 RESERVED R 0x0
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2.7.4 FPDSC Register (Offset = 0xF3C) [reset = X]
Floating-Point Default Status Control (FPDSC)
The FPDSC register holds the default values for the Floating-Point Status Control (FPSC) register.
FPDSC is shown in Figure 2-36 and described in Table 2-54.

Return to Summary Table.

Figure 2-36. FPDSC Register

31 30 29 26 25 24 23 22 21 20 19 18 17 16
RESERVED | AP | DN | FZ | RMODE | RESERVED
R-0x0 R/W-X R/W-X R/W-X R/W-X R-0x0
15 14 13 10 9 8 7 6 5 4 3 2 1 0
RESERVED
R-0x0
Table 2-54. FPDSC Register Field Descriptions
Bit Field Type Reset Description
31-27 RESERVED R 0x0
26 AHP R/W X AHP Bit Default
This bit holds the default value for the AHP bit in the FPSC register.
25 DN RiW X DN Bit Default
This bit holds the default value for the DN bit in the FPSC register.
24 Fz RIW X FZ Bit Default
This bit holds the default value for the FZ bit in the FPSC register.
23-22 | RMODE RIW X RMODE Bit Default
This bit holds the default value for the RMODE bit field in the FPSC
register.
0x0 = Round to Nearest (RN) mode
0x1 = Round toward Plus Infinity (RP) mode
0x2 = Round toward Minus Infinity (RM) mode
0x3 = Round toward Zero (RZ) mode
21-0 RESERVED R 0x0
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JTAG Interface

The Joint Test Action Group (JTAG) port is an IEEE standard that defines a Test Access Port (TAP) and
Boundary Scan Architecture for digital integrated circuits and provides a standardized serial interface for
controlling the associated test logic. The TAP, Instruction Register (IR), and Data Register (DR) can be
used to test the interconnections of assembled printed-circuit boards and obtain manufacturing information
on the components. The JTAG port also provides a means of accessing and controlling design-for-test
features such as 1/O pin observation and control, scan testing, and debugging.
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3.1

3.2

Introduction

The JTAG port is composed of four pins: TCK, TMS, TDI, and TDO. Data is transmitted serially into the
controller on TDI and out of the controller on TDO. The interpretation of this data is dependent on the
current state of the TAP controller. For detailed information on the operation of the JTAG port and test
access port (TAP) controller, see the IEEE Standard 1149.1-Test Access Port and Boundary-Scan
Architecture.

The MSP432E4 JTAG controller works with the Arm® JTAG controller built into the Cortex®-M4F core by
multiplexing the TDO outputs from both JTAG controllers. Arm JTAG instructions select the Arm TDO
output while JTAG instructions select the TDO output. The multiplexer is controlled by the JTAG controller,
which has comprehensive programming for the Arm core, MSP432E4 microcontroller, and unimplemented
JTAG instructions.
The JTAG module has the following features:
* |EEE 1149.1-1990 compatible TAP controller
» Four-bit Instruction Register (IR) chain for storing JTAG instructions
» |EEE standard instructions: BYPASS, IDCODE, SAMPLE/PRELOAD, and EXTEST
* Arm additional instructions: APACC, DPACC, and ABORT
» Integrated Arm Serial Wire Debug (SWD)

— Serial Wire JTAG Debug Port (SWJ-DP)

— Flash Patch and Breakpoint (FPB) unit for implementing breakpoints

— Data Watchpoint and Trace (DWT) unit for implementing watchpoints, trigger resources, and

system profiling

— Instrumentation Trace Macrocell (ITM) for support of printf style debugging

— Embedded Trace Macrocell (ETM) for instruction trace capture

— Trace Port Interface Unit (TPIU) for bridging to a Trace Port Analyzer

See the Arm Debug Interface V5 Architecture Specification for more information on the Arm JTAG
controller.

Block Diagram
Figure 3-1 shows the block diagram of the JTAG module.
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Figure 3-1. JTAG Module Block Diagram
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3.3 Functional Description
Figure 3-1 shows a high-level conceptual drawing of the JTAG module. The JTAG module is composed of
the TAP controller and serial shift chains with parallel update registers. The TAP controller is a simple
state machine controlled by the TCK and TMS inputs. The current state of the TAP controller depends on
the sequence of values captured on TMS at the rising edge of TCK. The TAP controller determines when
the serial shift chains capture new data, shift data from TDI toward TDO, and update the parallel load
registers. The current state of the TAP controller also determines whether the IR chain or one of the DR
chains is being accessed.
The serial shift chains with parallel load registers are comprised of one IR chain and multiple DR chains.
The current instruction loaded in the parallel load register determines which DR chain is captured, shifted,
or updated during the sequencing of the TAP controller.
Some instructions, like EXTEST, operate on data currently in a DR chain and do not capture, shift, or
update any of the chains. Instructions that are not implemented decode to the BYPASS instruction to
ensure that the serial path between TDI and TDO is always connected (see Table 3-2 for a list of
implemented instructions).
Depending on the reset source, the effect on the JTAG module varies. The following reset sources reset
the entire JTAG module:
» Externally generated power-on reset (POR)
The following reset sources reset only the JTAG pin configuration:
* RST pin POR
e Brownout POR
* Watchdog POR
* HIB module POR
e RST pin system reset
* Brownout system reset
» Software system reset request (using the SYSRESREQ bit in the APINT register)
» Software peripheral reset
» Watchdog system reset
* HIB module system reset
3.3.1 JTAG Interface Pins
The JTAG interface consists of four standard pins: TCK, TMS, TDI, and TDO. Table 3-1 lists these pins
and their associated state after a power-on reset or reset caused by the RST input. Detailed information
on each pin follows.
NOTE: The following pins are configured as JTAG port pins out of reset. See Chapter 17 for
information on how to reprogram the configuration of these pins.
Table 3-1. JTAG Port Pins State After POR or RST Assertion
Pin Name Data Direction Internal Pullup Internal Pulldown Drive Strength Drive Value
TCK Input Enabled Disabled N/A N/A
T™MS Input Enabled Disabled N/A N/A
TDI Input Enabled Disabled N/A N/A
TDO Output Enabled Disabled 2-mA driver Hi-Z
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3.3.1.1 Test Clock Input (TCK)

The TCK pin is the clock for the JTAG module. This clock is provided so the test logic can operate
independently of any other system clocks and to ensure that multiple JTAG TAP controllers that are daisy-
chained together can synchronously communicate serial test data between components. During normal
operation, TCK is driven by a free-running clock with a nominal 50% duty cycle. When necessary, TCK
can be stopped at 0 or 1 for extended periods of time. While TCK is stopped at O or 1, the state of the
TAP controller does not change and data in the JTAG Instruction and Data Registers is not lost.

By default, the internal pullup resistor on the TCK pin is enabled after reset, assuring that no clocking
occurs if the pin is not driven from an external source. The internal pullup and pulldown resistors can be
turned off to save internal power as long as the TCK pin is constantly being driven by an external source
(see Section 17.5.15 and Section 17.5.16).

3.3.1.2 Test Mode Select (TMS)

The TMS pin selects the next state of the JTAG TAP controller. TMS is sampled on the rising edge of
TCK. Depending on the current TAP state and the sampled value of TMS, the next state may be entered.
Because the TMS pin is sampled on the rising edge of TCK, the IEEE Standard 1149.1 expects the value
on TMS to change on the falling edge of TCK.

Holding TMS high for five consecutive TCK cycles drives the TAP controller state machine to the Test-
Logic-Reset state. When the TAP controller enters the Test-Logic-Reset state, the JTAG module and
associated registers are reset to their default values. This procedure should be performed to initialize the
JTAG controller. The JTAG Test Access Port state machine can be seen in its entirety in Figure 3-2.

By default, the internal pullup resistor on the TMS pin is enabled after reset. Changes to the pullup resistor
settings on GPIO Port C should ensure that the internal pullup resistor remains enabled on PC1/TMS;
otherwise JTAG communication could be lost (see Section 17.5.15).

3.3.1.3 Test Data Input (TDI)

The TDI pin provides a stream of serial information to the IR chain and the DR chains. TDI is sampled on
the rising edge of TCK and, depending on the current TAP state and the current instruction, may present
this data to the proper shift register chain. Because the TDI pin is sampled on the rising edge of TCK, the
IEEE Standard 1149.1 expects the value on TDI to change on the falling edge of TCK.

By default, the internal pullup resistor on the TDI pin is enabled after reset. Changes to the pullup resistor
settings on GPIO Port C should ensure that the internal pullup resistor remains enabled on PC2/TDI;
otherwise JTAG communication could be lost (see Section 17.5.15).

3.3.1.4 Test Data Output (TDO)

The TDO pin provides an output stream of serial information from the IR chain or the DR chains. The
value of TDO depends on the current TAP state, the current instruction, and the data in the chain being
accessed. In order to save power when the JTAG port is not being used, the TDO pin is placed in an
inactive drive state when not actively shifting out data. Because TDO can be connected to the TDI of
another controller in a daisy-chain configuration, the IEEE Standard 1149.1 expects the value on TDO to
change on the falling edge of TCK.

By default, the internal pullup resistor on the TDO pin is enabled after reset, assuring that the pin remains
at a constant logic level when the JTAG port is not being used. The internal pullup and pulldown resistors
can be turned off to save internal power if a Hi-Z output value is acceptable during certain TAP controller
states (see Section 17.5.15 and Section 17.5.16).

NOTE: If the device fails initialization during reset, the hardware toggles the TDO output as an
indication of failure. Thus, during board layout, designers should not designate the TDO pin
as a GPIO in sensitive applications where the possibility of toggling could affect the design.
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3.3.2 JTAG TAP Controller

Figure 3-2 shows the JTAG TAP controller state machine. The TAP controller state machine is reset to the
Test-Logic-Reset state on the assertion of a Power-On-Reset (POR). To reset the JTAG module after the
microcontroller has been powered on, the TMS input must be held HIGH for five TCK clock cycles,
resetting the TAP controller and all associated JTAG chains. Asserting the correct sequence on the TMS
pin allows the JTAG module to shift in new instructions, shift in data, or idle during extended testing
sequences. For detailed information on the function of the TAP controller and the operations that occur in
each state, see IEEE Standard 1149.1.

Run Test Idle .y

0 P\

Select IR Scan
0

1 Capture IR

Update DR |«—
1 0

Y

Figure 3-2. Test Access Port State Machine

3.3.3 Shift Registers

The Shift Registers consist of a serial shift register chain and a parallel load register. The serial shift
register chain samples specific information during the TAP controller's CAPTURE states and allows this
information to be shifted out on TDO during the TAP controller's SHIFT states. While the sampled data is
being shifted out of the chain on TDO, new data is being shifted into the serial shift register on TDI. This
new data is stored in the parallel load register during the TAP controller's UPDATE states. Each of the
shift registers is discussed in detail in Section 3.5.

3.3.4 Operational Considerations

Certain operational parameters must be considered when using the JTAG module. Because the JTAG
pins can be programmed to be GPIOs, board configuration and reset conditions on these pins must be
considered. In addition, because the JTAG module has integrated Arm Serial Wire Debug, the method for
switching between these two operational modes is described below.
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3.3.4.1 GPIO Functionality

When the microcontroller is reset with either a POR or RST, the JTAG/SWD port pins default to their
JTAG/SWD configurations. The default configuration includes enabling digital functionality (DEN[3:0] set in
the Port C GPIO Digital Enable (GPIODEN) register), enabling the pullup resistors (PUE[3:0] set in the
Port C GPIO Pullup Select (GPIOPUR) register), disabling the pulldown resistors (PDE[3:0] cleared in the
Port C GPIO Pulldown Select (GPIOPDR) register) and enabling the alternate hardware function
(AFSEL[3:0] set in the Port C GPIO Alternate Function Select (GPIOAFSEL) register) on the JTAG/SWD
pins. See Section 17.5.10, Section 17.5.15, Section 17.5.16, and Section 17.5.18.

It is possible for software to configure these pins as GPIOs after reset by clearing AFSEL[3:0] in the Port
C GPIOAFSEL register. If the user does not require the JTAG/SWD port for debugging or board-level
testing, this provides four more GPIOs for use in the design.

NOTE: Itis possible to create a software sequence that prevents the debugger from connecting to
the MSP432E4 microcontroller. If the program code loaded into flash immediately changes
the JTAG pins to their GPIO functionality, the debugger may not have enough time to
connect and halt the controller before the JTAG pin functionality switches. As a result, the
debugger may be locked out of the part. This issue can be avoided with a software routine
that restores JTAG functionality based on an external or software trigger. In the case that the
software routine is not implemented and the device is locked out of the part, this issue can
be solved by using the MSP432E4 flash programmer "Unlock” feature.

The GPIO commit control registers provide a layer of protection against accidental programming of critical
hardware peripherals. Protection is provided for the GPIO pins that can be used as the four JTAG/SWD
pins and the NMI pin (see for pin numbers). Writes to protected bits of the GPIO Alternate Function Select
(GPIOAFSEL) register (see Section 17.5.10), GPIO Pullup Select (GPIOPUR) register

(seeSection 17.5.15), GPIO Pulldown Select (GPIOPDR) register (see Section 17.5.16), and GPIO Digital
Enable (GPIODEN) register (see Section 17.5.18) are not committed to storage unless the GPIO Lock
(GPIOLOCK) register (seeSection 17.5.19) has been unlocked and the appropriate bits of the GPIO
Commit (GPIOCR) register (see Section 17.5.20) have been set.

3.3.4.2 Communication With JTAG/SWD

Because the debug clock and the system clock can be running at different frequencies, care must be
taken to maintain reliable communication with the JTAG/SWD interface. In the Capture-DR state, the
result of the previous transaction, if any, is returned, together with a 3-bit ACK response. Software should
check the ACK response to see if the previous operation has completed before initiating a new
transaction. Alternatively, if the system clock is at least 8 times faster than the debug clock (TCK or
SWCLK), the previous operation has enough time to complete and the ACK bits do not have to be
checked.

3.3.4.3 Recovering a "Locked" Microcontroller

NOTE: Performing the following sequence restores the nonvolatile registers discussed in
Section 7.2.3.12 to their factory default values. The mass erase of the Flash memory caused
by the sequence below occurs prior to the nonvolatile registers being restored.

In addition, the EEPROM is erased and its wear-leveling counters are returned to factory
default values when performing the sequence below.

If software configures any of the JTAG/SWD pins as GPIO and loses the ability to communicate with the
debugger, there is a debug port unlock sequence that can be used to recover the microcontroller.
Performing a total of ten JTAG-to-SWD and SWD-to-JTAG switch sequences while holding the
microcontroller in reset mass erases the Flash memory. The debug port unlock sequence is:

1. Assert and hold the RST signal.
2. Apply power to the device.
3. Perform steps 1 and 2 of the JTAG-to-SWD switch sequence on Section 3.3.4.4.1.
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4. Perform steps 1 and 2 of the SWD-to-JTAG switch sequence on Section 3.3.4.4.2.
5. Perform steps 1 and 2 of the JTAG-to-SWD switch sequence.
6. Perform steps 1 and 2 of the SWD-to-JTAG switch sequence.
7. Perform steps 1 and 2 of the JTAG-to-SWD switch sequence.
8. Perform steps 1 and 2 of the SWD-to-JTAG switch sequence.
9. Perform steps 1 and 2 of the JTAG-to-SWD switch sequence.
10. Perform steps 1 and 2 of the SWD-to-JTAG switch sequence.
11. Perform steps 1 and 2 of the JTAG-to-SWD switch sequence.
12. Perform steps 1 and 2 of the SWD-to-JTAG switch sequence.
13. Release the RST signal.

14. Wait 400 ms.

15. Power-cycle the microcontroller.

3.3.4.4 Arm Serial Wire Debug (SWD)

In order to seamlessly integrate the Arm Serial Wire Debug (SWD) functionality, a serial-wire debugger
must be able to connect to the Cortex-M4F core without having to perform, or have any knowledge of,
JTAG cycles. This integration is accomplished with a SWD preamble that is issued before the SWD
session begins.

The switching preamble used to enable the SWD interface of the SWJ-DP module starts with the TAP
controller in the Test-Logic-Reset state. From here, the preamble sequences the TAP controller through
the following states: Run Test Idle, Select DR, Select IR, Test Logic Reset, Test Logic Reset, Run Test
Idle, Run Test Idle, Select DR, Select IR, Test Logic Reset, Test Logic Reset, Run Test Idle, Run Test
Idle, Select DR, Select IR, and Test Logic Reset states.

Stepping through this sequence of the TAP state machine enables the SWD interface and disables the
JTAG interface. For more information on this operation and the SWD interface, see the Arm Debug
Interface V5 Architecture Specification.

Because this sequence is a valid series of JTAG operations that could be issued, the Arm JTAG TAP
controller is not fully compliant to the IEEE Standard 1149.1. This instance is the only one where the Arm
JTAG TAP controller does not meet full compliance with the specification. Due to the low probability of this
sequence occurring during normal operation of the TAP controller, it should not affect normal performance
of the JTAG interface.

3.3.4.4.1 JTAG-to-SWD Switching

To switch the operating mode of the Debug Access Port (DAP) from JTAG to SWD mode, the external
debug hardware must send the switching preamble to the microcontroller. The 16-bit TMS/SWDIO
command for switching to SWD mode is defined as b1110.0111.1001.1110, transmitted LSB first. This
command can also be represented as OXE79E when transmitted LSB first. The complete switch sequence
should consist of the following transactions on the TCK / SWCLK and TMS / SWDIO signals:

1. Send at least 50 TCK / SWCLK cycles with TMS / SWDIO High to ensure that both JTAG and SWD
are in their reset states.

2. Send the 16-bit JTAG-to-SWD switch command, OXE79E, on TMS/SWDIO.

3. Send at least 50 TCK / SWCLK cycles with TMS / SWDIO High to ensure that if SWJ-DP was already
in SWD mode before sending the switch sequence, the SWD goes into the line reset state.

To verify that the DAP has switched to the Serial Wire Debug (SWD) operating mode, perform a SWD
READID operation. The ID value can be compared against the device's known ID to verify the switch.

SLAU723A-0October 2017 —-Revised October 2018 JTAG Interface 189

Submit Documentation Feedback
Copyright © 2017-2018, Texas Instruments Incorporated


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAU723A

13 TEXAS
INSTRUMENTS

Initialization and Configuration www.ti.com

3.3.4.4.2 SWD-t0-JTAG Switching

3.4

3.5

351

To switch the operating mode of the DAP from SWD to JTAG mode, the external debug hardware must
send a switch command to the microcontroller. The 16-bit TMS/SWDIO command for switching to JTAG
mode is defined as b1110.0111.0011.1100, transmitted LSB first. This command can also be represented
as OxE73C when transmitted LSB first. The complete switch sequence should consist of the following
transactions on the TCK / SWCLK and TMS / SWDIO signals:

1. Send at least 50 TCK / SWCLK cycles with TMS / SWDIO High to ensure that both JTAG and SWD
are in their reset states.

2. Send the 16-bit SWD-to-JTAG switch command, OXE73C, on TMS/SWDIO.

3. Send at least 50 TCK / SWCLK cycles with TMS / SWDIO High to ensure that if SWJ-DP was already
in JTAG mode before sending the switch sequence, the JTAG goes into the Test Logic Reset state.

To verify that the DAP has switched to the JTAG operating mode, set the JTAG IR to the IDCODE
instruction and shift out the DR. The DR value can be compared against the device's known IDCODE to
verify the switch.

Initialization and Configuration

After a Power-On-Reset or an external reset (RST), the JTAG pins are automatically configured for JTAG
communication. No user-defined initialization or configuration is needed. However, if the user application
changes these pins to their GPIO function, they must be configured back to their JTAG functionality before
JTAG communication can be restored. To return the pins to their JTAG functions, enable the four JTAG
pins (PC[3:0]) for their alternate function using the GPIOAFSEL register. In addition to enabling the
alternate functions, any other changes to the GPIO pad configurations on the four JTAG pins (PC[3:0])
should be returned to their default settings.

Register Descriptions

The registers in the JTAG TAP Controller or Shift Register chains are not memory mapped and are not
accessible through the on-chip Advanced Peripheral Bus (APB). Instead, the registers within the JTAG
controller are all accessed serially through the TAP Controller. These registers include the Instruction
Register and the six Data Registers.

Instruction Register (IR)

The JTAG TAP IR is a four-bit serial scan chain connected between the JTAG TDI and TDO pins with a
parallel load register. When the TAP Controller is placed in the correct states, bits can be shifted into the
IR. Once these bits have been shifted into the chain and updated, they are interpreted as the current
instruction. The decode of the IR bits is shown in Table 3-2. A detailed explanation of each instruction,
along with its associated Data Register, follows.

Table 3-2. JTAG Instruction Register Commands

IR[3:0] Instruction Description

Drives the values preloaded into the Boundary Scan Chain by the
SAMPLE/PRELOAD instruction onto the pads.

Captures the current 1/0 values and shifts the sampled values out of the
Boundary Scan Chain while new preload data is shifted in.

0x8 ABORT Shifts data into the Arm Debug Port Abort Register.
OxA DPACC Shifts data into and out of the Arm DP Access Register.
0xB APACC Shifts data into and out of the Arm AC Access Register.

Loads manufacturing information defined by the IEEE Standard 1149.1 into
the IDCODE chain and shifts it out.

OxF BYPASS Connects TDI to TDO through a single Shift Register chain.

Defaults to the BYPASS instruction to ensure that TDI is always connected to
TDO.

0x0 EXTEST

0x2 SAMPLE / PRELOAD

OxE IDCODE

All Others Reserved
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3.5.1.1 EXTEST Instruction

The EXTEST instruction is not associated with its own Data Register chain. Instead, the EXTEST
instruction uses the data that has been preloaded into the Boundary Scan Data Register using the
SAMPLE/PRELOAD instruction. When the EXTEST instruction is present in the Instruction Register, the
preloaded data in the Boundary Scan Data Register associated with the outputs and output enables are
used to drive the GPIO pads rather than the signals coming from the core. With tests that drive known
values out of the controller, this instruction can be used to verify connectivity. While the EXTEST
instruction is present in the Instruction Register, the Boundary Scan Data Register can be accessed to
sample and shift out the current data and load new data into the Boundary Scan Data Register.

3.5.1.2 SAMPLE/PRELOAD Instruction

The SAMPLE/PRELOAD instruction connects the Boundary Scan Data Register chain between TDI and
TDO. This instruction samples the current state of the pad pins for observation and preloads new test
data. Each GPIO pad has an associated input, output, and output enable signal. When the TAP controller
enters the Capture DR state during this instruction, the input, output, and output-enable signals to each of
the GPIO pads are captured. These samples are serially shifted out on TDO while the TAP controller is in
the Shift DR state and can be used for observation or comparison in various tests.

While these samples of the inputs, outputs, and output enables are being shifted out of the Boundary
Scan Data Register, new data is being shifted into the Boundary Scan Data Register from TDI. Once the
new data has been shifted into the Boundary Scan Data Register, the data is saved in the parallel load
registers when the TAP controller enters the Update DR state. This update of the parallel load register
preloads data into the Boundary Scan Data Register that is associated with each input, output, and output
enable. This preloaded data can be used with the EXTEST instruction to drive data into or out of the
controller. See Section 3.5.2.3 for more information.

3.5.1.3 ABORT Instruction

The ABORT instruction connects the associated ABORT Data Register chain between TDI and TDO. This
instruction provides read and write access to the ABORT Register of the Arm DAP. Shifting the proper
data into this Data Register clears various error bits or initiates a DAP abort of a previous request. See the
Section 3.5.2.6 for more information.

3.5.1.4 DPACC Instruction

The DPACC instruction connects the associated DPACC Data Register chain between TDI and TDO. This
instruction provides read and write access to the DPACC Register of the Arm DAP. Shifting the proper
data into this register and reading the data output from this register allows read and write access to the
Arm debug and status registers. See Section 3.5.2.5 for more information.

3.5.1.5 APACC Instruction

The APACC instruction connects the associated APACC Data Register chain between TDI and TDO. This
instruction provides read and write access to the APACC Register of the Arm DAP. Shifting the proper
data into this register and reading the data output from this register allows read and write access to
internal components and buses through the Debug Port. See Section 3.5.2.4 for more information.

3.5.1.6 IDCODE Instruction

The IDCODE instruction connects the associated IDCODE Data Register chain between TDI and TDO.
This instruction provides information on the manufacturer, part number, and version of the Arm core. This
information can be used by testing equipment and debuggers to automatically configure input and output
data streams. IDCODE is the default instruction loaded into the JTAG Instruction Register when a Power-
On-Reset (POR) is asserted, or the Test-Logic-Reset state is entered. See Section 3.5.2.1 for more
information.
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3.5.1.7 BYPASS Instruction

3.5.2

The BYPASS instruction connects the associated BYPASS Data Register chain between TDI and TDO.
This instruction is used to create a minimum length serial path between the TDI and TDO ports. The
BYPASS Data Register is a single-bit shift register. This instruction improves test efficiency by allowing
components that are not needed for a specific test to be bypassed in the JTAG scan chain by loading
them with the BYPASS instruction. See Section 3.5.2.2 for more information.

Data Registers

The JTAG module contains six Data Registers. These serial Data Register chains include: IDCODE,
BYPASS, Boundary Scan, APACC, DPACC, and ABORT and are discussed in the following sections.

3.5.2.1 IDCODE Data Register

Figure 3-3 shows the format for the 32-bit IDCODE Data Register defined by the IEEE Standard 1149.1.
The standard requires that every JTAG-compliant microcontroller implement either the IDCODE instruction
or the BYPASS instruction as the default instruction. The LSB of the IDCODE Data Register is defined to
be a 1 to distinguish it from the BYPASS instruction, which has an LSB of 0. This definition allows auto-
configuration test tools to determine which instruction is the default instruction.

The major uses of the JTAG port are for manufacturer testing of component assembly and program
development and debug. To facilitate the use of auto-configuration debug tools, the IDCODE instruction
outputs a value of 0x4BA0.0477. This value allows the debuggers to automatically configure themselves to
work correctly with the Cortex-M4F during debug.

31 28 27 12 11 10

l» Version Part Number Manufacturer ID 1 ﬂ»

Figure 3-3. IDCODE Register Format

3.5.2.2 BYPASS Data Register

Figure 3-4 shows the format for the 1-bit BYPASS Data Register defined by the IEEE Standard 1149.1.
The standard requires that every JTAG-compliant microcontroller implement either the BYPASS
instruction or the IDCODE instruction as the default instruction. The LSB of the BYPASS Data Register is
defined to be a 0 to distinguish it from the IDCODE instruction, which has an LSB of 1. This definition
allows auto-configuration test tools to determine which instruction is the default instruction.

0
TDI TDO

Figure 3-4. BYPASS Register Format

3.5.2.3 Boundary Scan Data Register

The format of the Boundary Scan Data Register is shown in Figure 3-5. Each GPIO pin, starting with a
GPIO pin next to the JTAG port pins, is included in the Boundary Scan Data Register. Each GPIO pin has
three associated digital signals that are included in the chain. These signals are input, output, and output
enable, and are arranged in that order as shown in the figure.

When the Boundary Scan Data Register is accessed with the SAMPLE/PRELOAD instruction, the input,
output, and output enable from each digital pad are sampled and then shifted out of the chain to be
verified. The sampling of these values occurs on the rising edge of TCK in the Capture DR state of the
TAP controller. While the sampled data is being shifted out of the Boundary Scan chain in the Shift DR
state of the TAP controller, new data can be preloaded into the chain for use with the EXTEST instruction.
The EXTEST instruction forces data out of the controller.
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Figure 3-5. Boundary Scan Register Format

3.5.2.4 APACC Data Register

The format for the 35-bit APACC Data Register defined by Arm is described in the Arm Debug Interface
V5 Architecture Specification.

3.5.2.5 DPACC Data Register

The format for the 35-bit DPACC Data Register defined by Arm is described in the Arm Debug Interface
V5 Architecture Specification.

3.5.2.6 ABORT Data Register

The format for the 35-bit ABORT Data Register defined by Arm is described in the Arm Debug Interface
V5 Architecture Specification.
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System Control

System control configures the overall operation of the device and provides information about the device.

Configurable features include reset control, NMI operation, power control, clock control, and low-power
modes.
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4.1 Functional Description
The System Control module provides the following capabilities:
» Device identification (see Section 4.1.1)
« Configurable control of reset, power, and clock sources
e System control (run, sleep, and deep-sleep modes) (see Section 4.1.6)
4.1.1 Device Identification
Read-only registers in the system control module provide information about the microcontroller, such as
version, part number, pin count, operating temperature range and available peripherals on the device. The
Device Identification 0 (see DID0) and Device Identification 1 (see DID1) registers provide details about
the device version, package, temperature range, and so on. The Peripheral Present registers starting at
system control offset 0x300, such as the Watchdog Timer Peripheral Present (PPWD) register, provide
information on how many of each type of module are included on the device. Finally, information about the
capabilities of the on-chip peripherals are provided at offset OXFCO in the register space of each peripheral
in the Peripheral Properties registers, such as the GPTM Peripheral Properties (GPTMPP). In addition,
four unique identifier registers, Unique Identifier n (UNIQUEIDnN), provide a 128-bit unique identifier for
each device that cannot be modified.
4.1.2 Reset Control

This section discusses aspects of hardware functions during reset as well as system software
requirements following the reset sequence.

4.1.2.1 Reset Sources

The MSP432E4 microcontroller has the following reset sources:
1. Power-on reset (POR) (see Section 4.1.2.3)
2. External reset input pin (RST) assertion (see Section 4.1.2.4)

3. A brownout detection of Vpp, (analog voltage source) or Vi (external voltage source) dropping below
its acceptable operating range (see Section 4.1.2.5)

Software-initiated reset (with the software reset registers) (see Section 4.1.2.6)
A watchdog timer reset condition violation (see Section 4.1.2.7)

Hibernation module event

A software restart initiated through a Hardware System Service Request (HSSR)
8. MOSC failure (see Section 4.1.3.2)

Table 4-1 provides a summary of results of the various reset operations. The external RST pin, the
brownout detection unit, the HIB module, and watchdog timer can all be programmed to generate either a
power-on reset (POR) or system reset depending on how the Reset Behavior Control (RESBEHAVCTL)
register at offset 0x1D8 is programmed.

N o gk

Table 4-1. Reset Sources

Reset Source Core Reset? JTAG Reset? On-inp PEMlEmEE
Reset?

Externally generated POR Yes Yes Yes

RST pin POR Yes Pin configuration only Yes

RST pin system reset Yes Pin configuration only Yes
Brownout POR Yes Pin configuration only Yes
Brownout system reset Yes Pin configuration only Yes
Software system reset request using the . ) .

SYSRESREQ bit in the APINT register Yes Pin configuration only Yes
Software system reset request using the

VECTRESET bit in the APINT register Yes No No
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Table 4-1. Reset Sources (continued)

Reset Source Core Reset? JTAG Reset? On-ChiRpeF;tZEi’.therals
Software peripheral reset No Pin configuration only Yes @
Watchdog POR Yes Pin configuration only Yes
Watchdog system reset Yes Pin configuration only Yes
HIB module POR Yes Pin configuration only Yes
HIB module system reset Yes Pin configuration only Yes
HSSR reset Yes Pin configuration only Yes
MOSC failure reset Yes Pin configuration only Yes

@ Programmable on a module-by-module basis by using the individual peripheral Software Reset registers starting at system
control offset 0x500.

After a reset, the Reset Cause (RESC) register is set with the reset cause. The bits in this register are
sticky and maintain their state across multiple reset sequences. A bit in the RESC register can be cleared
by writing 0.

4.1.2.2 Boot Configuration

After POR and device initialization occurs, the hardware loads the stack pointer from either flash or ROM
based on the presence of an application in flash and the state of the EN bit in the BOOTCFG register. If
the flash address 0x0000.0004 contains an erased word (value OXFFFF.FFFF) or the EN bit is of the
BOOTCEFG register is clear, the stack pointer and reset vector pointer are loaded from ROM at address
0x0100.0000 and 0x0100.0004, respectively. The bootloader executes and configures the available boot
slave interfaces and waits for a programmer, host PC or boot server to load its software. The bootloader
uses a simple packet interface to provide synchronous communication with the device for I’C, SSI, and
UART. The speed of the bootloader is determined by the frequency of the internal oscillator (PIOSC) or
external crystal (if connected).

If the flash at address 0x0000.0004 contains a valid reset vector value and the BOOTCFG register does
not indicate the bootloader, the boot sequence causes the stack pointer and reset vector fetch from flash.
This application stack pointer and reset vector is loaded and the processor executes the application
directly.

NOTE: If the device fails the initialization phase, it toggles the TDO output pin to indicate that the
device is not executing. This feature is provided for debug purposes.

4.1.2.3 Externally Generated POR

NOTE: The JTAG controller can be reset by a POR or by holding the TMS pin high for 5 clock
cycles.

During an externally generated POR, the internal POR circuit monitors the power supply voltage (Vyp) and
generates a reset signal to all of the internal logic including JTAG when the power supply ramp reaches a
threshold value (Vpor). Reset does not complete if specific voltage parameters are not met as defined in
the device-specific data sheet. For applications that require the use of an external reset signal to hold the
microcontroller in reset longer than the internal POR, the RST input may be used as discussed in

Section 4.1.2.4. Holding this pin active can keep the initialization process from starting even though a
POR has occurred. This is useful for in-circuit testing and other situations where it is desirable to delay the
operation of the device until an external supervisor has released.

The POR sequence is:
1. The microcontroller waits for internal POR to go inactive.
2. The internal reset is released and the core executes a full initialization of the device.

3. When initialization is complete, the core loads from memory the initial stack pointer, the initial program
counter, and the first instruction designated by the program counter.
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4. Execution begins.

The internal POR is active only on the initial power-up of the microcontroller, when the microcontroller
wakes from hibernation, and when the VDD supply drops below the its defined operating limit. See the
device-specific data sheet for information on exact values.

4.1.2.4 External Reset Pin

When the external reset pin (RST) is asserted, it initiates a system reset or POR depending on what has
been configured in the Reset Behavior Control (RESBEHAVCTL) Register. If the EXTRES bit field in
RESBEHAVCTL is set to 0x3, a simulated full initialization begins when RST is asserted. If these bits are
programmed to 0x2, a system reset is issued. When EXTRES is set to a 0x0 or 0x1, the external RST pin
performs its default operation when it is asserted, which is issuing a full simulated POR.

An external reset pin (RST) that is configured to generate a POR resets the microcontroller including the
core and all the on-chip peripherals. The external reset sequence is:

1. The external RST pin is asserted for the duration specified by t,,, and then deasserted (see the
Specifications chapter in the device-specific data sheet). This generates an internal POR signal.

2. The microcontroller waits for internal POR to go inactive.
3. The internal reset is released and the core executes a full initialization of the device.

4. When initialization is complete, the core loads from memory the initial stack pointer, the initial program
counter, and the first instruction designated by the program counter

5. Execution begins.

An external RST pin that is configured to generate a system reset will reset the microcontroller including
the core and all the on-chip peripherals. The external reset sequence is:

1. The external reset pin (RST) is asserted for the duration specified by t,,, and then deasserted (see the
Specifications section in the device-specific data sheet).

2. The internal reset is released and the core loads from memory the initial stack pointer, the initial
program counter, and the first instruction designated by the program counter.

3. Execution begins.

NOTE: Make the trace for the RST signal as short as possible. Place any components connected to
the RST signal as close as possible to the microcontroller.

If the application only uses the internal POR circuit, the RST input must be connected to the power supply
(Vpp) through an optional pullup resistor (0 to 100 kQ) (see Figure 4-1). The RST input has filtering that
requires a minimum pulse duration for the reset pulse to be recognized (see the device-specific data
sheet).

To improve noise immunity or to delay reset at power up, the RST input can be connected to an RC
network (see Figure 4-2). If the application requires the use of an external reset switch, Figure 4-3 shows
the proper circuitry. In the figures, the Ry, and C, components define the power-on delay.

MSP432E4 Voo
Microcontroller

Rpy

x|
(7]
|

NOTE: Rpy = 0 to 100 kQ
Figure 4-1. Basic RST Configuration
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MSP432E4

VDD
Microcontroller
Rey
T

NOTE: Rpy, =1 kQ to 100 kQ, C, = 1 nF to 10 pF
Figure 4-2. External Circuitry to Extend POR

Pyl
]
|

MSP432E4 Voo
Microcontroller

Rey
Rs

T" =

NOTE: Typical Rpy = 10 kQ, typical Rg = 470 Q, C, = 10 nF
Figure 4-3. Reset Circuit Controlled by Switch

ST

4.1.2.5 Brownout Reset (BOR)

The microcontroller provides a brownout detection circuit that triggers if the Vpp (external) or Vpp, (@nalog)
power supply drops below its corresponding brownout threshold voltage. If a brownout condition is
detected, the system may generate an interrupt, a system reset or a POR. The default value at reset is to
generate an interrupt.

The application can identify the type of BOR event that occurred by reading the Power-Temperature
Cause (PWRTC) register. The BOR detection circuits can be programmed to generate a reset, System
Control interrupt, or NMI in the Power-Temp Brownout Control (PTBOCTL) register. The default settings at
reset are:

*  Vppa Under BOR detection default setting is for no action to occur.
* Vpp under BOR detection default setting is to execute a full POR.

If the user has programmed a field in the PTBOCTL register to generate a reset, then the BOR bit of the
RESBEHAVCTL register can be programmed to further define what type of reset is generated:

» If the BOR field is set to Ox3, a full POR is initiated.
» If the BOR field is set to 0x2, then a system reset is issued.

» If the BOR field is set to 0x0 or 0x1, then the brownout detection circuit performs its default operation
upon assertion, which is issuing an interrupt.
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NOTE: Vp BOR and V,, BOR events are a combined BOR to the system logic, such that if either
BOR event occurs, the following bits are affected:

¢ BORRIS bit in the RIS register (see Section 4.2.4).

« BORMIS bit in the MISC register (see Section 4.2.6). This bit is set only if the BORIM bit
in the Interrupt Mask Control (IMC) register has been set (see Section 4.2.5).

*« BOR bit in the RESC register (see Section 4.2.7). This bit is set only if either of the BOR
events have been configured to initiate a reset.
In addition, the following bits control both BOR events:

« BORIM bit in the IMC register (see Section 4.2.5).
« VDDA_UBORO0 and VDD_UBORO bits in the PWRTC register (see Section 4.2.8).

The brownout POR reset sequence is:
1. When one of the BOR event triggers occurs, an internal BOR condition is set.

2. If the BOR event has been programmed to generate a reset in the PTBOCTL register and the BOR bit
of the RESBEHAVCTL has been set to 0x3, an internal POR reset is asserted.

3. The internal reset is released and the core executes a full initialization of the device. Upon completion,
the core loads from memory the initial stack pointer, the initial program counter, and the first instruction
designated by the program counter, and then begins execution. The application starts after deassertion
of internal POR. See the device-specific data sheet for BOR internal reset deassertion timing.

The brownout system reset sequence is:

1. When one of the BOR event triggers occurs, an internal BOR condition is set.

2. If the BOR event has been programmed to generate a reset in the PTBOCTL register and the BOR bit
of the RESBEHAVCTL has been set to 0x2, an internal reset is asserted.

3. The internal reset is released and the microcontroller fetches and loads the initial stack pointer, the
initial program counter, the first instruction designated by the program counter

4. Execution begins.

The result of a BOR is equivalent to that of an assertion of the external RST input, and the reset is held
active until the proper voltage level is restored. The RESC register can be read in the reset interrupt
handler to determine if a brownout condition was the cause of the reset, thus allowing software to
determine which actions are required to recover.

4.1.2.6 Software Reset
Software can reset a specific peripheral or generate a reset to the entire microcontroller.

Peripherals can be individually reset by software through peripheral-specific reset registers available
beginning at system control offset 0x500 [for example, the Watchdog Timer Software Reset (SRWD)
register; see Section 4.2.64]. If the bit position corresponding to a peripheral is set and subsequently
cleared, the peripheral is reset.

The entire microcontroller, including the core, can be reset by setting the SYSRESREQ bit in the
Application Interrupt and Reset Control (APINT) register in the core peripheral memory map space. The
software-initiated system reset sequence is:

1. A software microcontroller reset is initiated by setting the SYSRESREQ bit.
2. An internal reset is asserted.

3. The internal reset is deasserted and the microcontroller loads from memory the initial stack pointer, the
initial program counter, and the first instruction designated by the program counter.

4. Execution begins.
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The core only can be reset by setting the VECTRESET bit in the APINT register. The software-initiated
core reset sequence is:

1. A core reset is initiated by setting the VECTRESET bit.
2. Aninternal reset is asserted.

3. The internal reset is deasserted and the microcontroller loads from memory the initial stack pointer, the
initial program counter, and the first instruction designated by the program counter.

4. Execution begins.

4.1.2.7 Watchdog Timer Reset

The function of the watchdog timer module is to prevent system hangs. The MSP432E4 microcontroller
has two watchdog timer modules in case one watchdog clock source fails. One watchdog is run off the
system clock, and the other is run off the precision internal oscillator (PIOSC). The watchdog timer can be
configured to generate an interrupt or a nonmaskable interrupt to the microcontroller on its first time-out
and to generate a system reset or POR on its second time-out.

After the first time-out event of the watchdog, the 32-bit watchdog counter is reloaded with the value of the
Watchdog Timer Load (WDTLOAD) register and resumes counting down from that value. If the timer
counts down to zero again before the first time-out interrupt is cleared, and watchdog reset generation has
been enabled through the RESEN bit in the Watchdog Control (WDTCTL) register, the watchdog timer
asserts its reset signal to the microcontroller. The reset generated can be a full POR or a system reset
depending on the value programmed in WDOGn bit field of the RESBEHAVCTL register:

» If the RESEN bit of the WDTCTL register is 1 and the WDOGn bit field of the RESBEHAVCTL register
is Ox3, a full POR is initiated.

« If WDOGn is 0x2, a system reset is issued.

« If WDOGn is 0x0 or 0x1, the watchdog timer performs its default operation upon assertion, which is
issuing a full POR.

The watchdog timer POR sequence is:
1. The watchdog timer times out for the second time without being serviced.
2. Aninternal POR reset is asserted.

3. The internal reset is released and the core executes a full initialization of the device. Upon completion,
the core loads from memory the initial stack pointer, the initial program counter, and the first instruction
designated by the program counter.

4. Execution begins.

See the device-specific data sheet for watchdog time-out internal reset deassertion timing.
The watchdog timer system reset sequence is:

1. The watchdog timer times out for the second time without being serviced.

2. Aninternal reset is asserted.

3. The internal reset is released and the microcontroller loads from memory the initial stack pointer, the
initial program counter, and the first instruction designated by the program counter.

4. Execution begins.
For more information on the Watchdog Timer module, see Chapter 28.
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4.1.2.8 Hibernation Module Reset

When the Hibernation module has been configured and powered by an initial cold POR and is
subsequently put into hibernation mode, a wake event (not including an external reset pin wake) causes
the module to generate a system reset. This reset signal resets all circuitry on the device with the
exception of the Hibernation module. All registers of the Hibernation module retain their values after this
reset.

When the Hibernation module receives a wake event and Vy;, is enabled, a system reset sequence
occurs:

1. The POR or EXT bit in the RESC register is set.
2. Aninternal reset is asserted.

3. The internal reset is released and the microcontroller loads from memory the initial stack pointer, the
initial program counter, and the first instruction designated by the program counter.

4. Execution begins.
5. The HIBRIS register in the Hibernation module can be read to determine the cause of the reset.
6. The POR or EXT bit in the RESC register is cleared by writing 0.

41.29 HSSR Reset

The Hardware System Service Request (HSSR) register can be used to restore the device back to factory
settings. A successful write to the HSSR register initiates a system reset. The reset initialization process
executes before examining the HSSR register and processing the command. The HSSR register can be
accessed only in privileged mode.

Before the return-to-factory settings routine has completed, a system reset sequence executes and the
HSSR bit in the RESC register is set. After the HSSR function has been processed, the CDOFF field in
the HSSR register is written with the outcome of the function processing and another HSSR system reset
is executed. The HSSR bit can be cleared in the RESC register by writing O.

For more information regarding use of the HSSR register, see Section 4.1.6.6.

4.1.3 Nonmaskable Interrupt

The microcontroller has multiple sources of nonmaskable interrupt (NMI):
» The assertion of the NMI signal.
* A main oscillator verification error.

* The NMISET bit in the Interrupt Control and State (INTCTRL) register in the Cortex-M4F (see
Section 2.5.3).

« The Watchdog module time-out interrupt when the INTTYPE bit in the WDTCTL register is set (see
Section 28.5.3).

» Tamper event (see Chapter 6 for more information).
* Any of the following BOR trigger events:

—  Vppa Under BOR setting

— Vpp under BOR setting

Software must read the cause of the interrupt in the NMI Cause (NMIC) register to determine the source.

4.1.3.1 NMI Pin
The NMI signal is an alternate function for the GPIO port pins specified in the device-specific data sheet.

The alternate function must be enabled in the GPIO for the signal to be used as an interrupt, as described
in Chapter 17. Enabling the NMI alternate function requires the use of the GPIO lock and commit function,
similar to the requirements of the GPIO port pins associated with JTAG/SWD functionality (see

Section 17.5.20). The active sense of the NMI signal is high; asserting the enabled NMI signal above V
initiates the NMI interrupt sequence.
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4.1.3.2 Main Oscillator Verification Failure

41.4

The MSP432E4 microcontroller provides a main oscillator verification circuit that generates an error
condition if the oscillator is running too fast or too slow. If the main oscillator verification circuit is enabled
and a failure occurs, either a POR is generated and control is transferred to the NMI handler, or an
interrupt is generated. The MOSCIM bit in the MOSCCTL register determines which action occurs. In
either case, the system clock source is automatically switched to the PIOSC. If a MOSC failure reset
occurs, the NMI handler is used to address the main oscillator verification failure, because the necessary
code can be removed from the general reset handler, speeding up reset processing. The detection circuit
is enabled by setting the CVAL bit in the Main Oscillator Control (MOSCCTL) register. The main oscillator
verification error is indicated in the main oscillator fail status (MOSCFAIL) bit in the RESC register. The
main oscillator verification circuit action is described in more detail in Section 4.1.5.4.1.

Power Control

An integrated LDO regulator provides power to most of the internal logic of the microcontroller. Figure 4-4
shows the power architecture. The voltage output has a maximum voltage of 1.2 V. See Section 4.1.6.4
for more information on the LDO operation.

An external LDO may not be used.

NOTE: VDDA must be supplied with 3.3 V, or the microcontroller does not function properly. VDDA
is the supply for all of the analog circuitry on the device, including the clock circuitry.

VDPC Internal GI}‘D
: Logic and PLL :
VDDC GND
® —l
% LDO Voltage
Regulator
33V
—-—
VDD GND
: ° /0 Buffers :
VDD GND
3.3V
—o— .
VDDA GNDA
i Analog Circuits H
VDDA GNDA
A The VDDA voltage source is typically connected to a filtered voltage source or regulator.
Figure 4-4. Power Architecture
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4.1.5 Clock Control

The system control module determines the control of clocks in this part.

4.1.5.1 Fundamental Clock Sources

Multiple clock sources are available for use in the microcontroller. The Run and Sleep Mode Configuration
(RSCLKCEFG) register can be used to configure the required clock source for the device after POR, as well
as the system clock divisor encodings. The available clock sources are:

Precision Internal Oscillator (PIOSC)

The PIOSC is an on-chip clock source that the microcontroller uses during and following POR. The
PIOSC is the clock source in effect at the start of reset vector fetch and the start of code application
execution. The PIOSC does not require the use of any external components and provides a clock that
is 16 MHz + fyosc across temperature (see the PIOSC specifications in the device-specific data sheet).
The PIOSC allows for a reduced system cost for applications in which a high-precision clock source is
not required. If the main oscillator is required, software must enable the main oscillator following reset
and allow the main oscillator to stabilize before changing the clock reference. If the Hibernation module
clock source is a 32.768-kHz oscillator, the PIOSC can be trimmed by software based on a reference
clock for increased accuracy. Regardless of whether or not the PIOSC is the source for the system
clock, the PIOSC can be configured to be an alternate clock source for some of the peripherals. See
Section 4.1.5.2.1 for more information on peripherals that can use the PIOSC as an alternate clock.

Main Oscillator (MOSC)

The MOSC provides a frequency-accurate clock sourced by one of two means: an external single-
ended clock source is connected to the OSCO input pin, or an external crystal is connected across the
OSCO input and OSC1 output pins. If the PLL is being used, the frequency of the crystal can be 5 MHz
to 25 MHz (inclusive). See Table 4-6 for recommended crystal values and PLL register programming. If
the PLL is not being used, the frequency of the crystal can be 4 MHz to 25 MHz. The single-ended
clock source range is from DC through the specified speed of the microcontroller.

Low-Frequency Internal Oscillator (LFIOSC)

The LFIOSC provides a nominal frequency of 33 kHz with (see the device-specific data sheet for
specifications). The LFIOSC is intended for use during deep-sleep power-saving modes. This power-
savings mode provides reduced internal switching and the ability to power down the MOSC or PIOSC
while in deep-sleep mode through configuration of the Deep Sleep Clock Configuration (DSCLKCFG)
register.

Hibernation Module RTC Oscillator (RTCOSC) Clock Source

The Hibernation module provides a multiplexed output of two clocks to the System Control module: an
external 32.768-kHz clock or a low-frequency clock. The Hibernation module can be clocked by a
32.768-kHz oscillator connected to the XOSCO pin. The 32.768-kHz oscillator can be used for the
system clock, thus eliminating the need for an additional crystal or oscillator. Alternatively, the
Hibernation module contains a low-frequency oscillator (HIB LFIOSC), which is intended to provide the
system with a real-time clock source and may also provide an accurate source of deep-sleep or
hibernate mode power savings. The HIB LFIOSC is a different clock source than the LFIOSC. See the
device-specific data sheet for more information on frequency range.
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The internal system clock (SysCIk), is derived from any of the preceding sources. An internal PLL can also
be used by the PIOSC or MOSC clock to generate the system clock and peripheral clocks. Table 4-2
shows how the various clock sources can be used in a system.

Table 4-2. Clock Source Options

apability?
PIOSC Yes USEPLL = 1, PLLSRC = 0x0 Yes USEPLL = 0, OSCSRC = 0x0
MOSC Yes USEPLL = 1, PLLSRC = 0x3 Yes USEPLL = 0, OSCSRC = 0x3
LFlOSC® No - Yes USEPLL = 0, OSCSRC = 0x2
S;ﬁgircéfag’fégzsq No - Yes USEPLL = 0, OSCSRC = Ox4

@ LFIOSC frequency is characterized as 33 kHz nominal, 10 kHz minimum, and 90 kHz maximum.

4.1.5.2 Clock Configuration

The Run and Sleep Mode Configuration (RSCLKCFG) register provides control for the system clock in run
and sleep mode. The DSCLKCFG register specifies the behavior of the clock system while in deep-sleep
mode. These registers control the following clock functionality:

» Source of system clock in run and sleep mode

» Source of system clock in deep-sleep mode

* Enabling and disabling of PLL-derived system clock

» Clock divisors for PLL or oscillator, depending on what is enabled
e Enabling of memory timing parameters for flash

Providing further configuration, the PLL Frequency n (PLLFREQN) registers allow multiplication or division
of the PLL VCO frequency (f,co) by programmable values, depending on the system clock speed required.

Table 4-3 lists the state of the clock sources following a POR.

Table 4-3. Clock Source State Following POR

Clock Source POR State
PLL Disabled or powered off
MOSC Disabled or powered off
LFIOSC Enabled
PIOSC Enabled
HIB RTCOSC Disabled

Figure 4-5 shows the logic for the main clock tree. The peripheral blocks are driven by the system clock
signal and can be individually enabled or disabled.

NOTE: The clock sources in Figure 4-5 include a superset of peripherals available in the family.
Some peripheral clock sources may not be present on your specific device.
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4.1.5.2.1 Peripheral Clock Sources

In addition to the main clock tree shown in Figure 4-5, the ADC, USB, Ethernet, PWM, UART, and QSSI
all have a clock control register in their register map at offset OxFC8 that can be used to control the clock
generation for the module.

415.2.1.1 ADC Clock Control

The ADC digital block is clocked by the system clock and the ADC analog block is clocked from a
separate conversion clock (ADC clock). The ADC clock frequency can be up to 32 MHz to generate a
conversion rate of 2 Msps. A 16-MHz ADC clock provides a 1-Msps sampling rate. There are three
sources for the ADC clock:

» The PLL VCO (f,co) can be used if the CS bit field is 0x0 in the ADC Clock Configuration (ADCCC)
register and the CLKDIV bit field is configured in the same register.

e The PIOSC can be used directly to provide a conversion rate near 1 Msps. To use the PIOSC, the CS
field in the ADCCC register must be 0x1, and the ALTCLK field in the Alternate Clock Configuration
(ALTCLKCEFG) register must be 0x0.

» The MOSC clock source must be 16 MHz for a 1-Msps conversion rate and 32 MHz for a 2-Msps
conversion rate.

NOTE: If the ADC module is not using the PIOSC as the clock source, the system clock must be at
least 16 MHz.

4.15.2.1.2 USB Clock Control

When the USB module uses the integrated USB PHY, the MOSC must be the clock source, either with or
without the PLL, and the system clock must be at least 30 MHz. In addition, only integer divisors should
be used to achieve the 60-MHz USB clock source. Fractional divisors may increase jitter and compromise
USB function. Program the CLKDIV bit field in the USB Clock Control (USBCC) register to specify the
divisor used to reduce the PLL VCO output to the 60-MHz clock source required for the serialization and
deserialization module of the USB controller.

In ULPI mode, if the clock source to the USB is internal, the USBOCLK pin is an output to the external
ULPI PHY. If the USB clock source is external, the USBOCLK pin functions as an input from the external
ULPI PHY.

4.1.5.2.1.3 Ethernet Clock Control

Available clock sources are dependent on the interface chosen. The following sections describe the clock
control for the various interfaces.

The Ethernet Controller module and integrated PHY receive two clock inputs. A gated system clock acts
as the clock source to the CSRs of the Ethernet MAC and must be 20 MHz or greater for correct
operation. The SYSCLK frequency for run, sleep, and deep-sleep modes is programmed in the System
Control module. See Section 15.3.1 for more information.

4,1.5.2.1.3.1 PHY Interface Clocking
The Ethernet Controller module and Integrated PHY receive two clock inputs (see Section 15.3.1.1 for
more information):

* A gated system clock acts as the clock source to the CSRs of the Ethernet MAC. The SysClk
frequency for run, sleep, and deep-sleep modes is programmed in the System Control module.

» The PHY receives the MOSC, which must be 25 MHz +50 ppm for proper operation. The MOSC
source can be a single-ended source or a crystal.
4.1.5.2.1.3.2 Mll Interface Clocking

Four clock inputs are driven into the Ethernet MAC when the MII configuration is enabled. The clocks are
described as follows (see Section 15.3.1.2 for more information):
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» Gated system clock (SysCIk): The SysClIk signal acts as the clock source to the CSRs of the Ethernet
MAC. The SysClk frequency for run, sleep, and deep-sleep modes is programmed in the System
Control module.

« MOSC: A gated version of the MOSC clock is provided as the Precision Time Protocol (PTP) reference
clock (PTPREF_CLK). The MOSC clock source can be a single-ended source on the OSCO pin or a
crystal on the OSCO0 and OSC1 pins. When advanced timestamping is used and the PTP module has
been enabled by setting the PTPCEN bit in the EMACCC register, the MOSC drives PTPREF_CLK.
PTPREF_CLK has a minimum frequency requirement of 5 MHz and a maximum frequency of 25 MHz.
See Section 15.3.6 for more information.

» ENORXCK: This clock signal is driven by the external PHY oscillator and is either 2.5 or 25 MHz
depending on whether the device is operating at 10 or 100 Mbps.

« ENOTXCK: This clock signal is driven by the external PHY oscillator and is either 2.5 or 25 MHz
depending on whether the device is operating at 10 or 100 Mbps.

4.1.5.2.1.3.3 RMIl Interface Clocking

Three clock sources interface to the Ethernet MAC in an RMII configuration (see Section 15.3.1.3 for more
information):

» Gated system clock (SysClk): The SysClIk signal acts as the clock source to the CSRs of the Ethernet
MAC. The SysClk frequency for run, sleep, and deep-sleep modes is programmed in the System
Control module.

e MOSC: A gated version of the MOSC clock is provided as the PTP reference clock (PTPREF_CLK).
The MOSC clock source can be a single-ended source on the OSCO pin or a crystal on the OSCO and
OSC1 pins. When advanced timestamping is used and the PTP module has been enabled by setting
the PTPCEN bit in the EMACCC register, the MOSC drives PTPREF_CLK. PTPREF_CLK has a
minimum frequency requirement of 5 MHz and a maximum frequency of 25 MHz. See Section 15.3.6
for more information.

e« ENOREF_CLK: When using RMII, a 50-MHz external reference clock must drive the reference clock
input signal (ENOREF_CLK) and the external PHY. Depending on the configuration of the FES bit in
the Ethernet MAC Configuration (EMACCFG) register, the ENOREF_CLK is divided by 20 for 10-Mbps
operation or by 2 for 100-Mbps operation and is used as the clock for receive and transmit data.

4.1.5.2.1.4 PWM Clock Control

The PWMCC register can be used to select the system clock as the PWM clock source or a divided
system clock. For more information, see Section 21.5.32.

4.1.5.2.1.5 Other Peripheral Clock Control

In the UART and QSSI Clock Control registers, users can choose between the system clock (SysCIk),
which is the default source for the baud clock, and an alternate clock. There may be special
considerations when configuring the baud clock.

4.1.5.2.2 Optional Clock Output Signal (DIVSCLK)

An optional clock output, DIVSCLK, can be used as a clock source to an external device but bears no
timing relationship to other signals. DIVSCLK is not synchronized to the system clock. By programming
the SRC field in the Divisor and Source Clock Configuration (DIVSCLK) register, the following clock
outputs can be selected for DIVSCLK:

e System clock

« PIOSC

« MOSC

The DIV field in the DIVSCLK register controls the divided output clock frequency. The DIVSCLK signal is

selected as an alternate function of a GPIO signal and has the electrical characteristics of a GPIO (see
the device-specific data sheet).
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4.1.5.2.3 System Clock (SysClk) Frequency

The SysClIk is distributed to the processor and the integrated peripherals after clock gating. The SysClk
frequency is based on the frequency of the clock source and the divisor factor. For example, if the PLL is
not being used and the device is not in deep-sleep mode, then the OSYSDIV bit field in the RSCLKCFG
register is the divisor used to determine the system clock. If the PLL is being used, then PSYSDIV bit field
in the RSCLKCFG register must be programmed as well as the values in the PLLFREQO and PLLFREQ1
registers. If the device is in deep-sleep mode, then the DSCLKCFG register can be programmed with the
divisor bit field DSSYSYDIV to modify the clock source frequency. Table 4-4 lists the different system
clock frequency calculations based on the operation mode, clock source, and PLL encoding.

Table 4-4. System Clock Frequency

USEPLL L
Clock Mode (RSCLKCFG) SYSCLK Value Divisor Factors Used
Run or sleep 1 f,00 / (PSYSDIV + 1) PSYSDIV bit field in RSCLKCFG; MINT, MDIV

in PLLFREQO; Q, N bits in PLLFREQ1
Run or sleep 0 foscowk | (OSYSDIV + 1) OSYSDIV bit field in RSCLKCFG

PLL not enabled in
deep-sleep mode

Deep sleep fosceix / (DSSYSDIV + 1) DSSYSDIV bit field in DSCLKCFG

4.1.5.3 PIOSC Operation

The microcontroller powers up with the PIOSC running. If another clock source is desired, the PIOSC
must remain enabled, because it is used for internal functions. The PIOSC can only be disabled during
deep-sleep mode. It can be powered down by setting the PIOSCPD bit in the DSCLKCFG register.

The PIOSC generates a 16-MHz (typical) clock. At the factory, the PIOSC is set to 16 MHz at room
temperature; however, the frequency can be trimmed for other voltage or temperature conditions using
software in the following ways:

» Default calibration: Clear the UTEN bit and set the UPDATE bit in the Precision Internal Oscillator
Calibration (PIOSCCAL) register.

» User-defined calibration: The user can program the UT value to adjust the PIOSC frequency. As the
UT value increases, the generated period increases. To commit a new UT value, first set the UTEN bit,
then program the UT field, and then set the UPDATE bit. The adjustment finishes within a few clock
periods and is glitch free.

« Automatic calibration using the enable 32.768-kHz oscillator from the Hibernation module: Set the CAL
bit in the PIOSCCAL register; the results of the calibration are shown in the RESULT field in the
Precision Internal Oscillator Statistic (PIOSCSTAT) register. When calibration is complete, the PIOSC
is trimmed using the trimmed value returned in the CT field.

4.1.5.4 MOSC Operation

The MOSC supports the use of crystals with a frequency of 5 to 25 MHz. The RSCLKCFG register can be
configured to specify the MOSC as the system clock or as the PLL input source. The MOSC can be
selected as the oscillator source by programming the OSCRC bit in the RSCLKCFG register. The
NOXTAL bit in the MOSCCTL register lets the user turn off power to the MOSC if no crystal is connected,
which reduces power draw from the MOSC circuit.

4.15.41 MOSC Verification Circuit

The clock control includes circuitry to ensure that the MOSC is running at the appropriate frequency. The
circuit monitors the MOSC frequency and signals if the frequency is outside of the allowable band of
attached crystals.

The detection circuit is enabled using the CVAL bit in the Main Oscillator Control (MOSCCTL) register. If
this circuit is enabled and detects an error, and if the MOSCIM bit in the MOSCCTL register is clear, then
the following sequence is performed by the hardware:

1. The MOSCFAIL bit in the RESC register is set.
2. The system clock is switched from the main oscillator to the PIOSC.
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3. An internal system reset is initiated.
4. Reset is deasserted and the processor is directed to the NMI handler during the reset sequence.

4155 PLL

The PLL has two modes of operation: normal and power-down. The modes are programmed using the
PLLPWR bit in the PLLFREQO register (see Section 4.2.19).

* Normal: The PLL oscillates based on the values in the PLLFREQO and PLLFREQZ1 registers and
drives the output.

» Power-down: Most of the PLL internal circuitry is disabled and the PLL does not drive the output.

4.1.5.5.1 PLL Configuration

The PLL is disabled by default during power-on reset and is enabled later by software if required. Software
specifies the output divisor to set the system clock frequency and enables the PLL to drive the output. The
PLL is controlled using the PLLFREQO, PLLFREQ1, and PLLSTAT registers. Changes made to these
registers do not become active until after the NEWFREQ bit in the RSCLKCFG register is enabled. The
clock source for the main PLL is selected by configuring the PLLSRC field in the Run and Sleep Clock
Configuration (RSCLKCFG) register. The PLL allows for the generation of system clock frequencies in
excess of the reference clock provided. The reference clocks for the PLL are the PIOSC and the MOSC.

The PLL is controlled by two registers, PLLFREQO and PLLFREQ1. The PLL VCO frequency (fyco) is
determined through Equation 1.

fyco = fry X MDIV

where
o fin = firac / (Q+L)(N+1) oOr fopsc / (Q+1)(N+1)
«  MDIV = MINT + (MFRAC / 1024) 1)

The Q and N values are programmed in the PLLFREQL1 register. To reduce jitter, program MFRAC to 0x0.
When the PLL is active, the system clock frequency (SysCIK) is calculated using Equation 2.

SysCIk = fyeo / (1 + 1) (2)
The PLL system divisor factor (PSYSDIV) must be set as 1. Table 4-5 lists examples of the system clock
frequency.

Table 4-5. Examples of System Clock Frequencies

System Clock
fvco (MHz) Q PSYSDIV + 1 (SYSCLK) Frequency
(MHz)
480 2 2 120
480 3 2 80
480 4 2 60
480 5 2 48
320 2 2 80
320 3 2 53
320 4 2 40

If the MOSC provides the clock reference to the PLL, the translation provided by hardware and used to
program the PLL is available for software in the PLL Frequency n (PLLFREQnN) registers (see

Section 4.2.19). The internal translation provides a translation within £1% of the targeted PLL VCO
frequency. Table 4-6 shows the actual PLL frequency and error for a given crystal choice.

Table 4-6 provides examples of the programming expected for the PLLFREQO and PLLFREQL1 registers.
The Crystal Frequency column specifies the input crystal frequency, and the PLL Frequency column lists
the PLL frequency given the values of MINT and N, when Q = 0.
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Table 4-6. Actual PLL Frequency®

T — N Pr——
(MHz2) (Decimal) (Hex) (MHZ)® (MHz)

5 64 0x40 0x0 5 320
6 160 0x35 0x2 2 320
8 40 0x28 0x0 8 320
10 32 0x20 0x0 10 320
12 80 0x50 0x2 4 320
16 20 0x14 0x0 16 320
18 160 0xAO0 0x8 2 320
20 16 0x10 0x0 20 320
24 40 0x28 0x2 8 320
25 64 0x40 0x4 5 320

96 0x60 0x0 5 480

80 0x50 0x0 6 480

60 0x3C 0x0 8 480
10 48 0x30 0x0 10 480
12 40 0x28 0x0 12 480
16 30 Ox1E 0x0 16 480
18 80 0x50 0x2 6 480
20 24 0x18 0x0 20 480
24 20 0x14 0x0 24 480
25 96 0x60 0x4 5 480

@ For all examples listed, Q =0
@ For a given crystal frequency, N should be chosen such that the reference frequency is within 4 to 30
MHz.

4.1.5.5.2 PLL Operation

If a PLL configuration is changed, the PLL output frequency is unstable until it reconverges (relocks) to the
new setting. The time between the configuration change and relock is tyeapy (S€€ the device-specific data
sheet). During the relock time, the affected PLL is not usable as a clock reference. Software can poll the
LOCK bit in the PLL Status (PLLSTAT) register to determine when the PLL has locked.

Do not modify the PLL VCO frequency while the PLL serves as a clock source to the system. All changes
to the PLL must be performed using a different clock source until the PLL has locked frequency. Thus,
changing the PLL VCO frequency must be done as a sequence from the PLL to PIOSC or MOSC and
then PIOSC or MOSC to the new PLL.

Hardware is provided to keep the PLL from being used as a system clock until the tzz,py CONdition is met
after one of the previous changes. Software must ensure that the system is using a stable clock source
(like the main oscillator) before the RSCLKCFG register is reprogrammed to enable the PLL. Software can
use many methods to ensure that the system is clocked from the PLL, including periodically polling the
PLLLRIS bit in the RIS register at offset 0x050, and enabling the PLL Lock interrupt in the IMC register at
offset 0x054.

4.1.6 System Control
Four levels of operation are defined for the microcontroller:
* Run mode (see Section 4.1.6.1)
» Sleep mode (see Section 4.1.6.2)
» Deep-sleep mode (see Section 4.1.6.3)
» Hibernation mode (see Section 4.1.6.5)
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For power-savings purposes, the peripheral-specific RCGCx, SCGCx, and DCGCx registers (for example,
RCGCWD) control the clock-gating logic for that peripheral or block in the system while the microcontroller
is in Run, Sleep, and deep-sleep mode, respectively. These registers are located in the system control
register map starting at offsets 0x600, 0x700, and 0x800, respectively.

NOTE: A change in the RCGCx (or SCGCx, DCGCx, PCx, or SRx) registers may not have an
immediate effect on the clock in all situations. Poll the Peripheral Ready (PRXx) register to
determine when a peripheral is ready to be accessed.

NOTE: If a peripheral is configured to be clock-gated during run, sleep, or deep-sleep mode,
software should ensure that there are no pending transfers or register accesses before or
immediately after entering the clock-gated mode.

4.1.6.1 Run Mode

In Run mode, the microcontroller actively executes code. Run mode provides normal operation of the
processor and all of the peripherals that are currently enabled by the peripheral-specific RCGC registers.
In run mode (and in sleep mode), the Run and Sleep Clock Configuration (RSCLKCFG) register specifies
the source of SysCIk. The source is either from the VCO output of the PLL divided down (using the Q
divider) or from the output of an oscillator divided down by a dedicated divisor (divisor value specified by
the OSYSDIV field). The source is selected using the USEPLL bit in the RSCLKCFG register. The PLL
has two sources of reference clock as an input: the main oscillator (MOSC) or the precision internal
oscillator (PIOSC). The PLL input select is specified by PLLSRC. If the PLL VCO output is not selected as
the source of SysClIk then the following reference clocks can be programmed as an input:

+ MOSC
+ PIOSC
* LFIOSC

* RTCOSC: The source of this signal can be either a 32.768-kHz oscillator source, an external 32.768-
kHz clock source, or the internal Hibernation module low-frequency oscillator (HIB LFIOSC). If this
clock source is selected, it must also be enabled in the Hibernation module.

These alternate sources are selected through the OSCSRC field in the RSCLKCFG register.

4.1.6.2 Sleep Mode

In sleep mode, the clock frequency of the active peripherals is unchanged, but the processor and the
memory subsystem are not clocked and therefore no longer execute code. Sleep mode is entered by the
Cortex-M4F core executing a WFI (Wait for Interrupt) instruction. Any properly configured interrupt event in
the system returns the processor to run mode. See Section 1.8 for more details.

Peripherals are clocked if enabled in the peripheral-specific SCGC registers when automatic clock gating
is enabled or in the peripheral-specific RCGC registers when automatic clock gating is disabled. The
system clock has the same source and frequency in sleep mode as it does during run mode.

The option to use the PLL VCO or an alternate oscillator source such as MOSC, PIOSC, Hibernation
module RTC, or the LFIOSC is the same as described in Section 4.1.6.1. The RSCLKCFG register
programming applies to sleep mode.

Additional sleep modes are available that lower the power consumption of the SRAM and flash memory.
However, the lower power consumption modes have slower sleep and wake-up times.
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NOTE: If the Cortex-M4F Debug Access Port (DAP) has been enabled, and the device wakes from
a low-power sleep or deep-sleep mode, the core may start executing code before all clocks
to peripherals have been restored to their run mode configuration. The DAP is usually
enabled by software tools accessing the JTAG or SWD interface when debugging or flash
programming. If this condition occurs, a Hard Fault is triggered when software accesses a
peripheral with an invalid clock.

A software delay loop can be used at the beginning of the interrupt routine that is used to
wake up a system from a WFI instruction. This stalls the execution of any code that
accesses a peripheral register that might cause a fault. This loop can be removed for
production software, because the DAP is most likely not enabled during normal execution.

Because the DAP is disabled by default (after a POR), the user can also reset the device.
The DAP is not enabled unless it is enabled through the JTAG or SWD interface.

4.1.6.3 Deep-Sleep Mode

In deep-sleep mode, the clock frequency of the active peripherals may change (depending on the deep-
sleep mode clock configuration) in addition to the processor clock being stopped. An interrupt returns the
microcontroller to run mode from one of the sleep modes; the sleep modes are entered on request from
the code. Deep-sleep mode is entered by first setting the SLEEPDEEP bit in the System Control
(SYSCTRL) register and then executing a WFI instruction. Any properly configured interrupt event in the
system returns the processor to run mode. See Section 1.8 for more detalils.

NOTE: If the DAP is enabled in run mode and the device tries to transition into deep-sleep mode,
the device is prevented from entering deep-sleep mode.

The Cortex-M4F processor core and the memory subsystem are not clocked in deep-sleep mode.
Peripherals are clocked if enabled in the peripheral-specific DCGC registers when automatic clock gating
is enabled or in the peripheral-specific RCGC registers when automatic clock gating is disabled.

The system clock source is specified in the DSCLKCFG register. When the DSCLKCFG register is used,
the internal oscillator source is powered up, if necessary, and other clocks are powered down. If the PLL
is running at the time of the WFI instruction, hardware shuts down the PLL for power savings. For
additional power savings, the PIOSC can be disabled through the PIOSCPD bit in the DSCLKCFG
register. When the deep-sleep exit event occurs, hardware returns the system clock to the source and
frequency it had at the start of deep-sleep mode before enabling the clocks that had been stopped during
deep-sleep mode. If the PIOSC is used as the PLL reference clock source, it may continue to provide the
clock during deep-sleep mode (see Section 4.2.14).

NOTE: If the MOSC is chosen as the deep-sleep clock source in the DSCLKCFG register, the
MOSC must also be configured as the run and sleep clock source in the RSCLKCFG register
before entering deep-sleep mode. If the PIOSC, LFIOSC, or Hibernation RTC module
oscillator (HIBLFIOSC or 32-kHz crystal) is configured as the run and sleep clock source in
the RSCLKFCFG register, and the MOSC is configured as the deep-sleep clock source in
the DSCLKCFG register, then two outcomes are possible:

« If the PIOSC is still powered in deep sleep (using the PIOSCPD bit in the DSCLKCFG
register), the PIOSC is used as the clock source when entering deep sleep, and the
device enters and exits deep-sleep mode normally. The MOSC is not used as the clock
source in deep-sleep mode.

¢ If the PIOSC has been configured to be powered down in deep-sleep mode, the device
can enter deep-sleep mode but cannot exit properly. This situation can be avoided by
programming the MOSC as the run and sleep clock source in the RSCLKCFG register
before entering deep-sleep mode.
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To provide the lowest possible deep-sleep power consumption and the ability to wake the processor from
a peripheral without reconfiguring the peripheral for a change in clock, some of the communications
modules have a clock control register at offset OxFC8 in the module register space. The CS field in the
clock control register lets the user select the PIOSC or ALTCLK as the clock source for the baud clock of
the module. When the microcontroller enters deep-sleep mode, the PIOSC or ALTCLK becomes the
source for the module clock as well, which allows the transmit and receive FIFOs to continue operation
while the microcontroller is in deep-sleep mode. Figure 4-6 shows how the clocks are selected.

[ Clock Control Register |

PIOSC or 1
ALTCLK
Baud Clock
0
1
Module Clock
System Clock 0

Figure 4-6. Module Clock Selection

Additional power-management modes are available that lower the power consumption of the peripheral
memory, flash memory, and SRAM. However, the lower power consumption modes have slower deep-
sleep and wake-up times.

NOTE: If one or more wait states are configured for run mode, when the device enters deep-sleep
mode, it achieves its lowest possible current. If no wait states are applied in run mode, the
lowest possible current is not achieved.

4.1.6.4 Dynamic Power Management

In addition to the sleep and deep-sleep modes and the clock gating for the on-chip modules, other power
mode options let the LDO, flash memory, and SRAM enter different levels of power savings while in sleep
or deep-sleep mode. In addition, software can control the LDO settings to gain a power advantage when
running at slower speeds. These features may not be available on all devices; the System Properties
(SYSPROP) register provides information on whether a mode is supported on a given MCU. The following
registers provide these capabilities:

» Peripheral Power Control (PCx): Controls power to peripheral if that peripheral has the ability to
respond to a power request

» Peripheral Memory Power Control (xMPC): Provides power control to some the peripheral memory
arrays

* LDO Sleep Power Control (LDOSPCTL): Controls the LDO value in sleep mode
* LDO Deep-Sleep Power Control (LDODPCTL): Controls the LDO value in deep-sleep mode

* LDO Sleep Power Calibration (LDOSPCAL): Provides factory recommendations for the LDO value in
sleep mode

e LDO Deep-Sleep Power Calibration (LDODPCAL): Provides factory recommendations for the LDO
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value in deep-sleep mode

» Sleep Power Configuration (SLPPWRCFG): Controls the power-saving modes for flash memory and
SRAM in sleep mode

» Deep-Sleep Power Configuration (DSLPPWRCFG): Controls the power-saving modes for flash
memory and SRAM in deep-sleep mode

» Deep-Sleep Clock Configuration (DSCLKCFG): Controls the clocking in deep-sleep mode

» Sleep / Deep-Sleep Power Mode Status (SDPMST): Provides status information on the various power
saving events

4.1.6.4.1 Peripheral Power Control

The Peripheral Power Control (PCXx) registers reside at offset 0x900 in the System Control module register
space. For modules that reside in a separate power domain, software can power down the module by
setting the appropriate Pn bit to 0x0. This configuration provides the lowest power consumption for the
module. The following registers can be programmed to disable power to the module:

« PCCAN

+ PCLCD

« PCEMAC

« PCEPHY

+ PCUSB

« PCCCM

(I;/Iodif[cation to other PCx registers have no effect, because other modules are not on their own power

omain.

4.1.6.4.2 Peripheral Memory Power Control

When the device enters deep-sleep mode, software can further reduce power in peripheral modules that
have their own associated memory array. Many of these peripherals can be programmed to enable a low-
power retention mode or a power down of their associated peripheral SRAM array. If retention is
supported and the PWRCTL bit field in the xMPC register is programmed to 0Ox1, the associated peripheral
SRAM array enters retention mode and no accesses can be performed. When the PWRCTL bit is set to
0x0 in deep-sleep mode, the memory is powered off, the contents are lost, and the SRAM is not
accessible. The Power Domain Status (xPDS) register of each peripheral can be read to determine the
status of the memory array as well as the current power domain status of the peripheral. Table 4-7 lists
the peripherals with SRAM arrays and their capabilities during low-power modes.

Table 4-7. Peripheral Memory Power Control

Module Memory Retention | Memory Array Power
Capability? Down Capability?
UsB Yes Yes
Yes (only when power
domain is off,
EMAC No PCEMAC register =
0x0)
LCD No No
CAN No Yes

4.1.6.4.3 LDO Power Control

NOTE: While the device is connected through JTAG, the LDO control settings for sleep and deep-
sleep modes are not available and cannot be applied.
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Software can configure the LDOSPCTL register (see Section 4.2.25) or the LDODPCTL register (see
Section 4.2.27) to dynamically raise or lower the LDO voltage in sleep or deep-sleep mode, depending on
whether an increase in performance or reduction in power consumption is required. The VLDO field in the
LDOSPCTL register is set to 1.2 V by default. The LDODPCTL register is set to an LDO voltage of 0.9 V
by default. If an application requires performance over power consumption in deep-sleep mode, the deep-
sleep LDO voltage can be configured to a voltage greater than 0.9 V during system control initialization by
setting the VADJEN bit and programming the VLDO field of the LDODPCTL register.

Before the LDO level is lowered during sleep or deep-sleep mode, the system clock must be configured to
an acceptable frequency in the RSCLKCFG register for sleep mode and in DSLPCLKCFG for deep-sleep
mode. Table 4-8 lists the maximum system clock and PIOSC frequencies with respect to the LDO voltage.

Table 4-8. Maximum System Clock and PIOSC
Frequency with Respect to LDO Voltage

Operating Voltage Maximum System PIOSC
(LDO) Clock Frequency
1.2V 120 MHz 16 MHz
09V 30 MHz 16 MHz

The LDO power calibration registers, LDOSPCAL and LDODPCAL, provide suggested values for the LDO
in the various modes. If software requests an LDO value that is too low or too high, the value is not
accepted and an error is reported in the SDPMST register.

NOTE: When using the USB, Ethernet, EPI, and QSSI interfaces, the LDO must be configured to
1.2 V.

4.1.6.4.4 Flash Memory and SRAM Power Control

During sleep or deep-sleep mode, flash memory can be in either the default active mode or the low-power
mode, while SRAM can be in the default active mode, standby mode, or low-power mode. The active
mode in each case provides the fastest times to sleep and wake up, but consumes more power. Low-
power mode provides the lowest power consumption, but the device takes longer to sleep and wake up.

The SRAM can be programmed to prohibit any power management by configuring the SRAMPM bit in the
Sleep Power Configuration (SLPPWRCFG) register. This configuration provides the fastest sleep and
wake-up times but consumes the most power while in sleep and deep-sleep modes.

The following power saving options are available in sleep and deep-sleep modes:
» The clocks can be gated according to the settings in the peripheral-specific SCGC or DCGC registers.

» In deep-sleep mode, the clock source can be changed and the PIOSC can be powered off (if no active
peripheral requires it) using the DSCLKCFG register. These options are not available for Sleep mode.

e The LDO voltage can be changed using the LDOSPCTL or LDODPCTL register.
e The flash memory can be put into low-power mode.
 The SRAM can be put into standby or low-power mode.

The SDPMST register provides results on the dynamic power management command issued. The
SDPMST register also reports some real-time status that can be viewed by a debugger or by the core if it
is running. These events do not trigger an interrupt and are meant to provide information to help tune
software for power management. The status register is written at the beginning of every dynamic power
management event request that provides error checking. There is no mechanism to clear the bits; they are
overwritten on the next event. The data is real time, and no event registers that information.
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4.1.6.5 Hibernation Mode

In this mode, the power supplies are turned off to the main part of the microcontroller and only the circuitry
of the Hibernation module is active. An external wake event or RTC event is required to return the
microcontroller to run mode. When exiting hibernation mode, the Cortex-M4F processor and peripherals
other than the Hibernation module see a normal "power on" sequence and the processor starts running
code. If the Hibernation module has been put in hibernation mode and a reset occurs, the reset handler
should read the HIB Raw Interrupt Status (HIBRIS) register in the Hibernation module to determine the
cause of the reset.

4.1.6.6 Hardware System Service Request

The Hardware System Service Request (HSSR) register can issue a request that returns a device to
factory settings. An HSSR consists of writing the appropriate key and data structure address offset to the
HSSR register in the System Control module. Any HSSR initiates a reset event as the first event in the
process. Then the HSSR register is evaluated.

To write to the HSSR register, the KEY field must be 0xCA. The CDOFF field in the HSSR register can
have one of the following values:

e 0x00.0000: No request or the previous request completed successfully
» OxFF.FFFF: No request and the previous request failed
* Anything else: The offset into SRAM of a HSSR request structure

During the HSSR routine, if any value other than 0x00.0000 or OXFF.FFFF is in the CDOFF field, the
offset is examined for validity, and the structure to which it points is examined for validity. If either is
invalid, the request fails, and OxXFF.FFFF is written to the CDOFF field.

The offset is valid if all the following conditions are met:

e The CDOFF value is word aligned (that is, the two LSBs are both zero).
e The CDOFF value is at least 0x2000.4000.

» The CDOFF value is at most 0x2003.FFFO.

After a valid HSSR offset is determined, the following structure is examined in the SRAM that is indicated
by the CDOFF field in the HSSR register. To initiate a return-to-factory settings function, the data structure
must be:

* Request (32 bits) = OxXFEED.0001
Data 1 (32 bits) = 0x0201.0100
Data 2 (32 bits) = 0x0D08.0503
« Data 3 (32 bits) = 0x5937.2215

If the data bytes are correct, the device is returned to factory condition. During the return-to-factory
settings function, the following events occur:

* The RAM is erased in the Hibernation module.

e The system SRAM is erased.

» The FMPPEnN registers are set to OxFFFF.FFFF (to allow a flash erase operation to occur).
» The EEPROM pages are erased.

* A mass erase of the flash array occurs.

» The BOOTCEFG register is written with OxFFFF.FFFE.

When the return-to-factory settings sequence is completed, the CDOFF field of the HSSR register is
written with 0x00.0000, indicating a successful completion and activating a system reset.
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4.2 System Control Registers

Table 4-9 lists the memory-mapped registers for the System Control. All register offset addresses not
listed in Table 4-9 should be considered as reserved locations and the register contents should not be
modified.

Additional flash and ROM registers defined in the System Control register space are described in
Chapter 7.

All address offsets given are relative to the System Control base address of 0x400FE000.

Table 4-9. System Control Registers

Offset Acronym Register Name Section
0x0 DIDO Device Identification Section 4.2.1
0x4 DID1 Device Identification Section 4.2.2
0x38 PTBOCTL Power-Temp Brownout Control Section 4.2.3
0x50 RIS Raw Interrupt Status Section 4.2.4
0x54 IMC Interrupt Mask Control Section 4.2.5
0x58 MISC RW1C Masked Interrupt Status and Clear Section 4.2.6
0x5C RESC Reset Cause Section 4.2.7
0x60 PWRTC RW1C Power-Temperature Cause Section 4.2.8
0x64 NMIC NMI Cause Register Section 4.2.9
0x7C MOSCCTL Main Oscillator Control Section 4.2.10
0xBO RSCLKCFG Run and Sleep Mode Configuration Register Section 4.2.11
0xCO MEMTIMO Memory Timing Parameter Register 0 for Main Flash and EEPROM Section 4.2.12

0x138 ALTCLKCFG Alternate Clock Configuration Section 4.2.13

0x144 DSCLKCFG Deep Sleep Clock Configuration Register Section 4.2.14

0x148 DIVSCLK

Divisor and Source Clock Configuration

Section 4.2.15

0x14C SYSPROP

System Properties

Section 4.2.16

0x150 PIOSCCAL

Precision Internal Oscillator Calibration

Section 4.2.17

0x154 PIOSCSTAT Precision Internal Oscillator Statistics Section 4.2.18
0x160 PLLFREQO PLL Frequency O Section 4.2.19
0x164 PLLFREQ1 PLL Frequency 1 Section 4.2.20
0x168 PLLSTAT PLL Status Section 4.2.21
0x188 SLPPWRCFG Sleep Power Configuration Section 4.2.22
0x18C DSLPPWRCFG Deep-Sleep Power Configuration Section 4.2.23
0x1A0 NVMSTAT Non-Volatile Memory Information Section 4.2.24
0x1B4 LDOSPCTL LDO Sleep Power Control Section 4.2.25
0x1B8 LDOSPCAL LDO Sleep Power Calibration Section 4.2.26
0x1BC LDODPCTL LDO Deep-Sleep Power Control Section 4.2.27
0x1C0 LDODPCAL LDO Deep-Sleep Power Calibration Section 4.2.28
0x1CC SDPMST Sleep / Deep-Sleep Power Mode Status Section 4.2.29
0x1D8 RESBEHAVCTL Reset Behavior Control Register Section 4.2.30

Ox1F4 HSSR

Hardware System Service Request

Section 4.2.31

0x280 USBPDS

USB Power Domain Status

Section 4.2.32

0x284 USBMPC

USB Memory Power Control

Section 4.2.33

0x288 EMACPDS

Ethernet MAC Power Domain Status

Section 4.2.34

0x28C

EMACMPC

Ethernet MAC Memory Power Control

Section 4.2.35

0x290 LCDPDS

LCD Power Domain Status

Section 4.2.36

0x294 LCDMPC

LCD Memory Power Control

Section 4.2.37

0x298 CANOPDS

CAN 0 Power Domain Status

Section 4.2.38

0x29C CANOMPC

CAN 0 Memory Power Control

Section 4.2.39

SLAU723A-0October 2017 —-Revised October 2018

Submit Documentation Feedback

Copyright © 2017-2018, Texas Instruments Incorporated

System Control

217


http://www.ti.com
http://www.go-dsp.com/forms/techdoc/doc_feedback.htm?litnum=SLAU723A

System Control Registers

I

TEXAS

INSTRUMENTS

www.ti.com

Table 4-9. System Control Registers (continued)

Offset Acronym Register Name Section

0x2A0 CAN1PDS CAN 1 Power Domain Status Section 4.2.40
0x2A4 CAN1MPC CAN 1 Memory Power Control Section 4.2.41
0x300 PPWD Watchdog Timer Peripheral Present Section 4.2.42
0x304 PPTIMER 16/32-Bit General-Purpose Timer Peripheral Present Section 4.2.43
0x308 PPGPIO General-Purpose Input/Output Peripheral Present Section 4.2.44
0x30C PPDMA Micro Direct Memory Access Peripheral Present Section 4.2.45
0x310 PPEPI EPI Peripheral Present Section 4.2.46
0x314 PPHIB Hibernation Peripheral Present Section 4.2.47
0x318 PPUART Universal Asynchronous Receiver/Transmitter Peripheral Present Section 4.2.48
0x31C PPSSI Synchronous Serial Interface Peripheral Present Section 4.2.49
0x320 PPI2C Inter-Integrated Circuit Peripheral Present Section 4.2.50
0x328 PPUSB Universal Serial Bus Peripheral Present Section 4.2.51
0x330 PPEPHY Ethernet PHY Peripheral Present Section 4.2.52
0x334 PPCAN Controller Area Network Peripheral Present Section 4.2.53
0x338 PPADC Analog-to-Digital Converter Peripheral Present Section 4.2.54
0x33C PPACMP Analog Comparator Peripheral Present Section 4.2.55
0x340 PPPWM Pulse Width Modulator Peripheral Present Section 4.2.56
0x344 PPQEI Quadrature Encoder Interface Peripheral Present Section 4.2.57
0x358 PPEEPROM EEPROM Peripheral Present Section 4.2.58
0x374 PPCCM CRC and Cryptographic Modules Peripheral Present Section 4.2.59
0x390 PPLCD LCD Peripheral Present Section 4.2.60
0x398 PPOWIRE 1-Wire Peripheral Present Section 4.2.61
0x39C PPEMAC Ethernet MAC Peripheral Present Section 4.2.62
0x3A0 PPPRB Power Regulator Bus Peripheral Present Section 4.2.63
0x500 SRWD Watchdog Timer Software Reset Section 4.2.64
0x504 SRTIMER 16/32-Bit General-Purpose Timer Software Reset Section 4.2.65
0x508 SRGPIO General-Purpose Input/Output Software Reset Section 4.2.66
0x50C SRDMA Micro Direct Memory Access Software Reset Section 4.2.67
0x510 SREPI EPI Software Reset Section 4.2.68
0x514 SRHIB Hibernation Software Reset Section 4.2.69
0x518 SRUART Universal Asynchronous Receiver/Transmitter Software Reset Section 4.2.70
0x51C SRSSI Synchronous Serial Interface Software Reset Section 4.2.71
0x520 SRI2C Inter-Integrated Circuit Software Reset Section 4.2.72
0x528 SRUSB Universal Serial Bus Software Reset Section 4.2.73
0x530 SREPHY Ethernet PHY Software Reset Section 4.2.74
0x534 SRCAN Controller Area Network Software Reset Section 4.2.75
0x538 SRADC Analog-to-Digital Converter Software Reset Section 4.2.76
0x53C SRACMP Analog Comparator Software Reset Section 4.2.77
0x540 SRPWM Pulse Width Modulator Software Reset Section 4.2.78
0x544 SRQEI Quadrature Encoder Interface Software Reset Section 4.2.79
0x558 SREEPROM EEPROM Software Reset Section 4.2.80
0x574 SRCCM CRC and Cryptographic Modules Software Reset Section 4.2.81
0x590 SRLCD LCD Controller Software Reset Section 4.2.82
0x598 SROWIRE 1-Wire Software Reset Section 4.2.83
0x59C SREMAC Ethernet MAC Software Reset Section 4.2.84
0x600 RCGCWD Watchdog Timer Run Mode Clock Gating Control Section 4.2.85
0x604 RCGCTIMER 16/32-BitGeneral-Purpose Timer RunMode Clock Gating Control Section 4.2.86
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Table 4-9. System Control Registers (continued)

Offset Acronym Register Name Section

0x608 RCGCGPIO General-Purpose Input/Output Run Mode Clock Gating Control Section 4.2.87
0x60C RCGCDMA Micro Direct Memory Access Run Mode Clock Gating Control Section 4.2.88
0x610 RCGCEPI EPI Run Mode Clock Gating Control Section 4.2.89
0x614 RCGCHIB Hibernation Run Mode Clock Gating Control Section 4.2.90
0x618 RCGCUART Universal Asynchronous Receiver/Transmitter RunMode Clock Gating Section 4.2.91

Control
0x61C RCGCSSI Synchronous Serial Interface Run Mode Clock Gating Control Section 4.2.92
0x620 RCGCI2C Inter-Integrated Circuit Run Mode Clock Gating Control Section 4.2.93
0x628 RCGCUSB Universal Serial Bus Run Mode Clock Gating Control Section 4.2.94
0x630 RCGCEPHY Ethernet PHY Run Mode Clock Gating Control Section 4.2.95
0x634 RCGCCAN Controller Area Network RunMode Clock Gating Control Section 4.2.96
0x638 RCGCADC Analog-to-Digital Converter Run Mode Clock Gating Control Section 4.2.97
0x63C RCGCACMP Analog Comparator Run Mode Clock Gating Control Section 4.2.98
0x640 RCGCPWM Pulse Width Modulator Run Mode Clock Gating Control Section 4.2.99
0x644 RCGCQEI Quadrature Encoder Interface Run Mode Clock Gating Control Section 4.2.100
0x658 RCGCEEPROM EEPROM Run Mode Clock Gating Control Section 4.2.101
0x674 RCGCCCM CRC and CryptographicModules RunMode ClockGating Control Section 4.2.102
0x690 RCGCLCD LCD Controller Run Mode Clock Gating Control Section 4.2.103
0x698 RCGCOWIRE 1-Wire Run Mode Clock Gating Control Section 4.2.104
0x69C RCGCEMAC Ethernet MAC Run Mode Clock Gating Control Section 4.2.105
0x700 SCGCWD Watchdog Timer Sleep Mode Clock Gating Control Section 4.2.106
0x704 SCGCTIMER 16/32-Bit General-Purpose Timer Sleep Mode Clock Gating Control Section 4.2.107
0x708 SCGCGPIO General-Purpose Input/Output Sleep Mode Clock Gating Control Section 4.2.108
0x70C SCGCDMA Micro Direct Memory Access Sleep Mode Clock Gating Control Section 4.2.109
0x710 SCGCEPI EPI Sleep Mode Clock Gating Control Section 4.2.110
0x714 SCGCHIB Hibernation Sleep Mode Clock Gating Control Section 4.2.111
0x718 SCGCUART Universal Asynchronous Receiver/Transmitter Sleep Mode Clock Gating Section 4.2.112
Control

0x71C SCGCSSI Synchronous Serial Interface Sleep Mode Clock Gating Control Section 4.2.113
0x720 SCGCI2C Inter-Integrated Circuit Sleep Mode Clock Gating Control Section 4.2.114
0x728 SCGCUSB Universal Serial Bus Sleep Mode Clock Gating Control Section 4.2.115
0x730 SCGCEPHY Ethernet PHY Sleep Mode Clock Gating Control Section 4.2.116
0x734 SCGCCAN Controller Area Network Sleep Mode Clock Gating Control Section 4.2.117
0x738 SCGCADC Analog-to-Digital Converter Sleep Mode Clock Gating Control Section 4.2.118
0x73C SCGCACMP Analog Comparator Sleep Mode Clock Gating Control Section 4.2.119
0x740 SCGCPWM PulseWidthModulator Sleep Mode Clock Gating Control Section 4.2.120
0x744 SCGCQEI Quadrature Encoder Interface Sleep Mode Clock Gating Control Section 4.2.121
0x758 SCGCEEPROM EEPROM Sleep Mode Clock Gating Control Section 4.2.122
0x774 SCGCCCM CRC and Cryptographic Modules Sleep Mode Clock Gating Control Section 4.2.123
0x790 SCGCLCD LCD Controller Sleep Mode Clock Gating Control Section 4.2.124
0x798 SCGCOWIRE 1-Wire Sleep Mode Clock Gating Control Section 4.2.125
0x79C SCGCEMAC Ethernet MAC Sleep Mode Clock Gating Control Section 4.2.126
0x800 DCGCWD Watchdog Timer Deep-SleepMode Clock Gating Control Section 4.2.127
0x804 DCGCTIMER Clock 16/32-Bit General-Purpose Timer Deep-Sleep Mode Gating Control Section 4.2.128
0x808 DCGCGPIO General-Purpose Input/Output Deep-Sleep Mode Clock Gating Control Section 4.2.129
0x80C DCGCDMA Micro Direct Memory Access Deep-Sleep Mode Clock Gating Control Section 4.2.130
0x810 DCGCEPI EPI Deep-Sleep Mode Clock Gating Control Section 4.2.131
0x814 DCGCHIB Hibernation Deep-Sleep Mode Clock Gating Control Section 4.2.132
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Table 4-9. System Control Registers (continued)

Offset Acronym Register Name Section
0x818 DCGCUART Universal Asynchronous Receiver/Transmitter Deep-Sleep Mode Clock Section 4.2.133
Gating Control

0x81C DCGCSSI Synchronous Serial Interface Deep-Sleep Mode Clock Gating Control Section 4.2.134
0x820 DCGCIl2C Inter-Integrated Circuit Deep-Sleep Mode Clock Gating Control Section 4.2.135
0x828 DCGCUSB Universal Serial Bus Deep-Sleep Mode Clock Gating Control Section 4.2.136
0x830 DCGCEPHY Ethernet PHY Deep-Sleep Mode Clock Gating Control Section 4.2.137
0x834 DCGCCAN Controller Area Network Deep-SleepMode Clock Gating Control Section 4.2.138
0x838 DCGCADC Analog-to-Digital Converter Deep-Sleep Mode Clock Gating Control Section 4.2.139
0x83C DCGCACMP Analog Comparator Deep-Sleep Mode Clock Gating Control Section 4.2.140
0x840 DCGCPWM Pulse Width Modulator Deep-Sleep Mode Clock Gating Control Section 4.2.141
0x844 DCGCQEI Quadrature Encoder Interface Deep-Sleep Mode Clock Gating Control Section 4.2.142
0x858 DCGCEEPROM EEPROM Deep-Sleep Mode Clock Gating Control Section 4.2.143
0x874 DCGCCCM CRC and Cryptographic Modules Deep-Sleep Mode Clock Gating Control Section 4.2.144
0x890 DCGCLCD LCD Controller Deep-Sleep Mode Clock Gating Control Section 4.2.145
0x898 DCGCOWIRE 1-Wire Deep-Sleep Mode Clock Gating Control Section 4.2.146
0x89C DCGCEMAC Ethernet MAC Deep-Sleep Mode Clock Gating Control Section 4.2.147
0x900 PCWD Watchdog Timer Power Control Section 4.2.148
0x904 PCTIMER 16/32-Bit General-Purpose Timer Power Control Section 4.2.149
0x908 PCGPIO General-Purpose Input/Output Power Control Section 4.2.150
0x90C PCDMA Micro Direct Memory Access Power Control Section 4.2.151
0x910 PCEPI External Peripheral Interface Power Control Section 4.2.152
0x914 PCHIB Hibernation Power Control Section 4.2.153
0x918 PCUART Universal Asynchronous Receiver/Transmitter Power Control Section 4.2.154
0x91C PCSSI Synchronous Serial Interface Power Control Section 4.2.155
0x920 PCl2C Inter-Integrated Circuit Power Control Section 4.2.156
0x928 PCUSB Universal Serial Bus Power Control Section 4.2.157
0x930 PCEPHY Ethernet PHY Power Control Section 4.2.158
0x934 PCCAN Controller Area Network Power Control Section 4.2.159
0x938 PCADC Analog-to-Digital Converter Power Control Section 4.2.160
0x93C PCACMP Analog Comparator Power Control Section 4.2.161
0x940 PCPWM Pulse Width Modulator Power Control Section 4.2.162
0x944 PCQEI Quadrature Encoder Interface Power Control Section 4.2.163
0x958 PCEEPROM EEPROM Power Control Section 4.2.164
0x974 PCCCM CRC and Cryptographic Modules Power Control Section 4.2.165
0x990 PCLCD LCD Controller Power Control Section 4.2.166
0x998 PCOWIRE 1-Wire Power Control Section 4.2.167
0x99C PCEMAC Ethernet MAC Power Control Section 4.2.168
0xA00 PRWD Watchdog Timer Peripheral Ready Section 4.2.169
0xA04 PRTIMER 16/32-Bit General-Purpose Timer Peripheral Ready Section 4.2.170
0xA08 PRGPIO General-Purpose Input/Output Peripheral Ready Section 4.2.171
0xAO0C PRDMA Micro Direct Memory Access Peripheral Ready Section 4.2.172
0xA10 PREPI EPI Peripheral Ready Section 4.2.173
0xAl4 PRHIB Hibernation Peripheral Ready Section 4.2.174
0xA18 PRUART Universal Asynchronous Receiver/Transmitter Peripheral Ready Section 4.2.175
O0xAlC PRSSI Synchronous Serial Interface Peripheral Ready Section 4.2.176
0xA20 PRI2C Inter-Integrated Circuit Peripheral Ready Section 4.2.177
0xA28 PRUSB Universal Serial Bus Peripheral Ready Section 4.2.178
0xA30 PREPHY Ethernet PHY Peripheral Ready Section 4.2.179
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Table 4-9. System Control Registers (continued)

Offset Acronym

Register

Name

Section

0xA34 PRCAN

Controller Area Network Peripheral Ready

Section 4.2.180

0xA38 PRADC

Analog-to-Digital Converter Peripheral Ready

Section 4.2.181

0xA3C PRACMP

Analog Comparator Peripheral Ready

Section 4.2.182

0xA40 PRPWM

Pulse Width Modulator Peripheral Ready

Section 4.2.183

0xA44 PRQEI

Quadrature Encoder Interface Peripheral Ready

Section 4.2.184

0xA58 PREEPROM

EEPROM Peripheral Ready

Section 4.2.185

OxA74 PRCCM

CRC and Cryptographic Modules Peripheral Ready

Section 4.2.186

0xA90 PRLCD

LCD Controller Peripheral Ready

Section 4.2.187

0xA98 PROWIRE

1-Wire Peripheral Ready

Section 4.2.188

0xA9C PREMAC

Ethernet MAC Peripheral Ready

Section 4.2.189

O0xF20 UNIQUEIDO Unique ID 0 Section 4.2.190
OxF24 UNIQUEID1 Unique ID 1 Section 4.2.190
OxF28 UNIQUEID2 Unique ID 2 Section 4.2.190
O0xF2C UNIQUEID3 Unique ID 3 Section 4.2.190

Complex bit access types are encoded to fit into small table cells. Table 4-10 lists the codes that are used
for access types in this section.

Table 4-10. System Control Access Type Codes

Access Type ‘ Code ‘ Description
Read Type

R B | Read

Write Type

w w Write

wicC 1CwW 1 to clear Write

Reset or Default

Value

-n

Value after reset or the default
value
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4.2.1 DIDO Register (Offset = 0x0) [reset = X]
Device Identification 0 (DIDO)

This register identifies the version of the microcontroller. Each microcontroller is uniquely identified by the
combined values of the CLASS field in the DIDO register and the PARTNO field in the DID1 register. The
MAJOR and MINOR bit fields indicate the die revision number. Combined, the MAJOR and MINOR bit

fields indicate the part revision number.

MAJOR Bit Field Value MINOR Bit Field Value Die Revision Part Revision
0x0 0x0 A0 1
0x0 Ox1 Al 2
0x0 0x2 A2 3
DIDO is shown in Figure 4-7 and described in Table 4-11.
Return to Summary Table.
Figure 4-7. DIDO Register
31 30 29 28 27 26 25 24
RESERVED VER ‘ RESERVED
R-0x0 R-0x1 R-0x8
23 22 21 20 19 18 17 16
CLASS
R-0x0C
15 14 13 12 11 10 9 8
MAJOR
R-X
7 6 5 4 3 2 1 0
MINOR
R-X
Table 4-11. DIDO Register Field Descriptions
Bit Field Type Reset Description
31 RESERVED R 0x0 Reserved
30-28 VER R 0x1 DIDO Version.
This field defines the DIDO register format version. The version
number is numeric. The value of the VER field is encoded as follows
(all other encodings are reserved):
0x1 = Second version of the DIDO register format.
27-24 RESERVED R 0x8 Reserved
23-16 CLASS R 0x0C Device Class.

The value of the CLASS field identifies the internal design from
which all mask sets are generated for all microcontrollers in a
particular product line. The value of the CLASS field is changed for
new product lines, for changes in fab process (for example, a remap
or shrink), or any case where the MAJOR or MINOR fields require
differentiation from prior microcontrollers. The value of the CLASS
field is encoded as follows (all other encodings are reserved):

0x0C = MSP432E4 microcontrollers
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Table 4-11. DIDO Register Field Descriptions (continued)

Bit Field Type Reset Description

15-8 MAJOR R X Major Revision.
This field specifies the major revision number of the microcontroller.
The major revision reflects changes to base layers of the design.
The major revision number is indicated in the part number as a letter
(A for first revision, B for second, and so on). This field is encoded
as follows:
0x0 = Revision A (initial device)
0x1 = Revision B (first base layer revision)
0x2 = Revision C (second base layer revision)
... and so on.

7-0 MINOR R X Minor Revision.

This field specifies the minor revision number of the microcontroller.
The minor revision reflects changes to the metal layers of the
design. The MINOR field value is reset when the MAJOR field is
changed. The MINOR field is numeric and is encoded as follows:

0x0 = Initial device, or a major revision update.
0x1 = First metal layer change.

0x2 = Second metal layer change.

... and so on.
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4.2.2 DID1 Register (Offset = 0x4) [reset = X]

Device Identification 1 (DID1)

This register identifies the device family, part number, temperature range, pin count, and package type.
Each microcontroller is uniquely identified by the combined values of the CLASS field in the DIDO register
and the PARTNO field in the DID1 register.

DID1 is shown in Figure 4-8 and described in Table 4-12.
Return to Summary Table.

Figure 4-8. DID1 Register

31 30 29 28 27 26 25 24
VER \ FAM
R-0x1 R-0x0
23 22 21 20 19 18 17 16
PARTNO
R-0x32
15 14 13 12 11 10 9 8
PINCOUNT | RESERVED
R-X R-0X0
7 6 5 4 3 2 1 0
TEMP | PKG | ROHS | QUAL
R-0x3 R-0x2 R-Ox1 R-0x2

Table 4-12. DID1 Register Field Descriptions

Bit Field Type Reset Description

31-28 VER R Ox1 DID1 Version.

This field defines the DID1 register format version. The version
number is numeric. The value of the VER field is encoded as follows
(all other encodings are reserved):

0x0 = Reserved

0x1 = Second version of the DID1 register format.

27-24 FAM R 0x0 Family.

This field provides the family identification of the device within the
product portfolio. The value is encoded as follows (all other
encodings are reserved):

0x0 = MSP432E4 microcontrollers

23-16 PARTNO R X Part Number.
This field provides the part number of the device within the family.
15-13 PINCOUNT R X Package Pin Count.

This field specifies the number of pins on the device package. The
value is encoded as follows (all other encodings are reserved):

0x0 = Reserved

0x1 = Reserved

0x2 = Reserved

0x3 = Reserved

0x4 = Reserved

0x5 = Reserved

0x6 = 128-pin TQFP package
0x7 = 212-pin BGA package

12-8 RESERVED R 0x0

7-5 TEMP R 0x3 Temperature Range.
This field specifies the temperature rating of the device. The value is
encoded as follows (all other encodings are reserved):

0x0 = Commercial temperature range
0x1 = Industrial temperature range
0x2 = Extended temperature range
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Table 4-12. DID1 Register Field Descriptions (continued)

Bit Field Type Reset Description

4-3 PKG R X Package Type.
This field specifies the package type. The value is encoded as
follows (all other encodings are reserved):
0x0 = Reserved
0x1 = QFP package
0x2 = BGA package

2 ROHS R 0x1 RoHS-Compliance.
This bit specifies whether the device is RoHS-compliant. A 1
indicates the part is RoHS-compliant.

1-0 QUAL R 0x2 Quialification Status.
This field specifies the qualification status of the device. The value is
encoded as follows (all other encodings are reserved):
0x0 = Engineering Sample (unqualified)
0x1 = Pilot Production (unqualified)
0x2 = Fully Qualified
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4.2.3 PTBOCTL Register (Offset = 0x38) [reset = 0x3]
Power-Temp Brownout Control (PTBOCTL)

This register determines, based on an individual event level, the appropriate next level of action (for
example, NONE, System Control Interrupt, NMI, or reset) when an event occurs.

Power-temperature event actions are directed to the core as a System Control Interrupt or NMIl. When a
reset occurs, its behavior is controlled by the Reset Behavior Control (RESBEHAVCTL) register. If one of
the events configured in the PTBOCTL register causes a reset, it is registered as a BOR interrupt in the
Reset Cause (RESC) register.

NOTE: Vgpais the supply voltage to the analog components of the device and V,;, is the supply
voltage to the digital components of the device.

PTBOCTL is shown in Figure 4-9 and described in Table 4-13.
Return to Summary Table.

Figure 4-9. PTBOCTL Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8
RESERVED \ VDDA_UBOR
R-0x0 R/W-0x0
7 6 5 4 3 2 1 0
RESERVED \ VDD_UBOR
R-0x0 R/W-0x3

Table 4-13. PTBOCTL Register Field Descriptions

Bit Field Type Reset Description
31-10 RESERVED R 0x0
9-8 VDDA _UBOR R/W 0x0 Vppa Under BOR Event Action.

An event occurs when Vpp, trips under the Vppa gore threshold found
in the device-specific data sheet. This field determines the action to
take on the event.

0x0 = No Action
0x1 = System control interrupt

0x2 = NMI
0x3 = Reset

7-2 RESERVED R 0x0

1-0 VDD_UBOR R/W 0x3 Vpp Under BOR Event Action.
An event occurs when Vo, trips under the Vpp gor threshold found in
the device-specific data sheet. This field determines the action to
take on the event.
0x0 = No Action
0x1 = System control interrupt
0x2 = NMI
0x3 = Reset
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4.2.4 RIS Register (Offset = 0x50) [reset = 0x0]
Raw Interrupt Status (RIS)

This register indicates the status for system control raw interrupts. An interrupt is sent to the interrupt
controller if the corresponding bit in the Interrupt Mask Control (IMC) register is set. Writing 1 to the
corresponding bit in the Masked Interrupt Status and Clear (MISC) register clears an interrupt status bit.

RIS is shown in Figure 4-10 and described in Table 4-14.
Return to Summary Table.

Figure 4-10. RIS Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8
RESERVED | MOSCPUPRIS
R-0x0 R-0x0
7 6 5 4 3 2 1 0
RESERVED PLLLRIS RESERVED ‘ MOFRIS | RESERVED ‘ BORRIS | RESERVED
R-0x0 R-0x0 R-0x0 R-0x0 R-0x0 R-0x0 R-0x0

Table 4-14. RIS Register Field Descriptions

Bit Field Type Reset Description
31-9 RESERVED R 0x0
8 MOSCPUPRIS R 0x0 MOSC Power Up Raw Interrupt Status.
This bit is cleared by writing 1 to the MOSCPUPMIS bit in the MISC
register.

0x0 = Sufficient time has not passed for the MOSC to reach the
expected frequency.

0x1 = Sufficient time has passed for the MOSC to reach the
expected frequency. The value for this power-up time is indicated by
TMOSC_START.

RESERVED R 0x0
PLLLRIS R 0x0 PLL Lock Raw Interrupt Status.
This bit is cleared by writing 1 to the PLLLMIS bit in the MISC
register.
0x0 = The PLL timer has not reached TREADY.
0x1 = The PLL timer has reached TREADY indicating that sufficient
time has passed for the PLL to lock.
5-4 RESERVED R 0x0
3 MOFRIS R 0x0 Main Oscillator Failure Raw Interrupt Status.
This bit is cleared by writing 1 to the MOFMIS bit in the MISC
register.
0x0 = The main oscillator has not failed.
0x1 = The MOSCIM bit in the MOSCCTL register is set and the main
oscillator has failed.
2 RESERVED R 0x0
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Table 4-14. RIS Register Field Descriptions (continued)

Bit Field Type Reset Description

1 BORRIS R 0x0 Brownout Reset Raw Interrupt Status.

The appropriate BOR bit in the PTBOCTL register must be set to an
interrupt (Ox1) encoding to generate an interrupt. . This bit is cleared
by writing 1 to the BORMIS bit in the MISC register.

0x0 = A brownout condition is not currently active.

0x1 = A brownout condition is currently active.

0 RESERVED R 0x0
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4.2.5 IMC Register (Offset = 0x54) [reset = 0x0]
Interrupt Mask Control (IMC)
This register contains the mask bits for system control raw interrupts. A raw interrupt, indicated by a bit
being set in the Raw Interrupt Status (RIS) register, is sent to the interrupt controller if the corresponding
bit in this register is set.
IMC is shown in Figure 4-11 and described in Table 4-15.
Return to Summary Table.
Figure 4-11. IMC Register
31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8
RESERVED | MOSCPUPIM
R-0x0 R/W-0x0
7 6 5 4 3 2 1 0
RESERVED PLLLIM RESERVED | MOFIM | RESERVED | BORIM | RESERVED
R-0x0 R/W-0x0 R-0x0 R/W-0x0 R-0x0 R/W-0x0 R-0x0
Table 4-15. IMC Register Field Descriptions
Bit Field Type Reset Description
31-9 RESERVED R 0x0
8 MOSCPUPIM RIW 0x0 MOSC Power Up Interrupt Mask
0x0 = The MOSCPUPRIS interrupt is suppressed and not sent to the
interrupt controller.
0x1 = An interrupt is sent to the interrupt controller when the
MOSCPUPRIS bit in the RIS register is set.
RESERVED R 0x0
PLLLIM RIW 0x0 PLL Lock Interrupt Mask
0x0 = The PLLLRIS interrupt is suppressed and not sent to the
interrupt controller.
0x1 = An interrupt is sent to the interrupt controller when the
PLLLRIS bit in the RIS register is set.
5-4 RESERVED R 0x0
3 MOFIM RIW 0x0 Main Oscillator Failure Interrupt Mask
0x0 = The MOFRIS interrupt is suppressed and not sent to the
interrupt controller.
0x1 = An interrupt is sent to the interrupt controller when the
MOFRIS bit in the RIS register is set.
RESERVED R 0x0
BORIM RIW 0x0 Brownout Reset Interrupt Mask
0x0 = The BORRIS interrupt is suppressed and not sent to the
interrupt controller.
0x1 = An interrupt is sent to the interrupt controller when the
BORRIS bit in the RIS register is set.
0 RESERVED R 0x0
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4.2.6 MISC Register (Offset = 0x58) [reset = 0x0]
Masked Interrupt Status and Clear (MISC)

On a read, this register gives the current masked status value of the corresponding interrupt in the Raw
Interrupt Status (RIS) register. All of the bits are RW1C, thus writing 1 to a bit clears the corresponding
raw interrupt bit in the RIS register (see Section 4.2.4).

MISC is shown in Figure 4-12 and described in Table 4-16.

Return to Summary Table.

Figure 4-12. MISC Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8
RESERVED | MOSCPUPMIS
R-0x0 R/W1C-0x0
7 6 5 4 3 2 1 0
RESERVED PLLLMIS RESERVED MOFMIS | RESERVED ‘ BORMIS | RESERVED
R-0x0 R/W1C-0x0 R-0x0 R/W1C-0x0 R-0x0 R/W1C-0x0 R-0x0
Table 4-16. MISC Register Field Descriptions
Bit Field Type Reset Description
31-9 RESERVED R 0x0
8 MOSCPUPMIS R/W1C 0x0 MOSC Power Up Masked Interrupt Status
0x0 = When read, 0 indicates that sufficient time has not passed for
the MOSC PLL to lock. Writing 0 has no effect on the state of this
bit.
0x1 = When read, 1 indicates that an unmasked interrupt was
signaled because sufficient time has passed for the MOSC PLL to
lock. Writing 1 to this bit clears it and also the MOSCPUPRIS bit in
the RIS register.
RESERVED R 0x0
PLLLMIS R/W1C 0x0 PLL Lock Masked Interrupt Status
0x0 = When read, 0 indicates that sufficient time has not passed for
the PLL to lock. Writing O has no effect on the state of this bit.
0x1 = When read, 1 indicates that an unmasked interrupt was
signaled because sufficient time has passed for the PLL to lock.
Writing 1 to this bit clears it and also the PLLLRIS bit in the RIS
register.
5-4 RESERVED R 0x0
3 MOFMIS R/W1C 0x0 Main Oscillator Failure Masked Interrupt Status
0x0 = When read, 0 indicates that the main oscillator has not failed.
Writing O has no effect on the state of this bit.
0x1 = When read, 1 indicates that an unmasked interrupt was
signaled because the main oscillator failed. Writing 1 to this bit
clears it and also the MOFRIS bit in the RIS register.
2 RESERVED R 0x0
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Table 4-16. MISC Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

BORMIS

R/W1C

0x0

BOR Masked Interrupt Status

0x0 = When read, 0 indicates that a brownout condition has not
occurred. Writing 0 has no effect on the state of this bit.

0x1 = When read, 1 indicates that an unmasked interrupt was
signaled because of a brownout condition. Writing 1 to this bit clears
it and also the BORRIS bit in the RIS register.

RESERVED

0x0
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4.2.7 RESC Register (Offset = 0x5C) [reset = X]
Reset Cause (RESC)

This register is set with the reset cause after reset. The bits in this register are sticky and maintain their
state across multiple reset sequences. If a full POK-POR is initiated, the POR bit in the RESC register is
set and all other bits are cleared. If the WDOGn, BOR or EXTRES configuration fields are set to 0x3 in the
RESBEHAVCTL register and a simulated POR is initiated, the cause of the reset is reflected in the RESC
register.

NOTE: After the RESC register is read, the Hibernate Raw Interrupt Status (HIBRIS) register in the
Hibernation module must be evaluated to determine the full cause of the reset. Although an
external reset assertion or POR resulting from a wake event is registered in the RESC
register, the specific external wake source, including a low battery detect, is only registered
in the HIBRIS register.

RESC is shown in Figure 4-13 and described in Table 4-17.
Return to Summary Table.

Figure 4-13. RESC Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED MOSCFAIL
R-0X0 RIW-X
15 14 13 12 11 10 9 8
RESERVED | HSSR | RESERVED
R-0x0 R/W-X R-0x0
7 6 5 4 3 2 1 0
RESERVED [ womi | sw | wpto | BOR |  POR EXT
R-0X0 R/W-0x0 R/W-0x0 R/W-0x0 R/W-0x0 R/W-0x1 R/W-0x0

Table 4-17. RESC Register Field Descriptions

Bit Field Type Reset Description
31-17 RESERVED R 0x0
16 MOSCFAIL RIW X MOSC Failure Reset.

Writing O to this bit clears it.

0x0 = When read, this bit indicates that a MOSC failure has not
generated a reset since the previous power-on reset. Writing 0 to
this bit clears it.

0x1 = When read, this bit indicates that the MOSC circuit was
enabled for clock validation and failed while the MOSCIM bit in the
MOSCCTL register is clear, generating a reset event.

15-13 RESERVED R 0x0
12 HSSR RIW X HSSR Reset

0x0 = When read, this bit indicates that a HSSR request has not
generated a reset since the previous power-on reset. Writing O to
this bit clears it.
0x1 = When read, this bit indicates that a HSSR request has
generated a reset.

11-6 RESERVED R 0x0
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Table 4-17. RESC Register Field Descriptions (continued)

Bit Field Type Reset Description

5 WDT1 R/W 0x0 Watchdog Timer 1 Reset
0x0 = When read, this bit indicates that Watchdog Timer 1 has not
generated a reset since the previous power-on reset. Writing 0 to
this bit clears it.
0x1 = When read, this bit indicates that Watchdog Timer 1 timed out
and generated a reset.

4 S R/W 0x0 Software Reset
0x0 = When read, this bit indicates that a software reset has not
generated a reset since the previous power-on reset. Writing O to
this bit clears it.
0x1 = When read, this bit indicates that a software reset has caused
a reset event.

3 WDTO R/W 0x0 Watchdog Timer 0 Reset
0x0 = When read, this bit indicates that Watchdog Timer 0 has not
generated a reset since the previous power-on reset. Writing O to
this bit clears it.
0x1 = When read, this bit indicates that Watchdog Timer 0 timed out
and generated a reset.

2 BOR R/W 0x0 Brownout Reset.
For this bit, the BOR event that causes the brownout reset can be
either:
The Vpp, supply drops below its acceptable operating range.
The Vppa supply drops below its acceptable operating range.
0x0 = When read, this bit indicates that a brownout reset has not
generated a reset since the previous power-on reset. Writing 0 to
this bit clears it.
0x1 = When read, this bit indicates that a brownout reset has caused
a reset event.

1 POR RIW Ox1 Power-On Reset
0x0 = When read, this bit indicates that a power-on reset has not
generated a reset. Writing O to this bit clears it.
0x1 = When read, this bit indicates that a power-on reset has caused
a reset event.

0 EXT RIW 0x0 External Reset
0x0 = When read, this bit indicates that an external reset (RST
assertion) has not caused a reset event since the previous power-on
reset. Writing O to this bit clears it.
0x1 = When read, this bit indicates that an external reset (RST
assertion) has caused a reset event.
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4.2.8 PWRTC Register (Offset = 0x60) [reset = 0x0]
Power-Temperature Cause (PWRTC)

This register provides detailed information on the power subsystem event that caused a reset or interrupt.
The event sets the condition in this register without regard to whether it is used to generate a system
control interrupt, reset, NMI, or no action. The PTBOCTL register contains the action to be taken on the
specific events. The combination of the PWRTC register outputs and the PTBOCTL register causes the
appropriate interrupt or reset condition to occur and the corresponding status bits to be set.

PWRTC is shown in Figure 4-14 and described in Table 4-18.

Return to Summary Table.

Figure 4-14. PWRTC Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8
RESERVED
R-0x0
7 6 5 4 3 2 1 0
RESERVED | VDDA_UBOR ‘ RESERVED VDD_UBOR
R-0x0 R/W1C-0x0 R-0x0 R/W1C-0x0
Table 4-18. PWRTC Register Field Descriptions
Bit Field Type Reset Description
31-5 RESERVED R 0x0
4 VDDA _UBOR R/W1C 0x0 Vppa Under BOR Status
0x0 = VDDA has not tripped undervoltage BOR comparison.
0x1 = VDDA has tripped undervoltage BOR comparison.
3-1 RESERVED R 0x0
0 VDD_UBOR R/W1C 0x0 Vpp Under BOR Status
0x0 = VDD has not tripped undervoltage BOR comparison.
0x1 = VDD has tripped undervoltage BOR comparison.
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4.2.9 NMIC Register (Offset = 0x64) [reset = 0x0]

NMI Cause Register (NMIC)

This register provides the detailed information on the cause of an NMI interrupt. These bits are set through
hardware when the event occurs and the higher level control indicates that it should be NMI event.

NOTE: The NMIC register must be cleared by the following sequence:
1. Read the NMIC register to identify the source of the NMI.

akrwDd

Clear the source of the NMI.
Read the NMIC register again to check the status.

Write a 0 into the NMIC register bit that corresponds with the NMI source.
Read the NMIC to determine if it is cleared. If not, repeat Step 3 and Step 4.

NMIC is shown in Figure 4-15 and described in Table 4-19.

Return to Summary Table.

Figure 4-15. NMIC Register

31 30 29 28 27 26 25 24
RESERVED
R-0x0
23 22 21 20 19 18 17 16
RESERVED | MOSCFAIL
R-0x0 R/W-0x0
15 14 13 12 11 10 9 8
RESERVED | TAMPER | RESERVED
R-0x0 R/W-0x0 R-0x0
7 6 5 4 3 2 1 0
RESERVED | wbTi | RESERVED | wDTo | POWER | RESERVED | EXTERNAL
R-0x0 R/W-0x0 R-0x0 R/W-0x0 R/W-0x0 R-0x0 R/W-0x0
Table 4-19. NMIC Register Field Descriptions
Bit Field Type Reset Description
31-17 RESERVED R 0x0
16 MOSCFAIL R/IW 0x0 MOSC Eailure NMI
0x0 = No MOSC failure has occurred.
0x1 = An NMI has occurred due to a MOSC failure.
15-10 RESERVED R 0x0
9 TAMPER RIW 0x0 Tamper Event NMI
See the HIB module tamper registers for more details on the tamper
event.
0x0 = No tamper event has occurred.
0x1 = An NMI has occurred due to a tamper event.
8-6 RESERVED R 0x0
5 WDT1 R/W 0x0 Watch Dog Timer (WDT) 1 NMI
0x0 = No WDT 1 time-out has occurred.
0x1 = An NMI has occurred due to a WDT1 time-out event.
4 RESERVED R 0x0
3 WDTO RIW 0x0 Watch Dog Timer (WDT) 0 NMI
0x0 = No WDT 0 time-out has occurred.
0x1 = An NMI has occurred due to a WDTO time-out event.
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Table 4-19. NMIC Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

POWER

R/W

0x0

Power/Brownout Event NMI

See PWRTC register for exact cause of power out or brownout
event.

0x0 = No power event has occurred.

0x1 = An NMI has occurred due to a power event.

RESERVED

0x0

EXTERNAL

R/W

0x0

External Pin NMI
0x0 = No NMI pin event has occurred.
0x1 = The NMI pin was asserted by external hardware.
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4.2.10 MOSCCTL Register (Offset = 0x7C) [reset = 0xC]
Main Oscillator Control (MOSCCTL)

This register provides control over the features of the main oscillator, including the ability to enable the
MOSC clock verification circuit, what action to take when the MOSC fails, and whether or not a crystal is
connected. When enabled, this circuit monitors the frequency of the MOSC to verify that the oscillator is
operating within specified limits. If the clock goes invalid after being enabled, the microcontroller issues a
power-on reset and reboots to the NMI handler or generates an interrupt.

NOTE: If the MOSC is chosen as the clock to the Ethernet PHY then software must enable the
MOSC before enabling the Ethernet PHY by setting the PO bit in the PCEPHY.

MOSCCTL is shown in Figure 4-16 and described in Table 4-20.
Return to Summary Table.

Figure 4-16. MOSCCTL Register

31 30 29 28 27 26 25 24
RESERVED
R-0X0
23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 8
RESERVED
R-0X0
7 6 5 4 3 2 1 0
RESERVED | OSCRNG | PWRDN | NOXTAL | MOSCIM CVAL
R-0x0 R/W-0x0 R/W-0x1 R/W-0x1 R/W-0x0 R/W-0x0

Table 4-20. MOSCCTL Register Field Descriptions

Bit Field Type Reset Description
31-5 RESERVED R 0x0
4 OSCRNG R/W 0x0 Oscillator Range

Specifies the frequency range of operation of the oscillator.
0x0 = Low-frequency range
0x1 = High-frequency range (equal to or greater than 10 MHz).

3 PWRDN R/W 0x1 Power Down

Provides user control over powering down the main oscillator circuit.
This bit should be cleared when using a crystal and set for single-
ended mode.

0x0 = Power to MOSC circuit is enabled.

0x1 = MOSC circuit is powered down.

2 NOXTAL R/W 0x1 No MOSC or Crystal Connected

Provides the user control over the power drawn from the main
oscillator circuit. This bit should be set when either crystal or single-
ended mode is being used. If the application needs MOSC, this bit
should be cleared.

0x0 = This bit should be cleared when a crystal or oscillator is
connected to the OSCO and OSC1 inputs, regardless of whether or
not the MOSC is used or powered down. For proper clock
functionality when switching to crystal mode, software must clear this
bit and set the PWRDN bit in a single write access.

0x1 = This bit should be set when a crystal or external oscillator is
not connected to the OSCO and OSC1 inputs to reduce power
consumption.
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Table 4-20. MOSCCTL Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

MOSCIM

R/W

0x0

MOSC Failure Action

Regardless of the action taken, if the MOSC fails, the oscillator
source is switched to the PIOSC automatically.

0x0 = If the MOSC fails, a MOSC failure reset is generated and
reboots to the NMI handler.

0x1 = If the MOSC fails, an interrupt is generated as indicated by the
MOSRIS bit in the RIS register.

CVAL

R/W

0x0

Clock Validation for MOSC
0x0 = The MOSC monitor circuit is disabled.
0x1 = The MOSC monitor circuit is enabled.
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4.2.11 RSCLKCFG Register (Offset = 0xBO0) [reset = 0x0]
Run and Sleep Mode Configuration Register (RSCLKCFG)

NOTE: When transitioning the system clock configuration to use the MOSC as the fundamental
clock source, the PWRDN bit must be set in the MOSCCTL register before reselecting the

MOSC for proper operation.

RSCLKCFG is shown in Figure 4-17 and described in Table 4-21.
Return to Summary Table.

Figure 4-17. RSCLKCFG Register

31

30

29

28

27 26 25 24

MEMTIMU

NEWFREQ |

ACG

USEPLL

PLLSRC

RO/W-0x0

RO/W-0x0

R/W-0x0

R/W-0x0

R/W-0x0

23

22

21

20

19 18 17 16

OSYSDIV

R/W-0x0

15

14

13

12

11 10 9 8

OSYSDIV

PSYSDIV

R/W-0x0

R/W-0x0

PSYSDIV

R/W-0x0

Table 4-21. RSCLKCFG Register Field Descriptions

Bit

Field

Type

Reset

Description

31

MEMTIMU

RO/W

0x0

Memory Timing Register Update.

Setting this bit causes the MEMTIMO register value to be applied,
and the memory timing to be updated. Execution and access is
suspended during the change. This bit is automatically cleared by
hardware.

30

NEWFREQ

RO/W

0x0

New PLLFREQ Accept.

This bit controls the activation of the values in the PLLFREQO and
PLLFREQZ1 registers as applied to the PLL. Until NEWFREQ is
written to a 1, writes to the PLLFREQO and PLLFREQ1 are deferred.
When written with a 1, the values stored in PLLFREQO and
PLLFREQL1 are applied to the PLL. This bit is automatically cleared
by hardware. Software will not check the value after being set.

29

ACG

R/W

0x0

Auto Clock Gating.

This bit specifies whether the system uses the Sleep-Mode Clock
Gating Control (SCGCn) registers and Deep-Sleep-Mode Clock
Gating Control (DCGCn) registers if the microcontroller enters a
sleep or deep-sleep mode (respectively). The RCGCn registers are
always used to control the clocks in run mode.

0x0 = The Run-Mode Clock Gating Control (RCGCn) registers are
used when the microcontroller enters a sleep mode.

0x1 = If the microcontroller is in sleep mode, the SCGCn registers
are used to control the clocks distributed to the peripherals. If the
microcontroller is in deep-sleep mode, the DCGCn registers are
used to control the clocks distributed to the peripherals. The SCGCn
and DCGCn registers allow unused peripherals to consume less
power when the microcontroller is in a sleep mode.

28

USEPLL

R/W

0x0

Use PLL.

This bit controls whether the clock source is specified by the
OSCSRC field or the output of the PLL is provided to the system
clock divider and serves as the system clock source.

0x0 = Clock source is specified by the OSCSRC field.
0x1 = Clock source is specified by the PLL.
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Table 4-21. RSCLKCFG Register Field Descriptions (continued)

Bit

Field

Type

Reset

Description

27-24

PLLSRC

R/W

0x0

PLL Source.

This field specifies the PLL input clock source.
0x0 = Reserved

0x3 = MOSC is the PLL input clock source

23-20

OSCSRC

R/W

0x0

Oscillator Source.

This field specifies the oscillator source that becomes the oscillator
clock (OSCCLK) source, which is used when the PLL is bypassed
during run or sleep modes.

0x0 = Reserved

0x1 = Reserved

0x2 = LFIOSC is the oscillator source.

0x3 = MOSC is the oscillator source.

0x4 = Hibernation module RTC oscillator (RTCOSC)

19-10

OSYSDIV

R/W

0x0

Oscillator System Clock Divisor.

This field specifies the system clock divisor value for the oscillator
path. This field is used when the USEPLL bit is 0.

fsyclk = foscclk / (OSYSDIV + 1)

The divisor value is the OSYSDIV field value + 1

9-0

PSYSDIV

R/W

0x0

PLL System Clock Divisor.

This field specifies the system clock divisor value for the PLL. This
field is used when the USEPLL bit is 1.

foyok = fuco / (PSYSDIV + 1)
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4.2.12 MEMTIMO Register (Offset = 0xCO0) [reset = 0x00200030]
Memory Timing Parameter Register O for Main Flash and EEPROM (MEMTIMO)

The MEMTIMO register provides timing parameters for the main Flash and EEPROM memories. The
timing parameters apply to the memory while the system is in run or sleep mode; the clocking for these
modes is consistent and unchanged, because the system clock frequency and source remains unchanged
during transitions between run-to-sleep and sleep-back-to-run. Writes to MEMTIMO do not have any effect
on system state; the register contents are applied only when the MEMTIMU bit in the RSCLKCFG register
is set. Doing so allows the software to execute out of the same memory system for which the timing
parameters are being modified.

System Control Registers

Depending on the CPU frequency, the application must program specific values into the fields of the
MEMTIMO register. Table 4-22 details the bit field values that are required for the given CPU frequency
ranges.

Table 4-22. MEMTIMO Register Configuration versus Frequency

CPU Fr(tfa)qitrjle&%yzRange Time Perilrc]acri]sRange (t) FBECBHCTH?I'nd FBE%ECaIi:nd FWS and EWS
16 62.5 0x0 1 0x0
16<f=<40 625>t225 0x2 0 Ox1
40 < f <60 25>1216.67 0x3 0 0x2
60<f<80 16.67 >t =125 Ox4 0 0x3
80 <f=<100 125>t2>210 0x5 0 0x4
100 < f=<120 10>12>8.33 Ox6 0 0x5

NOTE: The associated flash and EEPROM fields in the MEMTIMO register must be programmed to
the same values. For example, the FWS field must be programmed to the same value as the
EWS field.

MEMTIMO is shown in Figure 4-18 and described in Table 4-23.

Return to Summary Table.

Figure 4-18. MEMTIMO Register

31 30 29 28 27 26 25 24
RESERVED EBCHT
R-0x0 R/W-0x0
23 22 21 20 19 18 17 16
EBCHT EBCE RESERVED EWS
R/W-0x0 R/W-0x1 R-0x0 R/W-0x0
15 14 13 12 11 10 9 8
RESERVED FBCHT
R/W-0x0 R/W-0x0
7 6 5 4 3 2 1 0
FBCHT FBCE RESERVED FWS
R/W-0x0 R/W-0x1 R/W-0x1 R/W-0x0
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Table 4-23. MEMTIMO Register Field Descriptions

Bit Field

Type

Reset

Description

31-26 RESERVED

R

0x0

25-22 EBCHT

R/W

0x0

EEPROM Clock High Time
Specifies the length of the EEPROM bank clock high time.
0x0 = 1/2 system clock period
0x1 = 1 system clock period
0x2 = 1.5 system clock periods
0x3 = 2 system clock periods
0x4 = 2.5 system clock periods
0x5 = 3 system clock periods
0x6 = 3.5 system clock periods
0x7 = 4 system clock periods
0x8 = 4.5 system clock periods

21 EBCE

R/W

0x1

EEPROM Bank Clock Edge

Specifies the relationship of EEPROM clock to system clock.
0x0 = EEPROM clock rising aligns with system clock rising
0x1 = EEPROM clock rising aligns with system clock falling

20 RESERVED

0x0

19-16 EWS

R/W

0x0

EEPROM Wait States.

This field specifies the number of wait states inserted.
Note: The value of the EWS bit must match the value of the FWS bit.
0x0 = Reserved

0x1 = 1 wait state

0x2 = 2 wait states

0x3 = 3 wait states

0x4 = 4 wait states

0x5 = 5 wait states

0x6 = 6 wait states

0x7 = 7 wait states

15-10 RESERVED

R/W

0x0

9-6 FBCHT

R/W

0x0

Flash Bank Clock High Time
Specifies the length of the flash bank clock high time.
0x0 = 1/2 system clock period
0x1 = 1 system clock period
0x2 = 1.5 system clock periods
0x3 = 2 system clock periods
0x4 = 2.5 system clock periods
0x5 = 3 system clock periods
0x6 = 3.5 system clock periods
0x7 = 4 system clock periods
0x8 = 4.5 system clock periods

5 FBCE

R/W

Ox1

Flash Bank Clock Edge

Specifies the relationship of flash clock to system clock.
0x0 = Flash clock rising aligns with system clock rising.
0x1 = Flash clock rising aligns with system clock falling.

4 RESERVED

R/W

Ox1
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Table 4-23. MEMTIMO Register Field Descriptions (continued)
Bit Field Type Reset Description
3-0 FWS R/W 0x0 Flash Wait State.

This field specifies the number of wait states inserted.

Note: The value of the FWS bit must match the value of the EWS bit.

0x0 = Reserved
0x1 = 1 wait state
0x2 = 2 wait states
0x3 = 3 wait states
0x4 = 4 wait states
0x5 = 5 wait states
0x6 = 6 wait states
0x7 = 7 walit states
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4.2.13 ALTCLKCFG Register (Offset = 0x138) [reset = 0x0]

Alternate Clock Configuration (ALTCLKCFG)

The ALTCLKCEFG register specifies the alternate clock source used by many of the peripherals.
ALTCLKCFG is shown in Figure 4-19 and described in Table 4-24.
Return to Summary Table.

Figure 4-19. ALTCLKCFG Register

31 30 29 28 27 26 25 23 22 21 20 19 18 17 16
RESERVED
R-0x0
15 14 13 12 11 10 9 7 6 5 4 3 2 1 0
RESERVED \ ALTCLK
R/W-0x0
Table 4-24. ALTCLKCFG Register Field Descriptions
Bit Field Type Reset Description
31-4 RESERVED R 0x0
3-0 ALTCLK R/W 0x0 Alternate Clock Source

This provides a clock source of numerous frequencies to the
general-purpose timer, SSI, and UART modules. If the Hibernation
real-time clock output is selected, the clock source must also be
enabled in the Hibernation module.

0x0 = Precision Internal Oscillator (PIOSC)

0x1 = Reserved

0x2 = Reserved

0x3 = Hibernation module real-time clock output (RTCOSC)
0x4 = Low-frequency internal oscillator (LFIOSC)
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4.2.14 DSCLKCFG Register (Offset = 0x144) [reset = 0x0]
Deep Sleep Clock Configuration Register (DSCLKCFG)

The DSCLKCFG register specifies the behavior of the clock system while in deep sleep.

The MOSCDPD bit affects not only deep-sleep mode, but all other modes as well depending on the value
of the bit. See Table 4-25 when programming this bit:

Table 4-25. MOSC Configurations

. MOSCDPD
PWRDN Bit Field Result

MOSC is powered on in run and sleep modes, but is disabled in accidental power down, when

0 0 the PWRDN bit is set in the MOSCCTL register, or in deep-sleep mode only if it is not the deep-
sleep clock source (DSOSCSRC !== 0x3).

0 1 MOSC is powered and running in run, sleep, and deep-sleep modes.

1 0 MOSC is powered off and does not run in any mode. In this configuration, when the MOSC is
disabled, choosing the MOSC as a clock source causes in indeterminate results.

1 1 MOSC runs and does not disable itself in run, sleep, and deep-sleep modes regardless of the
whether or not the PWRDN bit is set.

NOTE: The MOSCDPD bit has an effect in all modes of operation

NOTE:

If the MOSC is chosen as the deep-sleep clock source in the DSCLKCFG register, the

MOSC must also be configured as the run and sleep clock source in the RSCLKCFG register
before entering deep sleep. If the PIOSC, LFIOSC, or Hibernation RTC module oscillator
(HIBLFIOSC or 32-kHz crystal) is configured as the run and sleep clock source in the
RSCLKFCFG register, and the MOSC is configured as the deep-sleep clock source in the

DSCLKCEFG register, then two outcomes are possible:

¢ If the PIOSC is still powered in deep sleep (using the PIOSCPD bit in the DSCLKCFG
register) then the PIOSC is used as the clock source when entering deep sleep and the
device enters and exits the deep-sleep mode normally. The MOSC is not used as the

clock source in deep sleep.

« If the PIOSC has been configured to be powered down in deep sleep, then the device
can enter the deep-sleep mode, but cannot exit properly. This situation can be avoided
by programming the MOSC as the run and sleep clock source in the RSCLKCFG

register before entering deep sleep.

DSCLKCFG is shown in Figure 4-20 and described in Table 4-26.
Return to Summary Table.

Figure 4-20. DSCLKCFG Register

31 30 29 28 27 26 25 24
PIOSCPD MOSCDPD RESERVED
R/W-0x0 R/W-0x0 R-0x0

23 22 21 20 19 18 17 16

DSOSCSRC RESERVED
R/W-0x0 R-0x0
15 14 13 12 11 10 9 8
RESERVED DSSYSDIV
R-0x0 R/W-0x0
7 6 5 4 3 2 1 0
DSSYSDIV
R/W-0x0
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Table 4-26. DSCLKCFG Register Field Descriptions

Bit Field Type Reset Description
31 PIOSCPD Riw 0x0 PIOSC Power Down
0x0 = The PIOSC is active during deep-sleep mode.
0x1 = The PIOSC is disabled during sleep mode for additional power
savings.
30 MOSCDPD R/W 0x0 MOSC Disable Power Down.
This bit inhibits the MOSC from automatic or accidental power down.
This bit is defined to ensure the MOSC circuit cannot be interrupted
in uses where MOSC supplies a clock to the peripherals (for
example, Ethernet PHY).
0x0 = During deep-sleep (if DSOSCSRC is not MOSC), accidental
power down or when the PWRDWN bit is set in the MOSCCTL
register, the MOSC is powered down.
0x1 = MOSC is not powered off during automatic or accidental
power down. MOSC is also not powered off if DSOSCRC is
programmed to be MOSC.
This bit should be set only after software configures the MOSCCTL
register. Setting the MOSCDPD bit masks writes to PWRDN bit in
the MOSCCTL register.
29-24 RESERVED R 0x0
23-20 DSOSCSRC R/W 0x0 Deep Sleep Oscillator Source.
This field specifies the oscillator source that becomes the oscillator
clock (OSCCLK) source, which is used when the PLL is bypassed
during deep-sleep mode.
0x0 = Reserved
0x1 = Reserved
0x2 = LFIOSC
0x3 = MOSC
0x4 = Hibernation module RTCOSC
19-10 RESERVED R 0x0
9-0 DSSYSDIV R/W 0x0 Deep Sleep Clock Divisor.
This field specifies the system clock divisor value during deep-sleep
mode. The clock source selected by DSOSCSRC is divided by
DSSYSDIV + 1:
fsvscik = foscek / (DSSYSDIV + 1)
Values 0x0 and 0x1 should not be used.
If deep-sleep clock divide by 1 or divide by 2 is desired, the
OSYSDIV bit field of the RSCLKCFG register must be configured for
the desired deep-sleep divider before entering deep sleep. In this
case, the Q post-divider bit field in the PLLFREQL register may need
to be adjusted to keep the system clock frequency within the
maximum clock frequency before entering deep sleep.
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4.2.15 DIVSCLK Register (Offset = 0x148) [reset = 0x0]
Divisor and Source Clock Configuration (DIVSCLK)

The DIVSCLK register specifies the source and divisor of the DIVSCLK reference clock output. This signal
can be used as a clock source to an external device but bears no timing relationship to other signals.

NOTE: The DIVSCLK signal output is not synchronized to the System Clock.

DIVSCLK is shown in Figure 4-21 and described in Table 4-27.

Return to Summary Table.

Figure 4-21. DIVSCLK Register

31 30 29 28 27 26 25 24 23 22 21 20 19 18 17 16
EN RESERVED SRC
RIW- R-0X0 R/W-0x0
0x0
15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
RESERVED \ DIV
R-0x0 R/W-0x0

Table 4-27. DIVSCLK Register Field Descriptions

Bit Field Type Reset Description
31 EN R/W 0x0 DIVSCLK Enable.
This bit enables the generation of the DIVSCLK clock output. It
resets to O to disable the output thereby reducing initial
current/power consumption.
0x0 = The clock output is disabled.
0x1 = Clock output is e